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Abstract
This use case illustrates a virus designed to generate spurious access to a web application server and cause Distributed Denial-of-Service (DDOS) attack to that server.  Using CATS capabilities, the DDOS attack is foiled.
***** BEGIN 1st CHANGE *****
N.N
Use Case N - Combatting a DDOS Attack from a Virus
N.N.1

Description

A Distributed Denial of Service (DDOS) attack virus is designed to generate spurious access to a web application server.  The DDOS attack is foiled using CATS capability.
N.N.2

Pre-conditions

System supports CATS.
A dormant virus, attached to an application in the UE, is designed to cause a DDOS attack on a frequently used application server, which is triggered at a certain time (“time bomb”).
N.N.3

Service Flows
Virus attack conditions are met (e.g. real time reaches the “time bomb” trigger time).  The dormant virus in the affected UEs awakens and initiates the DDOS attack on an application server.  

Application server indicates to the network that it is getting overwhelmed with requests, and indicates volume and level of congestion.

CATS is activated, as a result of which traffic volume to the server is reduced or completely eliminated from the CATS capable network.
Meanwhile, the UEs continue to function without disruption to all except the subject application. 
Application service provider analyses the problem, pin-points it to the specific application.  Application service provider changes the IP addresses of the servers receiving the attack and releases a new version of application.
4.N.4

Post-conditions

DDOS attack is foiled.
Normal application service is continued upon software download to eliminate the virus.
4.N.5

Potential Requirements

The potential requirements derived from this use case are:
-
CATS shall be able to control traffic from an individual application on the UE without affecting traffic from other applications on the UE.
-
CATS shall be able to identify the application or its associated traffic. 
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