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Abstract: This use case describes how CATS may interact with ACDC.
Discussion

This use case describes the interaction between ACDC and CATS. ACDC is "white list" based application category specific access control while CATS is "black list" based traffic specific control. For example, in case of traffic from the applications provisioned in ACDC categories which are allowed access to the network needs to be controlled by CATS for a third party server issue, an interaction between CATS and ACDC needs to be specified. The following use case is proposed to be added to TR.22.818.
******* FIRST CHANGE *******
x.1
Using Phased CATS to Gracefully Restore Service
x.1.1
Description

This use case describes the interaction between ACDC and CATS. ACDC is "white list" based application specific access control while CATS is "black list" based. In case one of the applications provisioned in ACDC categories which are allowed access to the network needs to be controlled by CATS for a third party server issue, an interaction between CATS and ACDC needs to be specified.   
x.1.2
Pre-conditions

Bob’s UE is pre-configured with ACDC categories as follows;
Table x.1.3: 

	
	Allowed ACDC Applications

	ACDC Category 1
	Application A, Application B, Application C

	ACDC Category 2
	Application D, Application E, Application F

	ACDC Category 3
	…

	ACDC Category 4
	…


"Application A" and "Application D" are provided by a third party Y where "Application B", "Application C", "Application E" and "Application F" are provided by other third parties.

A disaster occurs in a university area where Bob lives in a student dormitory, ACDC function is activated, and only traffic from applications in Category 1 is allowed.

The third party Y’s server which relevant to "Application A" and "Application D" experiences a hard failure such that is unable to respond to incoming traffic.

x.1.3
Service Flows

The 3GPP network detects third party Y’s failure and decides to stop traffic from "Application A" to the third party Y server while not affecting traffic from "Application B" and "Application C" to other third party servers.  

Bob’s UE can initiate service normally for "Application B" and "Application C" while it cannot initiate service for other applications installed on its UE including "Application A".

There is no need for CATS to control traffic from "Application D" because it has already been blocked by ACDC.

The third party Y’s server recovers. It informs the 3GPP network that it is ready to accept traffic again.

The 3GPP network allows some traffic to begin flowing to the server. Gradually, more traffic is permitted until normal service levels are reached.
x.1.4
Post-conditions

Unproductive 3GPP network traffic was reduced or eliminated during the time the adverse server condition existed while ACDC is applied. 

Bob’s UE can initiate the service normally for all the applications provisioned in ACDC Category 1.
x.1.5
Potential Requirements

The 3GPP network shall be able to detect that an application on a third party server, or the third party server as a whole, is not responding to traffic sent to it.

The 3GPP network shall be able to control traffic from UE-based applications to the affected application on the third party server, or to the third party server as a whole while not affecting traffic to other third party servers.

The 3GPP network shall be able to receive an indication from the third party server when normal operation resumes.

The 3GPP network shall be able to detect that an application on a third party server, or the third party server as a whole, has resumed normal operation.

Note: This requirement addresses the situation where a third party server does not inform the 3GPP network that it has recovered.

The 3GPP network shall be able to apply ACDC and CATS simultaneously according to operator policy. CATS can be used to control traffic from applications allowed by ACDC.
******* END OF CHANGE *******

