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Introduction

Overview
This contribution is a proposed addition to TS22.179 Technical Specification Group Services and System Aspects; Mission Critical Push to Talk MCPTT (Release 13) V0.6.0.  
This contribution provides a high level outline providing placeholders for subsequent administrative contributions (including, perhaps ,considation of administrative requirements from other sections), and defines top level administrative and management requirements for mission critical organizations using the service.  It also includes additional definitions for section 3.1 of TS22.179 that support this contribution.
Proposed Requirements
>>>>>>>>>>>>>>>>>>>>>>>> Start of changes (Definitions) <<<<<<<<<<<<<<<<<<<<<

3.1 Definitions

...

MCPTT Administrator: An individual authorized to control parameters of the MCPTT service for an organization including, for example, user and group definition, user/group aliases, user priorities, group membership/priorities/hierarchies, security and privacy controls.
MCPTT Emergency Alert: A notification from the MCPTT UE to the MCPTT service that the MCPTT User has an emergency condition.

MCPTT Emergency Group Call: A group call processed with a very high level of priority. If required, in-progress group calls are pre-empted in order to provide the resources for the Emergency Group Call.
MCPTT Emergency State: A heightened condition of alarm for an MCPTT User indicating a need for immediate assistance due to a personal life-threatening situation.

MCPTT Group: A GCSE Group being used for MCPTT.

MCPTT Group Member: An MCPTT User who has been authorized to participate in Group Communications of a particular MCPTT Group.


MCPTT Request: The action taken by an MCPTT User to request the right to transmit voice on an MCPTT Session.

MCPTT Session: An MCPTT Session is an audio communication session established between MCPTT Users.
MCPTT User: A user, identified by a subscription to an MCPTT service, who has a UE with the capability to participate in MCPTT services.
Mission Critical Organization:  An end-user organization that includes MCPTT Users and/or UE, and can include MCPTT Administrators.  A Mission Critical Organization can be hierarchical, with administrative control delegated within the organization or to an outside entity.

...

>>>>>>>>>>>>>>>>>>>>>>>> End of changes (Definitions) <<<<<<<<<<<<<<<<<<<<<

>>>>>>>>>>>>>>>>>>>>>>>> Start of additions  <<<<<<<<<<<<<<<<<<<<<

5.X
Control and Management by Mission Critical Organizations

This section contains general requirements for management of the MCPTT service by Mission Critical Organizations sharing the same MCPTT System, and more specific requirements pertaining to management controls and operational visibility, and to management of security services.  
5.X.1  General
The MCPTT service shall be able to support multiple Mission Critical Organizations, each with their own MCPTT Users and MCPTT Groups, on the same MCPTT System.


The MCPTT service shall provide a means by which Mission Critical Organizations designate and manage (i.e. add, delete, change authorizations, etc.) MCPTT Administrators with authority to manage users, groups, other MCPTT Administrators, security controls, and other mission affecting parameters (e.g., authorizations and priorities) of the MCPTT Service..



The MCPTT service shall protect the operational privacy of Mission Critical Organizations by providing effective separation between the administrative and security management (e.g., key) databases of those organizations except as authorized by the Mission Critical Organizations involved.

The MCPTT service shall protect the administrative and security management databases of Mission Critical Organizations from viewing and manipulation by individuals (including those within and outside of the mission critical organization) not explicitly authorized by the Mission Critical Organization.

The MCPTT service shall provide a means by which Mission Critical Organizations may share subsets of their administrative and security databases with other Mission Critical Organizations.

Note:  The purposes of these requirements is to protect the operational security of organizations while still allowing for interworking of MCPTT UE and Users under the control of the Mission Critical Organizations.
5.X.2  Administrative Controls for Mission Critical Organizations

Except where noted, configurations performed by an MCPTT Administrator should take effect without manual intervention at the affected MCPTT UE.

Editor’s Note:  Additional requirements pursuant to management controls and operational visibility for Mission Critical Organizations are FFS.  The contributor recommends collecting such requirements (if any) from other sections and consolidating them here.

5.X.3  Operational Visibility for Mission Critical Organizations
The MCPTT service shall provide a means by which an MCPTT Administrator associated with a Mission Critical Organization has visibility into the operational status of the service (e.g. during a natural disaster).







5.X.4  Security Management for Mission Critical Organizations
The MCPTT service shall provide a means by which an MCPTT Administrator associated with a Mission Critical Organization monitor security status (e.g., authorization failures, security policy violations) associated with the organization’s MCPTT UE and Users.


MCPTT UE shall provide a means by which an MCPTT Administrator associated with a Mission Critical Organization performs local (i.e., wired) management of cryptographic security parameters associated with end-to-end security of the communications by the organization’s MCPTT Users.

The MCPTT Service shall provide a means by which an MCPTT Administrator associated with a Mission Critical Organization repudiates an MCPTT User or UE, thereby immediately denying the MCPTT User access to MCPTT communications.

Note:  Repudiation of an MCPTT User or UE for MCPTT communications services need not, necessarily, prevent that MCPTT User or UE from accessing other services.


5.X.4.1  Authentication Management

The MCPTT Service shall provide a means by which MCPTT Adminstrators establish, reset and remove authentication credentials for their associated MCPTT Users and MCPTT Administrators.


Editor’s Note:  Specific requirements pursuant to key management and related security management operations required for public safety communications are FFS.

5.X.4.2  End-to-end Key Management

Editor’s Note:  Specific requirements pursuant to key management and related security management operations required for public safety communications are FFS.




>>>>>>>>>>>>>>>>>>>>>>>> End of additions <<<<<<<<<<<<<<<<<<<<<
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