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Original Abstract: 

This contribution proposes to add two requirements into section 7.5 Location of TS 22.179 v0.6.0 (2014-07) regarding the need for end-to-end confidentiality of location information and authentication of messages carrying location information by MCPTT UEs operting Off-Network. The two requirements are specific to Off-Network use of MCPTT. 

*****************************************************************************
Start of original proposed changes:

*****************************************************************************
7.5
Location

An MCPTT UE shall be capable of transmitting its location, if known, to other MCPTT UEs when operating Off-Network, subject to privacy restrictions. 

An authorized MCPTT user shall be able to restrict the Off-Network MCPTT UE from supplying location information to other Off-Network MCPTT UEs.
MCPTT UEs operating Off-Network shall be capable of end-to-end confidentiality of location information. 

MCPTT UEs operating Off-Network shall be capable of authenticating messages carrying location information. 

*****************************************************************************
End  of original proposed changes:

*****************************************************************************
New Abstract (after discussion): 

This contribution proposes to add two requirements into a new section 7.x Security of TS 22.179 v0.6.0 (2014-07) regarding the need for end-to-end confidentiality of location information and authentication of messages carrying location information by MCPTT UEs operting Off-Network. The two requirements are specific to Off-Network use of MCPTT. 

*****************************************************************************
Start of discussed proposed changes:

*****************************************************************************
7.x Security
MCPTT UEs operating Off-Network shall be capable of end-to-end confidentiality of location information. 

MCPTT UEs operating Off-Network shall be capable of authenticating the sender of messages carrying location information. 

*****************************************************************************
End of discussed proposed changes:

*****************************************************************************
