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Abstract: Proposed security clauses for draft TS
In order to complete the normative specification for Isolated E-UTRAN operation it is necessary to add requirements for security of Isolated E-UTRAN operation. The proposals are presented as text additions to the draft TS contained in S1-141528 which was agreed at SA1#66 as the basis for future contributions.

Note: the proposal includes a reference to a new table included as a proposal in the separate contribution S1-143146.  This proposal also makes use of the terminology “(N)eNB” to refer to either an eNB or NeNB.  A change to this terminology is also proposed in S1-143146.
Proposed text changes:

<< FIRST CHANGE >>
5.6
Requirements for security aspects of Isolated E-UTRAN operation
5.6.1
Introduction (informative)
The Isolated E-UTRAN is expected to provide for the authentication of participating entities and for the confidentiality and integrity of communications. Provision of these security features is required for:

-
UE to (N)eNB communication;

-
(N)eNB to (N)eNB communication;

-
UE to UE communication, i.e. for the case of ProSe operation within the Isolated E-UTRAN.
5.6.2
Requirements

The Isolated E-UTRAN shall support the following requirements for security, authorization and privacy in each of the three IOPS backhaul scenarios (see scenarios 1-3 in Table 4.1-1). 

The Isolated E-UTRAN shall ensure the confidentiality and integrity of both user data and network signalling to a level comparable with that provided by the existing 3GPP system. This requirement applies to any communication between two Public Safety UEs communicating via the Isolated E-UTRAN and between an (N)eNB providing locally connected services and a Public Safety UE connected to the Isolated E-UTRAN.
A mechanism shall be provided to ensure the confidentiality and integrity of user data and signalling over the radio communication paths and over any inter-(N)eNB communication paths of an Isolated E-UTRAN.

Existing 3GPP security mechanisms (including, but not necessarily limited to, ProSe security mechanisms) shall be reused whenever possible and appropriate.
The Isolated E-UTRAN shall provide mechanism(s) to ensure mutual authentication between an Isolated E-UTRAN and (N)eNBs, or other Isolated E-UTRANs, joining the Isolated E-UTRAN.
The Isolated E-UTRAN shall provide mechanism(s) to ensure mutual authentication between an Isolated E-UTRAN and UEs connecting to the Isolated E-UTRAN.

The security mechanism(s) supported by an Isolated E-UTRAN shall be consistent with the dynamic nature of an Isolated E-UTRAN. The security of credentials shall not be compromised by solutions for Isolated E-UTRAN operation.
<< END OF CHANGES >>
