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Abstract: Proposed use case where the terminating network provides the user to add network identified caller identity trust level criteria to any call filtering such as black list/white list filters. 
---------- Use Case template ----------
x.1
Using caller identity trust level in incoming call filtering
x.1.1
Description

When terminating networks provide users personal call filtering mechanism such as white list/black list call blocking and support calling number or caller identity verification, there is a need to be able to incorporate the terminating network identified trust level of the claimed identity in the filtering criteria.
x.1.2
Pre-conditions

Network A is a PLMN which employs automated spoofed call detection.

Network A has the ability to indicate to Alice at call alerting the automated spoofed call detection service’s trust of the claim by the caller as to their identity in the form of the calling number.

Alice is a subscriber of Network A.

Alice subscribes to Network A’s personal white list/black list service.

x.1.3
Service Flows

1. Alice creates a personal white list/black list rule to block all calls where the caller identity is determined to be untrusted by the terminating network.

2.  A family member calls Alice.

2. Network A’s automated spoofed call detection service verifies that the family member’s calling number is authentic and they are authorized to use the calling number.

3. Network A examines the rules in Alice’s personal white list/black list service and finds that Alice wants to allow the call from the family member.

6. Later a robo-calling system calls Alice with a random phone number as the calling identity that it is not authorized to use.

7. Network A’s automated spoofed call detection service verifies that the robo-calling system’s random calling number is not authentic and it is not authorized to use the selected number.

Network A examines the rules in Alice’s personal white list/black list service and finds that Alice wants calls with untrusted calling numbers to be blocked.

x.1.4
Post-conditions
Alice personal white list/black list service has rules which allow the caller identity trust level to be included as a condition.

The Network A’s personal white list/black list utilizes the determined caller identity trust level when included in personal white list/black list rule conditions in acting on the rules.

x.1.5
Potential Impacts or Interactions with Existing Services/Features
Potentially supplemental information about the caller would be presented to the called user at call alerting from the terminating network.

Presentation of caller supplemental information will be determined by any caller privacy settings and operator privacy policies.
x.1.6
Potential Requirements
The terminating network shall allow the calling identity trust level to be included as a condition to any incoming call filtering services.

The terminating network shall utilize the calling identity trust level determined in the terminating network, when included as a condition, when applying any call filtering services to a user’s incoming calls.

