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Introduction
At the moment in the MCPTT document it is perhaps not clear what the steps for using the service are from the perspective of a user. 
It is also perhaps not clear from some of the requirements, where MCPTT UE and MCPTT User permissions merge and what permission/capability states there for a MCPTT User and MCPTT UE combinations On and Off-Network.  This contribution seeks to clarify that.

MCPTT User and MCPTT UE Permission/ Capability States

One of the main things proposed in this document is the diagram below, this is intended to go in the overview and is supported by requirements that have been proposed for the document. The idea is to provide a model for talking about user and ue permissions. Some details about the features of it are given on the next page.
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1) Local authentication to the User Client?- To be able to use MCPTT in a completely Off-Network mode it would seem sensible there needs to be some user authentication that is available off-line, it would also seem sensible that the radio resources and security to be used for groups is available off-line, it is a stage 2 decision as to whether this information is stored on the UE in some form or perhaps a token.

2) Consistent Authentication for Offline/On-Line- It would seem sensible that a similar mechanism is used for Authentication on-line and off-line, as when a MCPTT User starts using a UE they may not be aware that they are off-line, so there might be similar steps. So that you authenticate once and then this information is sent up to the GCSE/MCPTT AS?

Currently there is the following requirement in MCPTT 22.179,  4.10 Security, to support this:


The MCPTT service shall provide the MCPTT User with a mechanism to perform a single authentication for 
access to all authorized features.

3) On-Network MCPTT User/ Off-Network User.- It is a key aim that the service Off-Network will align as much as possible to the On-Network service, however realistically there will be differences between the services available on and Off-Network. An examples of this could be that Off-Network an MCPTT User can not be monitored in the same way that an Connected MCPTT User could. 

4) On-Network MCPTT UE.- There does seem to be the sense that there is particular functionality that is available without User Authentication. This would have to be basic functionality and should be clearly defined, potential examples where an interaction would be useful is for the use of Emergency Calls and perhaps for monitoring type functionality in the case where 

Currently there is the following requirement in MCPTT 22.179,  5.10 Security, to support this:


The MCPTT service shall provide a means by which an authorized MCPTT UE is allowed access to selected 
MCPTT features prior to MCPTT User authentication.
5) UE Affiliates to a Group?- In other contributions I have tried to clarify an MCPTT Group Member Affiliating to an MCPTT Group that they are a member of. Is there also a separate concept of a UE Affiliating to a Group and is this different from a User Affiliating to a group? If so what takes precedence? I propose in this and other documents that UE affiliations apply only when there is not a User logged in. So essentially User affiliations overide



     Currently there is the following requirement in MCPTT 22.179,  5.6.3 MCPTT Emergency Alert to support this:


    The MCPTT UE shall be configurable as to which group will be used for the emergency communications.


    The MCPTT UE shall be able to immediately affiliate to the configured group.

6) One MCPTT UE can support multiple MCPTT Users?- This is not represented explicitly stated in the diagram, however it is implied by the fact that you have an MCPTT UE and then an MCPTT User logs in (is authenticated) at that what a User is able to do is determined by their User permissions. The issue here potentially becomes what is stored remote from the GCSE/MCPTT AS, as for a device to support multiple users does it need to store all their individual settings. 


Currently there is the following requirement in MCPTT 22.179,  4.10 Security, to support this:


The MCPTT service shall support suspending or disabling of access from an MCPTT UE or an MCPTT User to 
the MCPTT service.

7) From previous iterations of this document there were only 4 dark blue boxes, I have added an extra one ‘On-Network MCPTT User no access to AS’. This box is added to cater for the situation where you have a local login that has happened and the UE is connected to the network, but can’t reach the AS. In this situation the functionality available to that UE would expect to be access to normal non public safety functionality with the option to use the Off-Network mode. Effectively that MCPTT User would have the same amount of MCPTT functionality available as if they were Off-Network

8) In terms of functionality available in each of the Permission/Capability States you would expect the amount of MCPTT functionality available to an MCPTT User or User from most to least through an MCPTT UE to be:
1) On-Network MCPTT User- This should have Off-Network functionality available as well.
2) On-Network MCPTT User no Access to AS and Off-Network MCPTT User
3) On-Network MCPTT UE – This would be whatever functionality you configure for a device without a user logged in, this could just be the ability to do Ambient Listening on it and track it and Emergency Call functionality. 

4) Off-Network MCPTT UE -This would be whatever functionality you configure for a device without a user logged in Off-Network. Ambient Listening and tracking the device may not be possible Off-Network, so it could just be allowing  Emergency Call functionality in Off-Network mode.

Initiating use of the MCPTT Service

These requirements support the user state diagram agreed in the Dublin meeting.
================= First Change ===================
3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Affiliated MCPTT Group Member: An MCPTT Group Member who has indicated an interest in the group and is allowed to receive and/or transmit Group Communications from/to the particular MCPTT Group. 

Broadcast Group Call: A group call where the initiating MCPTT User expects no response from the other MCPTT Users, so that when his transmission is complete, so is the call. 

Call Commencement Mode: This is a setting that determines the conditions under which a call will start.
Dispatcher: A person who operates a device or system to allow access to MCPTT systems and services used for command and control purposes.
Floor control: This is the arbitration system in an MCPTT service that determines who has the authority to transmit (talk) at a point in time. This functionality is used in MCPTT Private Calls and MCPTT Group Calls.
Group-Broadcast Group: A collection of groups defined by the MCPTT Administrator (e.g. representing a particular organizational structure) and intended to be the recipients of Broadcast Group Calls. 
Group Regroup: The temporary combining of a multiplicity of groups into a single group.

Imminent Peril Call: A call prioritized in the event of immediate threat to any human life such as resulting from an authorized user’s observation of or engagement in a situation involving imminent peril to the general public (e.g., forest fire about to encircle campers, tanker truck ready to explode near a school, casualties at scene of a car bombing).  Imminent peril is an urgent call and highlights the potential of death or serious injury.

In-progress Emergency: An emergency condition for a group that has been accepted by the MCPTT service, but has not yet been cancelled by an authorized user.

In-progress Imminent Peril: An Imminent Peril Group Call was granted and it has not yet been cancelled by an authorized user.

Location: The current physical location (i.e., co-ordinates plus estimated accuracy and timestamp) of the MCPTT UE that can be cross-referenced to a map.

Losing audio: Audio of an overridden talker that is not dismissed, but instead allowed to be routed to suitable authorized receivers.

MCPTT Administrator: An individual authorized to control parameters of the MCPTT service for an organization including, for example, user and group definition, user/group aliases, user priorities, group membership/priorities/hierarchies, security and privacy controls, etc.
MCPTT Emergency Alert: A notification from the MCPTT UE to the MCPTT service that the MCPTT User has an emergency condition.

MCPTT Emergency Group Call: A group call processed with a very high level of priority. If required, in-progress group calls are pre-empted in order to provide the resources for the Emergency Group Call.
MCPTT Emergency State: A heightened condition of alarm for an MCPTT User indicating a need for immediate assistance due to a personal life-threatening situation.

MCPTT Group: A GCSE Group being used for MCPTT.

MCPTT Group Member: An MCPTT User who has been authorized to participate in Group Communications of a particular MCPTT Group.

MCPTT Request: The action taken by an MCPTT User to request the right to transmit voice on an MCPTT Session.
MCPTT Session: An MCPTT Session is an audio communication session established between MCPTT Users.
MCPTT User: A user, identified by a subscription to an MCPTT service, who has a UE with the capability to participate in MCPTT services.
Off-Network MCPTT Service: The collection of functions required to provide MCPTT using ProSe Discovery and the ProSe Communication path described in TS 22.278 [5] as a direct communication between UEs using E-UTRA.

Editor’s note: text needs to be added on whether the UE is in any network coverage and whether there is any communication between the UEs and the network.
Off-Network MCPTT User: This is an MCPTT User who has logged onto their MCPTT client, but is not able to communicate with the MCPTT application server, because they are outside of network coverage of network(s) through which they can access the application server.
On-Network MCPTT User: This is an MCPTT User who has joined the MCPTT service via a network and is communicating with the application server.

Participant: An MCPTT User who is currently receiving and/or transmitting in an MCPTT Group Call or a Private Call.

Participant type: Functional category of the participant (e.g. Normal, Supervisor, Dispatch, Supervisor Dispatch), typically defined by the MCPTT Administrators. At any moment in time in a call, a participant is of only one type.

Editor's Note: second sentence above needs to be moved to the main body of the TS

Personality Provisioning: The ability to implement into an MCPTT UE the characteristics indicative of a specific agency’s user(s) with particular access to MCPTT Groups associated with that agency.  
Note: Some characteristics are Group IDs, Group ID alias, Talker ID, Talker ID alias, Group scanning lists, and other parameters that are required by an MCPTT User when using the MCPTT service.
Pre-emption: The act of terminating on-going calls in order to free up resources for a higher priority call request.

Private Call: A two-way call between a pair of MCPTT users using the MCPTT service and MCPTT floor control.

Project 25 RFSS: A Project 25 Radio Frequency (RF) Subsystem as defined in the TIA-102 specifications.
Receiving MCPTT Group Member: An Affiliated MCPTT Group Member who is currently receiving Group Communication from an MCPTT Group.
Selected MCPTT Group: The MCPTT Group that a particular Affiliated MCPTT Group Member uses for transmission. An MCPTT Group Member has zero or one Selected MCPTT Group.
Editor's Note: second sentence above needs to be moved to the main body of the TS
System Call: A special case of a Broadcast Group Call that is transmitted to all users in a dynamically defined geographic area.

Talker ID: An application layer identity that uniquely identifies the current speaker and represents either an MCPTT User or, in P25 systems, a subscriber unit.
Top of Queue: When resources are not available to grant a call request, groups with "top of queue" priority are queued and are allocated system resources prior to any lower priority call requests.

Transmitting MCPTT Group Member: An Affiliated MCPTT Group Member who is currently transmitting a Group Communication to a Selected MCPTT Group.
User-Broadcast Group: A collection of users defined by the MCPTT Administrator (e.g. representing a particular organizational structure) and intended to be the recipients of Broadcast Group Calls.

User Regroup: The temporary combining of a multiplicity of users into a new group.

================= Second  Change ===================
4
Push-to-Talk Overview

A Push To Talk service provides an arbitrated method by which two or more users may engage in communication. Users may request permission to transmit (e.g., traditionally by means of a press of a button).  The Mission Critical Push To Talk over LTE (MCPTT) service supports an enhanced PTT service, suitable for mission critical scenarios, based upon 3GPP Evolved Packet System (EPS) services. The requirements for Mission Critical Push To Talk (MCPTT) service defined within can also form the basis for a non-mission critical push to talk (PTT) service.

The MCPTT service is intended to support communication between several users (a group call), where each user has the ability to gain access to the right to talk in an arbitrated manner.  However, the MCPTT service also supports private calls between pairs of users.  The MCPTT service builds on the existing 3GPP transport communication mechanisms provided by the EPS architectures to establish, maintain, and terminate the actual communication path(s) among the users.  

The MCPTT service also builds upon service enablers: GCSE_LTE and ProSe.  To the extent feasible, it is expected that the end user's experience will be similar regardless if the MCPTT service is used under coverage of an EPC network or based on ProSe without network coverage.  To clarify this intent, the requirements are grouped according to applicability to on network use, off network use, or both.

The MCPTT service allows users to request the right to talk (transmit voice/audio) and provides a deterministic mechanism to arbitrate between requests that are in contention (i.e., floor control). When multiple requests occur, the determination of which user’s request is accepted and which users’ requests are rejected or queued is based upon a number of characteristics (including the respective priorities of the users in contention).  MCPTT service provides a means for a user with higher priority (e.g., emergency condition) to override (interrupt) the current talker.  MCPTT service also supports a mechanism to limit the time a user is able to talk (hold the floor) thus permitting users of the same or lower priority a chance to gain the floor.

The MCPTT service provides the means for a user to monitor activity on a number of separate calls and enables the user to switch focus to a chosen call.  An MCPTT service user may join an already established MCPTT group call (late call entry).  In addition the MCPTT service provides Talker ID and user location determination features.

The users of an MCPTT service may have more stringent expectations of performance than the users of a commercial PTT service.  The MCPTT service can be used by non-mission critical users (e.g., utility companies and railways).

The relationship between MCPTT Users and MCPTT Groups is shown in Figure 4-1.

The relationship between MCPTT Users and MCPTT UEs on and off network is shown in Figure 4-x
. The diagram indicates capability/permission states (On-Network MCPTT UE, On-Network MCPTT User, Off-Network MCPTT User, Off-Network MCPTT UE)  that determine what a MCPTT UE can be used for at a point in time. The main principle is that the permissions will be determined based the MCPTT User, as long as the MCPTT UE can support the capability. An example where this might not be the case is where an MCPTT User has permission to use an MCPTT Group in an Off-Network mode, but the MCPTT UE does not have the required security information to use this MCPTT Group Off-Network and is unable to obtain this information from the MCPTT application server, because it is currently operating in an Off-Network mode.
[image: image2.png]MCPTT User and/or MCPTT UE attempts to use the MCPTT service

I
Off Network
On Network 1
[l >
Device Turnson 1
Device Turns MCPTT Userlogs onto 1 NoMCPTTUser
on Connectst; the MCPTT client on loggedin onto
the network the device 1 the MCPTT
andthereis a clienton the
partial deviceno
authentication network
tothe MCPTT . available to
Application Device Device No network allow
Server.No connectsto connedtsto available to communication
MCPTTUser | thenetwork the network allow withthe MCPTT
haslogged andthe andthe communication | Application
ontothe MCPTTUseris MCPTTUseris withthe MCPTT | Server
MCPTTdlient | authenticated unableto Application
onthe device, |  totheMCPTT accessthe Server
Application MCPTT
server Application
server

On-
Network
MCPTT
User no
Access
to AS

Off-
Network
MCPTT
V]2

Off-
Network
MCPTT
User




Figure 4-X: MCPTT User and MCPTT UE Permission/ Capability States
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Figure 4-1: User Categories for MCPTT Group
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Note:
This diagram is for illustrative purposes only and do not supersede the requirements. The diagram is not exhaustive and does not include all the different scenarios 

Editor's Note: further consideration is needed for Off-network aspects

Figure 4-2: MCPTT User State Diagram- Transmit and Receive
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Note:
This diagram is for illustrative purposes only and do not supersede the requirements. The diagram is not exhaustive and does not include all the different scenarios 

Editor's Note: further consideration is needed for Off-network aspects

Figure 4-3: MCPTT User State Diagram- Transmit only
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Note:
This diagram is for illustrative purposes only and do not supersede the requirements. The diagram is not exhaustive and does not include all the different scenarios 

Editor's Note: further consideration is needed for Off-network aspects

Figure 4-4: MCPTT User State Diagram- Receive only
================= Third Change ===================
5
MCPTT Service Requirements Common for On-Network and Off-Network

New Sections:-
5.X
Permission/ Capability States for MCPTT UE
The functionality available on a MCPTT UE with respect to the MCPTT service depends on whether an authorised user (MCPTT User) has logged onto the MCPTT UE, whether the MCPTT UE is within network coverage and whether the MCPTT User and/or UE can access and authenticate to the MCPTT Application Server.
There are 5 basic Permission/ Capability states that determine the functionality available to an unauthorised user (user) or an authorised user (MCPTT User) of the MCPTT Service using a MCPTT UE. These states are : On-Network MCPTT UE, On-Network MCPTT User, On-Network MCPTT User no Access to AS, Off-Network MCPTT User and Off-Network MCPTT UE.
The functionality available from an MCPTT UE at a point in time shall be based on the permissions that an MCPTT User has, as long as the MCPTT UE can support that capability. An example where this might not be the case is where an MCPTT User has permission to use an MCPTT Group in an Off-Network mode, but the MCPTT UE does not have the required security information to use this MCPTT Group Off-Network and is unable to obtain this information from the Application Server, because it is currently operating in an Off-Network mode.
Following the successful log on to the MCPTT application client and authentication to the Application MCPTT Server, an MCPTT User shall have the permissions/capability that they are authorised for as an On-Network MCPTT User. This means that an MCPTT User will be able to communicate using network supported MCPTT functionality that the MCPTT User is authorised to use.
An On-Network MCPTT User, shall be able to simultaneously be able to use Off-Network functionality that they are authorised to use and which their MCPTT UE supports should they choose to.
If following the successful log on to the MCPTT application client, the MCPTT application client is not able to communicate with the MCPTT application server because there is no network, then an MCPTT User shall have the permissions/capability that they are authorised for as an Off-Network MCPTT User. Where the MCPTT UE does not have the capability or has not been fully provisioned to support all the permissions/capabilities for that Off-Network MCPTT User, then those capabilities will not be available to the Off-Network MCPTT User. 
If an MCPTT User has logged into the MCPTT client on an MCPTT UE, which is connected to the network, but unable to access the MCPTT server then that MCPTT User shall have the capabilities/permissions that they are authorised for as an Off-Network MCPTT User (as supported by their MCPTT UE), but shall also have any regular network functionality that is enabled without needing to authenticate and communicate with the MCPTT application server (e.g. SMS, VoIP etc). 
It shall be possible for an MCPTT UE to provide some MCPTT functionality without an MCPTT User logging in. 
The functionality available to an  Off-Network MCPTT UE shall be pre-configured, however when that MCPTT UE is connected to a network and communicating with the MCPTT application server it shall be able to be updated. 
The functionality available to an On-Network MCPTT UE shall be configurable, and can be updated via communication with the MCPTT application server.
5.X
Initiating Use of the MCPTT Service
An On-Network MCPTT User that is not Affiliated to any MCPTT Groups shall not receive any MCPTT Group Communications. However if the On-Network MCPTT User is authorised to make Private Calls the user shall be able to become a Private Call Participant should the user initiate a Private Call or receive a request to initiate a Private Call.

An On-Network MCPTT User shall be able to become an Affiliated MCPTT Group Member for MCPTT Group(s) that the MCPTT User is a member of. 

An Off-Network MCPTT User shall be able to affiliate to and have Selected MCPTT Group(s) for use Off-Network, so that if authorised the user can transmit and receive on Off-Network MCPTT Groups.

An Affiliated MCPTT Group Member of a group is interested in Communicating to/ or from that group, and shall become a Receiving MCPTT Group Member if others transmit on that MCPTT Group, provided that they are authorised to receive on that MCPTT Group . 

An MCPTT User  shall be able to select one of the MCPTT Group(s) that they affiliated to, to become their Selected MCPTT Group. An MCPTT Group Member that is not authorised to transmit on an MCPTT Group shall only be able to affiliate to that MCPTT Group.
If the Floor control permits the Affiliated MCPTT Group Member to transmit, the Affiliated MCPTT Group Member shall become a Transmitting MCPTT Group Member only on their Selected MCPTT Group.

The MCPTT service should provide a mechanism for an MCPTT Administrator to limit the number of Groups (m) that an MCPTT User can affiliate to at a time.

Note: The most common mode of operation is for an MCPTT User to have one MCPTT Group that they are affiliated to at a point in time.

An Affiliated MCPTT Group Member shall be able to revoke his affiliation from an MCPTT Group if he is no longer interested in Communicating to/ or from that group.

An Affiliated MCPTT Group Member shall be able to de-select an MCPTT Group if he is no longer interested in having that MCPTT Group as the Selected MCPTT Group that he will transmit to, when he initiates an MCPTT Request.

An MCPTT User shall be able to Affiliate to and Select an MCPTT Group in one step.

An MCPTT User shall be able to revoke his affiliation and de-select a Selected MCPTT Group in one step.
The MCPTT service shall update changes to MCPTT Users’ Affiliations and Selected Groups with a minimal delay.   

================= Fourth Change ===================
New Section:-

6.2.X Authorised user remotely changes another MCPTT User’s Affiliated and/or Selected MCPTT Group(s)
The MCPTT service shall allow an authorised user (e.g. dispatcher) to change an On-Network MCPTT User’s  Selected MCPTT Group, and notify this to the On-Network MCPTT User.  
The MCPTT service shall allow an authorised user (e.g. dispatcher) to make changes to the groups that an On-Network MCPTT User is affiliated to, and notify this to the On-Network MCPTT User.  

�Note this is 4.x as I expect the current 4.1 to be deleted by a different contribution from the rapporteurs.
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All MCPTT Users


MCPTT Group Members: MCPTT Users who have been authorized to participate in an MCPTT Group.


Affiliated MCPTT Group Member: An MCPTT Group Member who has indicated an interest in the group and is allowed to receive and/or transmit Group Communications from/to the particular MCPTT Group. An MCPTT User may simultaneously be an Affiliated MCPTT Group Member of more than one MCPTT Group.



