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Abstract: This contribution introduces the Remote control to MCPTT UE. 

Note: This contribution uses MCPTT 22.179 v0.6.0 as the basis for the change.
Introduction
MCPTT UEs normally have some critical information stored, such as the group ID, group ID alias, group key, criminal suspect or personnel information etc. When one MCPTT UE of a MCPTT group is lost or stolen, the group security and the information stored in the UE might be in danger. It is needed to have remote MCPTT UE “Stun” and “Kill” - the ability to temporarily or permanently disable a MCPTT UE to protect the whole group.
The MCPTT server can send the stun (temporarily disable) command over the air interface. If a MCPTT UE has been disabled in a stun process, the terminal was locked and cannot apply for or accept services of any network. However, the MCPTT UE still can perform cell searching, cell selection and reselection, registration, authentication, kill and revival. If the terminal does not receive the stun command because the terminal is powered off or not in the service area, the terminal proceeds with the stun process upon the next registration. 
The MCPTT server can send the revival (re-enable) command over the air interface. After revival, a MCPTT UE restores to the normal state and returns an acknowledgement message. If the MCPTT UE does not receive the retrieval command because the terminal is powered off or not in the service area, the MCPTT UE proceeds with the revival process upon the next registration. 
The MCPTT server can send the kill (permanently disable) command over the air interface. If a MCPTT UE has been killed, the MCPTT UE would remove all the user and group data inside, it cannot perform any functions and cannot revive by the message sent over the air from the MCPTT server. If the MCPTT UE does not receive the kill command because the terminal is powered off or not in the service area, the MCPTT UE proceeds with the kill process upon the next registration.
Proposal 

It is proposed to add the requirements for Remote control to MCPTT UE in Security section 5.10 of TS 22.179 MCPTT.
================= Beginning of Change ===================
5.10
Security

The MCPTT service shall provide a means to support confidentiality of all traffic.

The MCPTT service shall provide the MCPTT User with a mechanism to perform a single authentication for access to all authorized features.

The MCPTT service shall provide a means by which an authorized MCPTT UE is allowed access to selected MCPTT features prior to MCPTT User authentication.

The MCPTT service shall require authentication of the MCPTT User before service access to all authorised MCPTT features is granted.  The MCPTT service features available are based on the authenticated user identity(s). 

Subject to regulatory constraints, the MCPTT service shall provide a means to support confidentiality, message integrity, and source authentication for some information exchanges (e.g., personality management, kill commands) that have the potential to disrupt the operation of the target UE.

The MCPTT service shall provide a means to support end-to-end security for all media traffic transmitted between MCPTT UEs. 

End-to-end security shall be supported both within and without network coverage and regardless of whether the traffic is transmitted directly or via the network infrastructure.

Subject to regulatory constraints, the MCPTT service shall provide a cryptographic key management service(s).

The cryptographic key management service(s) shall support both pre-provisioning and over-the-air provisioning of cryptographic keys.

The cryptographic key management service(s) shall ensure that cryptographic keys are confidentiality protected, integrity protected and authenticated when delivered over-the-air.
The MCPTT service shall provide a means by which the MCPTT server can remotely disable an MCPTT UE temporarily by sending a remote message. A temporarily disabled MCPTT UE cannot have any services except cell searching, cell selection, cell reselection, registration, authentication, permanently disablement or re-enablement.
The MCPTT service shall provide a means by which the MCPTT server can remotely re-enable a temporarily disabled MCPTT UE by sending a remote message. 
The MCPTT service shall provide a means by which the MCPTT server can remotely disable a MCPTT UE permanently by sending a remote message. The permanently disabled UE shall remove all the user and group data inside, it cannot have any services and cannot be re-enabled.
================= End of Change ===================
