3GPP TSG-SA WG1 Meeting #67
S1-143052
Sophia Antipolis, France, 18 - 22 August 2014

Title:

Clarifications about the role of the UICC in storing APN(s) 
Agenda Item:
8.2
Source:
Giesecke & Devrient
Contact:
ilario.macchi@gi-de.com
Introduction.

During the 3GPP SA1 #66 meeting in Sapporo, some clarifications about the USIM-based solution were requested (see S1-141270 MAPN Study Item Status Update – slide 7). This paper presents a contribution to clarify those topics and can be used as basis for the discussion and improvement of the TR 22.802 – Study of Need of Multiple APN (current reference version is in document S1-141514).

The list of the topics is presented hereafter as introduction to the discussion.
4.1.5.1
UICC based solution

· It is FSS what entity/function that identifies APNs unambiguously in the sentence “A list of APNs (all the mandatory and optional fields that allow an APN to be identified unambiguously) is stored in the UICC.” 
· It is FFS how it can be possible to link different applications in the ME to the correct APN stored on the UICC. 
· It is FFS if it is possible for an ME to prevent an un-authorized application on the ME to read info on another application´s APN info. 
· It is FFS if application in the sentence “Each application retrieves the corresponding APN from the list in the UICC, then informs the UE which APN to use to route the application data connection traffic.” is referring to applications on the UICC or applications in the ME. 
· It is unclear what the meaning is with “route the application data connection traffic”.
· It is FFS how a new downloaded applications in the ME can get the new associated APN configured timely into the UICC so the application can use the correct APN when requesting a PDN connection the first time. How will a SIM-OTA Server know that the user of the UE has installed a new application and APN needs to be configured for that application. 
4.2.5.1
UICC based solution

· It is FFS how the USIM subscription profile and other EF files are configured to the UICC when the MNO is selected first in step 2 and activated in step 3. 
·  It is FFS how the EF files can be kept up to date with correct info for Subscriptions that are pre-provisioned into the UICC and that is not activated for a long period of time
Discussion.

4.1.5.1
UICC based solution

· It is FSS what entity/function that identifies APNs unambiguously in the sentence “A list of APNs (all the mandatory and optional fields that allow an APN to be identified unambiguously) is stored in the UICC.” 

[G&D] ( This sentence aims to clarify that the scope is to store the existing APN parameters and that no new additional requirement/feature for APN will be introduced. Thus, the existing mandatory/optional fields currently used in 3GPP specs to identify an APN should be stored in the UICC. Since 3GPP SA1 specs do not explicitly list these features one by one, a generic sentence like that in the draft TR is consider sufficiently clear at this stage. In case 3GPP SA1 will agree in the future the addition of a feature to store those parameters in the UICC, then 3GPP SA1 may send an LS to the 3GPP bodies responsible of the technicalities.

[G&D] ( Regarding the word “unambiguously”, in case this word is considered as ambiguous, the word can be removed by the sentence.
· It is FFS how it can be possible to link different applications in the ME to the correct APN stored on the UICC. 

[G&D] ( The mechanism to link a specific application to the specific corresponding APN is a new feature. The idea is to provide this mechanism and leave the responsibility to the application designer and to the UICC issuer how to code / implement it. 

[G&D] ( For instance, an optional description field can be allocated into the APN storage area of the UICC. Then each application / each UICC issuer has the responsibility of the coding (a description text label, a digital encryption/signature based on shared keys, …)
· It is FFS if it is possible for an ME to prevent an un-authorized application on the ME to read info on another application´s APN info. 

[G&D] ( This mechanism is a new optional feature. The scope here is to restrict the access to UICC information by untrusted applications and it is presented with an high-level description as in 3GPP SA1 contributions. Note that the scope is NOT “for an ME to prevent an un-authorized application on the ME to read info on another application´s APN info” BUT for an UICC to prevent an un-authorized application on the ME to read info on another application´s APN info.

Thus, this new feature has an impact only on the UICC side. What an UE application will experience is a no-reply (or empty reply, or error code) from the UICC when trying to retrieve an APN info without being authorized.
· It is FFS if application in the sentence “Each application retrieves the corresponding APN from the list in the UICC, then informs the UE which APN to use to route the application data connection traffic.” is referring to applications on the UICC or applications in the ME. 

[G&D] ( Application in the UE. The sentence can be rephrased as follow: “Each UE application retrieves the corresponding APN from the list in the UICC, then informs the UE which APN to use to route the application data connection traffic.”

· It is unclear what the meaning is with “route the application data connection traffic”.

[G&D] ( The meaning is that data traffic will be routed through the APN indicated by the UE application (after having retrieved this info by the UICC).
· It is FFS how a new downloaded applications in the ME can get the new associated APN configured timely into the UICC so the application can use the correct APN when requesting a PDN connection the first time. How will a SIM-OTA Server know that the user of the UE has installed a new application and APN needs to be configured for that application. 

[G&D] ( Several solutions are possible. 

1) User-initiated application download #1 - For instance, the ME application designer can develop the application in a way to inform the user (or a platform) with an alert in case the needed APN on the UICC is missing. This event can be used to trigger an OTA download mechanism to add the APN into the UICC list.

2) User-initiated application download #2 – Before initiating the ME application download, an “eligibility check” is performed to verify whether the user has the corresponding APN into the UICC list. If the “eligibility check” is OK, then the ME application download starts. If the “eligibility check” is NOK, other solutions are possible: to abort the transaction; to initiate an APN list OTA download on the UICC session; to inform the user; …

3) MNO-initiated application download. Another solution is first to OTA download the APN list in the UICC, then to trigger the ME application download process only for those subscribers who has correctly completed the OTA download of the APN in the UICC.

In any case, G&D considers the sentence “The list of APNs in the UICC can be updated OTA “ as sufficient to enable the basic mechanism. Although the analysis of all the potential scenarios is interesting, G&D considers this analysis as out of scope of this Technical Report.
4.2.5.1
UICC based solution

[G&D] ( Comment: probably the section reference is “4.3.5.1” since the request of clarifications seem related to 4.3 Use Case – “Provision of an International M2M Service for a Business Customer  “
· It is FFS how the USIM subscription profile and other EF files are configured to the UICC when the MNO is selected first in step 2 and activated in step 3. 

[G&D] ( A sentence has been introduced at the 3GPP SA1 #66 meeting to clarify this part. “ The GSM Association has produced a specification for remote provisioning of the eUICC [4]. The relationship between that and potential UICC-based solutions for the provisioning mechanism should be investigated.”

Giesecke & Devrient considers the sentence above as sufficient for the scope of this Technical Report. More details and clarifications can be found into the GSM Association documents.
· It is FFS how the EF files can be kept up to date with correct info for Subscriptions that are pre-provisioned into the UICC and that is not activated for a long period of time

[G&D] ( Same comment as above.
Conclusion.

After the discussion in 3GPP SA1 Plenary, Giesecke & Devrient proposes to identify the topics and clarifications that can be included into the MAPN TR and potentially agree a pseudo-CR specific contribution.

