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Abstract: Proposals for security requirements to be included in the MCPTT Stage 1 TS
Following offline discussion, during TSG SA WG1 Meeting #66, the contents of this document is a proposal for a set of security requirements to be introduced into MCPTT Stage 1 TS.
The proposal is based on the proposed requirements in TDoc S1-141030 and those proposed in TDoc S1-141080 (Requirements for security, section 4.10 from US Department of Commerce).
Numbers are added to the new requirements to ease the discussion.
It is suggested to add these requirements into the security sub-clause 4.10 of the draft TS 22.179.

4.10 Security

1) The PTT service shall employ open cryptographic standards, subject to applicable national policy (e.g., Federal Information Processing Standards (FIPS) 140-2).

2) The PTT service shall allow for update to new cryptographic operations and methods without obsoleting existing operations and methods, or requiring upgrade of all user equipment simultaneously.

3) The PTT service shall allow for the coexistence of a multiplicity of cryptographic suites. The definition and identification of cryptographic suites and algorithms may not all be within the scope of 3GPP.

Note: A “cryptographic suite” is a consistent collection of cryptographic operations (e.g., encryption and message authentication) spanning the totality of required cryptographic operations for MCPTT.  That is, if MCPTT requires a stream cipher, a message authentication code, and a secure hash, then counter-mode AES-256, CMAC with AES-256 as an underlying cipher, and SHA-512 would constitute a cryptographic suite for MCPTT

4) The PTT service shall provide a means to support confidentiality of all traffic.
5) The PTT service shall provide the PTT User with a mechanism to perform a single authentication for access to all authorized features.

6) The PTT service shall provide a means by which an authorized PTT UE is allowed access to selected PTT features prior to PTT User authentication.

7) The PTT service shall require authentication of the PTT User before service access to all authorised PTT features is granted The PTT service features available are based on the authenticated user identity(s). 
8) The PTT service shall provide a means by which a PTT UE can require authentication of the PTT service.

9) Subject to regulatory constraints, the PTT service shall provide a means to support confidentiality, message integrity, and source authentication for some information exchanges (e.g., personality management, kill commands) that have the potential to disrupt the operation of the target UE.

10) The PTT service shall provide a means to support end-to-end security for all media traffic transmitted between PTT UEs. Such end-to-end security shall be supported both within and without network coverage and regardless of whether the traffic is transmitted directly or via the network infrastructure
11) Subject to regulatory constraints, the PTT service shall provide a key management service(s) 
12) The key management service(s) shall support both pre-provisioning and over-the-air provisioning of key material.
13) The key management service(s) shall ensure that keys are confidentiality protected, integrity protected and authenticated when delivered over-the-air.
14) The PTT service shall support lawful interception
15) [The PTT service shall support suspending or disabling of access from a PTT UE or a PTT User to the PTT service. It is FFS if this is appropriate in this sub-clause and/or needs further elaboration.]
16) The security solution for the PTT service shall minimise the impact of a compromised PTT UE on other PTT UEs. 
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