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It is expected that spoofed call detection for a number of reasons, just like spam email detection, is unlikely to be 100% perfect for a number of reasons.  So there needs to be a mechanism for the called user to indicate that a particular call is from a suspicious source, allowing further action by the PLMN operator.
---------- Use Case template ----------
x.1
User reporting a spoofed call
x.1.1
Description

This use case describes how the called user is able to report a spoofed call not detected by the network.
x.1.2
Pre-conditions

Network X is a PLMN which employs automated spoofed call detection.

Peter is a subscriber of Network X. 
Percival is a subscriber of Network 9.

Network 9 is a network which does not validate any subscriber’s authenticity.
x.1.3
Service Flows

1. Percival, as part of an illegal solicitation organization initiates a call to Peter changing his caller identification information.
2. Network 9 delivers the call attempt with the modified caller identification to Network X.

3. The spoofed call detection in Network X does not identify the call as a spoofed call and alerts Peter about the incoming call and presents the caller identification.

4. Peter does not recognize the caller identification and becomes suspicious.

5. Peter indicates to Network X that the call is believed to be spoofed, and does not answer the call.

6. Network X adds the spoofed caller identification to the spoofed call blacklist to block future call attempts with the same caller identification characteristics.
x.1.4
Post-conditions

Peter is able to report a spoofed call which is undetected by the spoofed call detection. This allows the Network X operator to take actions on enhancing the spoof call detection.
x.1.5
Potential Impacts or Interactions with Existing Services/Features
This use case describes a service contains elements which are similar to existing services such as Malicious Communication IDentification (MCID). Comparison with existing service definitions is discussed later in this specification.
x.1.6
Potential Requirements

1. The user is able to notify the network that an incoming call is believed to have spoofed caller identification.
2. The network operator is able to take further action based on this notification of an undetected spoofed call.

