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Abstract: This paper proposes some consideration points that 3GPP systems can provide mechanisms to protect the users of 3GPP UE’s and provide them with a certain warning to a proper extent when necessary.
1. Introduction
According to the U.S. Federal Communications Commission (FCC) Rules on the Caller ID Spoofing, the following information can be used for devising Potential Requirements for FS_UC_SPOOF.

	<source: [1]> 
FCC Rules 

· Prohibit any person or entity from transmitting misleading or inaccurate caller ID information with the intent to defraud, cause harm, or wrongfully obtain anything of value.

· Subject violators to a penalty of up to $10,000 for each violation of the rules.

· Exempt authorized activities by law enforcement agencies and situations where courts have authorized caller ID manipulation to occur.

Tips for Consumers 

· Don’t give out personal information in response to an incoming call. Identity thieves are clever – they often pose as representatives of banks, credit card companies, creditors, or government agencies to get people to reveal their account numbers, Social Security numbers, mother’s maiden names, passwords and other identifying information.

· If you get an inquiry from a company or government agency seeking personal information, don’t provide it. Instead, hang up and call the phone number on your account statement, in the phone book, or on the company’s or government agency’s website to find out if the entity that supposedly called you actually needs the requested information from you.

Note: some portions of the contents are cited.


As read in the above citation and also in other commonly found websites, two possible roots for “spoofing” will need to be discussed:

(1) Case 1: a user can get their identity stolen or unknowingly released

(2) Case 2: a user can get a call with the caller’s ID spoofed (i.e., manipulated, impersonated, etc.)

Case 1 may happen beyond the domain of transport layers, which is, of course, beyond the scope of 3GPP. However, Case 1 can happen while a user of 3GPP UE is engaged in a call.
· In the United States, for example, it is commercially available that the callee can get the caller’s registered name and, of course, the phone number. This applies to both landline and wireless service providers. 
· Proposal 1 - Outbound calls: Unless enforced by the regional regulations and/or the authority related, it may need to considered to minimize the number of attributes that are transferred to the callee, which can also be stored in the callee’s device/equipment.
· Proposal 2 - Inbound calls: The callee shall also be provided a certain form of warning when some or all of the callee’s information attributes are expected or requested to be transferred to the caller or a third party that the caller is implicitly or explicitly associated.
Case 2 can happen with the caller’s fraudulent intention or for fun between friends or something similar to that. As U.S. FCC stated, it is rule violation and subject to a fine. Whether or not, this type of enforcement has been regulated in some or all countries or regional districts, it is not a good thing that 3GPP users encounter at all.
· Proposal 3 – Inbound calls: The callee shall be informed of the authenticity of the caller’s ID.
2. Proposed Considerations
Proposal 1:
Unless enforced by the regional regulations and/or the authority related, it may need to considered to minimize the number of attributes that are transferred to the callee, which can also be stored in the callee’s device/equipment.


Proposal 2:

The callee shall also be provided a certain form of warning when some or all of the callee’s information attributes are expected or requested to be transferred to the caller or a third party that the caller is implicitly or explicitly associated.

Proposal 3:

The callee shall be informed of the authenticity of the caller’s ID.
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