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Abstract: 
Machine-to-Machine (M2M) traffic has very different traffic characteristics to ‘normal’ 3GPP traffic which is intended for interaction among humans. Flexible Mobile Service Steering (FMSS) should enable the creation of isolated, virtual sub-networks in a mobile operator’s PLMN that are only intended for M2M traffic. Such sub-networks should allow dedicating variable portions of an operator’s network to M2M traffic while keeping the rest of the network untouched by the effects of M2M traffic.
The following use case should be included in section 5 TR 22.808 Flexible Mobile Service Steering (FMSS)
---------- Use Case ----------
5.x
Sub-networking for M2M traffic
5.x.1
Description

Machine-to-Machine (M2M) traffic has very different traffic characteristics to ‘normal’ 3GPP traffic which is intended for interaction among humans. Flexible Mobile Service Steering (FMSS) should enable the creation of isolated, virtual sub-networks in a mobile operator’s PLMN that are only intended for M2M traffic. Such sub-networks should allow dedicating variable portions of an operator’s network to M2M traffic while keeping the rest of the network untouched by the effects of M2M traffic.
5.x.2
Pre-conditions

· The MNO provides 3GPP IP based communication services to a M2M Service provider (M2M SP).
· The M2M Service Provider rolls out a “smart city traffic steering service” for the municipality of a city that is within the coverage of the operator’s PLMN. The service transmits information to/from roadside units that communicate with cars and that observe traffic conditions in order to enable a smooth traffic flow in the city.
· The roadside units do not move and contain a MTC device (i.e. a UE) for communication over the PLMN.

· The M2M Service Provider has informed the MNO
· about the MTC devices that are installed in the roadside units.
· about the places where they are located.

· that traffic flow for these MTC devices will only occur between the MTC device and a dedicated set of MTC servers that are connected to the core network of the PLMN.
5.x.3
Service Flows

· By administrative means the MNO sets up a virtual sub-network of his PLMN, dedicated to M2M traffic of the “smart city traffic steering service”, that is isolated from the rest of the network:
· The sub-network is using only resources in the CN and RAN that are needed to serve the MTC devices in the places they are installed. That affects:
· Routing and Bandwidth allocation among nodes in the CN

· Bandwidth allocation and access control in the RAN

· The MTC devices of the sub-network cannot communicate with entities other than the set of MTC servers of the SP that are connected to the core network of the PLMN.
· A set of policies regulate traffic in the sub-network in relation to the rest of the PLMN. E.g. 

· a certain bandwidth is always guaranteed for use of the MTC devices
· unused bandwidth (e.g. if MTC devices are not active/communicating) is given back for human traffic use.

· Congestion in the rest of the PLMN does not affect the sub-network
· Traffic in the sub-network (e.g. spikes of synchronized access attempts my MTC devices) that exceeds the guaranteed bandwidth cannot affect the rest of the PLMN.
· Additionally, the MNO may offer value-added services in the sub-network, e.g.

· service specific encryption service for user traffic over that sub-network
· monitoring services (to ensure that the MTC device is only operating in the designated location).

· Whenever a UE attaches to the PLMN it is checked whether the UE is a MTC device of the virtual sub-network. If it is then only communication over that sub-network is allowed and related policies and value-added services apply.
· Signalling- and user traffic to/from MTC device of the virtual sub-network only flows through the nodes of the CN and RAN that are dedicated to the sub-network.
5.x.4
Post-conditions

The M2M service provider can operate the “smart city traffic steering service” in an isolated sub-network under known conditions. The potential of intrusion into the sub-network and the danger of software attacks to the MTC devices can be minimized. The impact from/to traffic of the PLMN for human communication purposes is minimized.
5.x.5
Potential Impacts or Interactions with Existing Services/Features
-
Roaming:
In future scenarios it is envisioned that virtual sub-networks of more than one PLMN can be combined.
-
Network sharing:
Sub-networking in the RAN could possibly involve aspects of RAN sharing.
-
Network selection

A MTC device will need to select the correct sub-network. This may possibly involve network selection functions.
-
Existing services (e.g. CS voice, supplementary services, emergency calls, SMS, PS data)
It is expected that for MTC purposes no CS services are required. PS data services – possibly also SMS services for device triggering purposes – will be needed. Emergency calls are generally not required for M2M traffic, however priority handling may be needed.
-
Service accessibility (e.g. access control)

Access control for MTC devices in the sub-network should in general be independent from access control for UEs that are not part of the sub-network.
-
QoS
QoS and priority handling in a sub-network may be required.
-
Interconnect with other 3GPP networks
Not applicable
-
Interworking with non-3GPP networks

May be applicable (e.g. the road-side units might be connected via fixed network and wireless for redundancy reasons)
-
Interworking with layers above 3GPP

The M2M service layer (e.g. as defined in oneM2M) may express requirements on setting up, administration and services provided by 3GPP sub-networks
-
H(e)NB, RAN-defined relays

Not applicable
5.x.6
Potential Requirements

<Provide draft requirements to realise the use case.>
The 3GPP System shall enable a mobile operator to create isolated, virtual sub-networks of his PLMN that:
· Only can be accessed by a given set of MTC devices in defined locations

· Only allows communication with a set of MTC servers that are connected to the core network of the PLMN.
· Guarantees a certain bandwidth for the user traffic.

· Shields the sub-network from congestion outside the sub-network and vice-versa.

· Ensures that traffic in the sub-network (e.g. spikes of synchronized access attempts my MTC devices) that exceeds the guaranteed bandwidth cannot affect the rest of the PLMN
A set of policies shall regulate traffic in the sub-network in relation to the rest of the PLMN to 

· always guarantee a certain bandwidth for use of the MTC devices

· shift unused bandwidth from the sub-network (e.g. if MTC devices are not active/communicating) to the rest of the PLMN to make it available for human use.

Traffic to/from MTC devices that belong to the sub-network shall only be transmitted over the sub-network

The virtual sub-network shall only use those resources in the CN and RAN that are needed to serve the MTC devices in the places they are installed. That affects:

· Routing and Bandwidth allocation among nodes in the CN

· Bandwidth allocation and access control in the RAN

The virtual sub-network shall be isolated from other traffic in the PLMN as to minimize the potential for intrusion into the sub-network and the danger of software attacks to its MTC devices.
---------- end of Use Case ----------

