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Abstract: A list of requirements for security, section 4.10.
The following requirements are based on the public safety and TIA TR8.8 requirements.
There is no ordering associated with these requirements.  The numbers are present for ease of discussion and commenting.  These numbers will be removed when added to the TS.  Later all requirements in the TS will be numbered according to the chair’s updated procedures (S1-140116) used on ProSe TR 22.803.
Suggest to add these requirements in the security section 4.10 of the draft TS 22.179.

4.10 Security

1) The PTT service shall employ open cryptographic standards, subject to applicable national policy (e.g., Federal Information Processing Standards (FIPS) 140-2).

2) The PTT service shall allow for seamless evolution of all cryptographic operations and methods.
3) The PTT service shall allow for non-interoperable coexistence of a multiplicity of nationally defined cryptographic suites
.

4) The PTT service shall provide a means to support confidentiality for all traffic exchanged between the PTT service and PTT UEs.
5) The PTT service shall provide the PTT User with the ability to authenticate once and have access to all authorized features.

6) The PTT service shall require authentication of the PTT User before service access is granted.
7) The PTT service shall provide a means by which an authorized PTT UE is allowed access to selected PTT features prior to PTT User authentication.

8) The PTT service shall provide a means by which a PTT UE can require authentication with the PTT service.

9) Subject to regulatory constraints, the PTT service shall provide a means to support end-to-end confidentiality of sensitive user information (e.g., speech, location information).
10) Subject to regulatory constraints, the PTT service shall provide for end-to-end security (i.e., confidentiality, message integrity, and source authentication) for information exchanges (e.g., personality management) between PTT UEs that have the potential to disrupt the operation of the target UE.
11) Subject to regulatory constraints, the PTT service shall support a multiplicity of end-to-end security key management schemes including:
a) Pre-provisioned keys,
b) Negotiated keys, and

c) Over-the-air provisioned keys.

� A “cryptographic suite” is a consistent collection of cryptographic operations (e.g., encryption and message authentication) spanning the totality of required cryptographic operations for MCPTT.  That is, if MCPTT requires a stream cipher, a message authentication code, and a secure hash, then counter-mode AES-256, CMAC with AES-256 as an underlying cipher, and SHA-512 would constitute a cryptographic suite for MCPTT.
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