3GPP TSG-SA WG1 Meeting #66
S1-141061
Sapporo, Japan, 12-16 May 2014
Title:
Draft normative requirements for security aspects of Isolated E-UTRAN operation
Agenda Item:
7.4
Source:
General Dynamics UK Ltd
Contact:
Ellie Bramer (ellie.bramer@gd-broadband.com)


Mark Cannon (mark.cannon@gd-broadband.com)
Abstract: Normative requirements for security aspects of Isolated E-UTRAN operation are presented for inclusion in a new section in TS 22.278.
1 Introduction
The draft normative requirements presented in this document are intended for inclusion in TS 22.278 [1]. The requirements are either modified potential requirements set out in section 6.5 of TR 22.897 v1.0.0 [2] or new requirements that have emerged as the IOPS (Isolated E-UTRAN Operation for Public Safety) study reaches maturity.

It should be noted that in some cases the draft normative requirements have been labelled with the potential requirements tag taken from the feasibility study report TR 22.897 v1.0.0 [2]. These normative requirements are thus derived directly from the potential requirements in the study. Requirements without labels are either new requirements, developed since the feature study, or requirements substantially different from any of the potential requirements derived in the study. These references to potential requirements should be removed prior to CRs being approved (the references are present only to aid development of the normative requirements).

2 Normative requirements draft text proposal
The following draft text is proposed for inclusion in TS 22.278 [1].
~ ~ ~ BEGIN text proposal ~ ~ ~
7B.7
Requirements for security aspects of Isolated E-UTRAN operation
7B.7.1
Introduction (informative)
The Isolated E-UTRAN is expected to provide mutual authentication, ciphering and integrity protection. This is required for:
-
UE to eNB (or UE to NeNB) communication,
-
eNB to eNB (or NeNB to NeNB) communication,
-
UE and UE communication, i.e. for the case of ProSe operation within the Isolated E-UTRAN.
It is recognized that security within an Isolated E-UTRAN may be different to that seen in the E-UTRAN. Specifically the Isolated E-UTRAN may provide a means of mutual authentication, ciphering, and integrity protection that are common to all UEs. The commonality may be based, for example, on membership of an organization. The Isolated E-UTRAN should however ensure that the compromising of a single UE (for example by theft) shall not affect the security of other UEs. On re-establishing a connection to the EPC an eNB shall be able to concurrently support two distinct security domains: one for traffic from within the Isolated E-UTRAN and one for traffic within the E-UTRAN. At the point of initiation of an Isolated E-UTRAN the security credentials of UEs may carry forward from the E-UTRAN to be used in the Isolated E-UTRAN. This supports the situation where, in the event an eNB enters Isolated E-UTRAN operation, services continue, without interruption, from an EPC-connected state to Isolated E-UTRAN operation.
7B.7.2
Requirements

([PR-5.1.7-002]) The Isolated E-UTRAN shall provide a means of mutual authentication for UEs joining and receiving service.
The Isolated E-UTRAN shall provide a means of mutual authentication for eNBs joining and participating in the Isolated E-UTRAN.
The Isolated E-UTRAN shall provide a means of mutual authentication for NeNBs joining and participating in the Isolated E-UTRAN.
([PR-5.1.7-002]) The Isolated E-UTRAN shall provide a means of ciphering and integrity protection for UEs joining and receiving service.

The Isolated E-UTRAN shall provide a means of ciphering and integrity protection for communication between eNBs participating in the Isolated E-UTRAN.
The Isolated E-UTRAN shall provide a means of ciphering and integrity protection for communication between NeNBs participating in the Isolated E-UTRAN.
([PR-5.1.7-002]) The Isolated E-UTRAN may provide a means of ciphering, integrity protection and mutual authentication credentials that are common to all UEs.
NOTE: The commonality may be based, for example, on membership of an organization.
The Isolated E-UTRAN shall ensure that the compromising of a single UE (for example by theft) shall not affect the security of other UEs.

([PR-5.4.1.5-003]) At the point of initiation of an Isolated E-UTRAN the security credentials of UEs may carry forward to be used in the Isolated E-UTRAN operation.

NOTE: This requirement applies to the cases of both a limited backhaul present and no backhaul present and supports the requirement that when an eNB (or NeNB) enters Isolated E-UTRAN operation services carried at that time by the eNB (or NeNB) may continue without interruption.

On re-establishing a connection to the EPC an eNB shall be able to concurrently support two distinct security domains: one for traffic generated from within the Isolated E-UTRAN, and one for traffic carried through the E-UTRAN.
~ ~ ~ END text proposal ~ ~ ~
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