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Abstract: 

This paper proposes requirements related to the situation where Public Safety users from different PTT Systems have to communicate within one PTT group.

1
Description

This situation happens when Mission Critical users from different organizations, having each their own PTT System, have to communicate within the same PTT Group.

This can typically happen for cross border Public Safety operations where authorized users should be able to migrate from one PTT System to another and where authorized users should be able to participate to the same PTT Group from any connected  and authorized PTT system.
In such scenarios, it is not considered safe for any PTT User claiming to originate from a connected PTT System to migrate in the local PTT System without specific authorization. It is not considered feasible to individually pre-provision each and every PTT User in each and every PTT System that the PTT User may migrate to; this would create logistical problems, as it would be difficult to maintain an accurate database of all potential PTT Users from other PTT Systems.
In addition it is important that each PTT System involved in migration of users or in inter-system communications are able to control their users and group and to control the usage of their resources. 
Therefore it is needed that permission for a PTT Users to migrate in a Visited PTT System is checked by both the Visited system and the Home system of the PTT User. The purpose of the check in the Visited system is to be able to refuse unwanted visiting users without unnecessary signalling traffic. The check in the Home system is needed to confirm that the user is permitted to migrate to that visited network
Regarding participation to a PTT Group, permissions should also be checked by both the Foreign PTT System and home PTT System of the PTT Group. Those two levels of authorization checks answer to the same needs for control as for migration of PTT Users between PTT Systems.
Security mechanisms such as user authentication and traffic encryption should be supported in Visited PTT systems (resp. Foreign PTT systems), under the control of the Home PTT System of the PTT User (resp. PTT Group).
Those expected behaviours are described in ETSI TR 101 448 "TETRA: Functional requirements for the TETRA ISI derived from Three-Country Pilot Scenarios".
2
Additional requirements
The following requirements are proposed to be added to TS 22.179.
In section xx

A PTT System shall provide mechanisms to allow a PTT User to migrate to a Visited PTT System, subject to authorization from both the Visited and the Home PTT System of the PTT User.

The authentication of a PTT User in a Visited PTT System shall be based on security parameters obtained from the Home PTT System of the PTT User.

A PTT System shall provide mechanisms to allow a PTT User on the Home PTT System to affiliate to a PTT Group from a Foreign PTT System, subject to authorization from the Home PTT System and the Foreign PTT System that is home to the PTT Group (Group Home PTT System).

A PTT System shall provide mechanisms to allow a migrated PTT User to affiliate to a PTT Group from the visited or from another interconnected PTT System, subject to authorization from the Group Home PTT System.

Note: it is assumed that once affiliation from a User to a Group is successful, subsequent communication within that Group are available to the User.

End to end security of a PTT Group communication (including in Foreign PTT Systems) shall be based on parameters obtained from the Group Home PTT System.
