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Foreword

(This foreword is not part of this standard.)

The Broadband Data Systems Engineering Subcommittee (TR-8.8) of the TIA Mobile and
Personal Radio Standards Engineering Committee (TR-8) created and will maintain this
Standard. Equipment manufacturers and wireless broadband user representatives from the public
safety communities participated in its development.

It describes requirements for a mission critical PTT service specifically intended to operate over
LTE and other broadband network bearers.
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1 Introduction

This specification identifies requirements for Mission Critical PTT services over Broadband
Networks in the context of TSB PN 4973.000 (ref (1)).

This section provides an introduction, the scope of the specification, abbreviations,
definitions, and references.

To facilitate the analysis and understanding of the requirements, Section 2 presents a set of
informative models of the standardized services. These include an abstract PTT system model,
an abstract service interconnection model, an abstract subscriber model, an abstract management
model, detailed PTT service context diagrams with reference points, and a simple abstract PTT
call model.

Section 3 enumerates the normative requirements that are the basis of the standards to be
developed.

Section 4 identifies areas for future study and for expected future extensions to this
specification.

1.1 Scope (Normative)

This specification identifies requirements for Mission Critical Push-to-Talk (MC-PTT)
services intended to operate over broadband networks, including, particularly, the National
Public Safety Broadband Network (NPSBN) envisioned by ref (2). It comprises a portion of the
requirements of the TIA-PN-4973 suite of standards (see ref.(1)). Specifically, it identifies
requirements for Mission Critical (MC) Push-to-Talk (PTT) services over Broadband Networks
in the context of TSB PN 4973.000.
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1.2 Abbreviations

A reference point: Reference point for client/user interaction.

ANSI: American National Standards Institute

CJIS Criminal Justice Information Services

COML: Communications Leader

COMSEC: Communications Security

DNS: Domain Name Service

ETSI: European Telecommunications Standards Institute

Gioz: Reference Point between MC-PTT Services and TIA-102 and
compatible systems.

Gcon: Reference point between MC-PTT Services and Conventional
LMR systems.

GOS: Grade of Service

Geoc: Refe_rence point between MC-PTT Services and Commercial POC
services.

GprT: Peer to Peer Reference point between MC-PTT Services.

HIPAA Health Insurance Portability and Accountability Act

ICS: Incident Command System

LMR: Land Mobile Radio including TIA-102, TIA-603 Conventional
FM, and similar communications systems.

Ma: Reference point between an Agency O&M User and MC-PTT
Services

MC: Mission Critical

MC-PTT: Mission Critical Push-to-Talk

MOS-LQO: Mean Opinion Score Listening Quality Objective

Ms: Reference point between MC-PTT Services and operator
managmeent systems.

NPSBN: National Public Safety Broadband Network

O&M: Operations and Maintenance

Pc: Reference Point between a PTT Client and MC-PTT Services

Pyc: Reference point for direct mode PTT communications.

PESQ: Perceptual Evalution of Speech Quality

POC: Push-to-talk Over Cellular

PTT: Push To Talk



Rob-ite:

Rob-oth:

Rbs—lte:

Rbs-oth:

Rowm:
TCP:

Upb-ite:

Upb-oth:

UbdZ

Ubs—lte:

Ubps-oth:
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Reference point for network services provided to an LTE client.

Reference point for services provided by non-LTE networks to
PTT Clients.

Reference point for LTE network services.

Reference point for non-LTE network services

Reference point for direct mode services available to a PTT client.
Transport Control Protocol

Reference point for LTE transport provided to PTT Clients.

Reference point for non-LTE transport available to broadband
clients.

Reference point for direct mode transport.
Reference point for LTE transport provided to fixed hosts.

Reference point for non-LTE network transport provided to fixed
hosts
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1.3 Definitions
Access Time:

Confirmed Call:

Direct Mode Transport:

Dispatch Subscriber:

End-to-End encryption:

The difference between the time that the talker presses his PTT
control, and the time that he is granted the floor and is able to
speak. See section 3.2.

A call in which prior to its start, an effort is made to guarantee that
the necessary system resources are in place to deliver the call
content.

Protocols for IP transport between peer mobile devices without
benefit of infrastructure. See section 2.2.

A priviledged PTT subscriber that has capabilities similiar to
traditional LMR dispatchers.

A confidentiality mechanism in which information is encrypted
within an originating application, and remains encrypted
throughout the system until it arrives and is decrypted at a
terminating application.

End-to-End Message Integrity: A crypto-graphic message integrity mechanism in which

Hang Time:

Host Services:
Late call entry:
MC-PTT Services:
Message Integrity:

Network Host:

Network Services:

PTT Call:

information is "signed" within an originating application and the
signature is verified at a terminating application.

The amount of time that an entity will wait for further actions
before deciding to terminate a session and release resources, e.g.,
the amount of time a PTT client will wait following the end of a
talk spurt before deciding that further bursts are unlikely to start.
See section 2.6.

Network services provided by a network to hosts attached to that
network. See section 2.2.

Users that were not participants in a call at the outset of the call,
may join a call or transmission in progress.

A collection of network hosts and software that implement the
MC-PTT service described herein. See section 2.2.

A cryptographic mechanism that provides evidence to the receiver
about whether the content of a message has been modified.

An application attached to the transport network that provides one
or more specific services, and that may use the services of the
network or of other applications to accomplish its work.

Features of a network that provide support to a network host, e.g.,
Domain Name Services.

A series of one or more consecutive and temporally related talk
spurts, generally with the same participants. See section 2.6. See
also the above definition of Late Call Entry.



PTT Client:
PTT Personality:
PTT Subscriber:

Queuing Priority:

Responder Subscriber:

Subscriber Services:

Sufficiently privileged:

Talk Spurt:

Talker ID:
Transport Services:

Unconfirmed Call:

Unprivileged:

User Preferences:

TIA-4973.201

A software application that provides a subscriber with the ability to
participate in PTT calls.. See section 2.2.

Group membership, scanning lists, and other parameters that are
required by a PTT client using MC-PTT Services.

A person who wishes to communicate with other people via PTT
methods. See sections 2.2 and 2.3.

The priority used to queue a resource request when sufficient
resources are not immediately available. A resource request will
be placed in a queue after other queued requests of a higher or
equal priority. Queuing priority is sometimes referred to as ‘top-
of-queue’ priority.

A PTT subscriber that has capabilities similar to traditional LMR
subscribers.

Capabilities provided by a transport network to PTT clients
operating over that transport. See section 2.2.

A subscriber or user is sufficiently privileged if an administrator
has configured the user to be able to perform a particular function.

A single continuous PTT communication from a talker to zero or
more listeners. See section 2.6.

The identity of the current talker.

Features of a network that provide for the movement of
infromation from one host to another, e.g., unicast and broadcast
services.

A call in which prior to its start, no specific effort is made to
guarantee that the necessary system resources are in place to
deliver the call content.

A subscriber or user is unprivileged if an administrator has not
authorized the particular function for that user.

Data items that affect the user experience but not interoperability
of MC-PTT services (e.g., audible signaling preferences).
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1.4 References

The following documents contain provisions that, through reference in this text, constitute
provisions of this document. At the time of publication, the editions indicated were valid. All
standards are subject to revision, and parties to agreements based on this document are
encouraged to investigate the possibility of applying the most recent editions of the standards
indicated below. The American National Standards Institute (ANSI), TIA, and other
organizations maintain registers of currently valid standards published by them.

References marked as "(INFORMATIVE)" are for informational purposes only and do not
constitute normative provisions of this document.

1. Broadband Data Protocol Standards Overview. TIA. May 2013. (INFORMATIVE). TSB
4973.000.

2. Public Law 112-96: The Middle Class Tax Relief Act of 2012. s.I. : US GPO, 2012.
(INFORMATIVE).

3. TIA-102 Documentation Suite Overview. TIA. June 2012. (INFORMATIVE). TSB-102-B.

4. Local Control in the Nationwide Public Safety Broadband Network. National Public Safety
Telecommunications Council. Rev F, s.1. : National Public Safety Telecommunications
Council, March 2012. (INFORMATIVE).

5. U.S. Department of Health and Human Services. The Privacy Rule. U.S. Department of
Health and Human Services. [Online] [Cited: July 10, 2013.] (INFORMATIVE).
http://www.hhs.gov/ocr/privacy/hipaa/administrative/privacyrule/index.html.

6. CJIS Advisory Policy Board. Criminal Justice Information Services (CJIS) Security Policy.
s.l. : U.S. Department of Justice, Federal Bureau of Investigation, Criminal Justice Information
Services Division, July 13, 2012. Version 5.1. (INFORMATIVE). CJISD-ITS-DOC-08140-5.1.

7. Perceptual evaluation of speech quality (PESQ). s.l. : International Telecommunications
Union, February 2001. (NORMATIVE). ITU Recommendation P.862.

8. Enhanced Vocoder Methods of Measurement for Performance. TIA. March 2010.
(NORMATIVE). TIA-102.BABG.

9. Vocoder Description. TIA. December 2003. (NORMATIVE). TIA-102.BABA.
10. Half Rate Vocoder Annex. TIA. July 2009. (NORMATIVE). TIA-102.BABA-1.

11. Pulse code modulation (PCM) of voice frequencies. s.l. : International Telecommunications
Union, 1993. (NORMATIVE). ITU Recommendation G.711.

12. Priority and QOS in the National Public Safety Broadband Network. National Public Safety
Telecommunications Council. Rev 1.0, s.l. : National Public Safety Telecommunications
Council, March 17-April-2012. (INFORMATIVE).

13. Mapping function for transforming P.862 raw result scores to MOS-LQO. s.I. : International
Telecommunications Union, November 2003. (NORMATIVE). ITU Recommendation P.862.1.

14. Federal Communications Commission. Third Report and Order and Fourth Further Notice
of Proposed Rulemaking. WT Docket 06-150, PS Docket 06-229, WP Docket 07-100,
Washington, D.C. : s.n., January 26, 2011. (INFORMATIVE).

6



TIA-4973.201

1.5 Nomenclature

Herein, the words "SHALL", and "REQUIRED", in upper case, identify items that are
absolute requirements of this specification. The phrase "SHALL NOT" in upper case identifies
items that are prohibited by the specification.

The words "SHOULD" and "RECOMMENDED", in upper case, identify items for which
there may be valid reasons in particular circumstances to ignore the item, but for which due
considerations of the full implications of so doing should be considered before choosing a
different course. Likewise the phrase "SHOULD NOT" identifies items for which circumstances
may exists in which the item can be reasonably ignored.

The words "MAY" or "OPTIONAL" in upper case, identify items that are truly options.
One vendor may choose to include the item while another may omit the item, without impact on
the core interoperability of the protocol.

Lower case instances of the above defined "specification words" have their common
meaning in Standard English, and related statements should not be taken as normative.

In the specification, the phrase "by some means” means that the method by which the
indicated action is effected is outside of the scope of this specification. It may be established by
some other standard, or be left to the developer.
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2 Mission Critical PTT Requirement Model (Informative)

2.1 MC-PTT System Model

Figure 1 illustrates a system model for the MC-PTT Service in the absence of interconnected
PTT systems.

PTT Subscriber — A PTT Subscriber is a person who wishes to communicate with
other people using PTT methods. PTT Subscribers may take on a variety of roles
which are described in section 2.3.

PTT Client — A "PTT Client" is a software application that provides the capabilities
identified in this specification. A PTT client may incorporate other features and
capabilities outside of the scope of this specification. For instance, a PTT Client
may be incorporated into a more general application that provides situational
awareness features. In this specification, "PTT Client" refers to any such client.
When required, the term "PTT Client" may be made more specific as follows.

- Off-network PTT Client - An off-network PTT Client is a PTT client that
operates over Direct Mode transport (the Uyq reference point of ref (1)).

- PTT Relay Client — A PTT Relay Client is a PTT client that serves as a
bridge between PTT clients operating over a direct mode transport, and those
operating over broadband transport.*

MC-PTT Services — "MC-PTT Services" refers to collections of network hosts that
implement the MC-PTT service.

Peer MC-PTT Services - "Peer MC-PTT Services" refers to MC-PTT Services that
are administratively separate from the local MC-PTT Services, providing support to
some other collection of PTT Subscribers. The connection between MC-PTT
Services and Peer MC-PTT Services corresponds to the G reference point of ref. (1),
herein identified at Gprr.

Transport Network — "Transport Network™ refers to any network that is used for PTT
services. A Transport Network includes both transport services (i.e.,features that
provide for the movement of information from one host to another (e.g., UE to
network host, or UE to UE), such as unicast and broadcast services), and network
services (i.e.,support services provided by the network to a host). Transport and
network services to subscribers are provided, respectively, at the Up, and Rpp
reference points as defined in ref. (1). Communications and network services to
fixed hosts are provided at the Uys and Ry reference points of ref. (1), respectively.

Direct Mode Transport — "Direct Mode Transport™ refers to protocols for IP transport
between peer mobile devices without the benefit of infrastructure?. This corresponds
to the Upq reference point identified in ref. (1).

L APTT Relay Client can be implemented as part of a broader relay capability that bridges between off-network and
on-network UE. This document is only concerned with those aspects of such a capability that are related to PTT.

8
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e Subscriber Services — "Subscriber Services" comprise capabilities provided by a
transport network to PTT Clients operating over that transport. For example, these
may include Domain Name Services, Location Services, and similar capabilities.
These correspond to the Ry, reference point identified in ref. (1).

o Direct Mode Subscriber Services — "Direct Mode Subscriber Services™ refers to
Subscriber Services provided by Direct Mode transport. These do not correspond to
any reference point in ref (1), but will herein be identified as Rpg.

e Host Services — "Host Services" refers to network services provided by a network to
hosts resident on that network. These correspond to the Ry reference point in ref (1).

Off-network

h Off-network
PTT Client Direct Mode PTT Client

J Transport

@ Up— - — Upg \g

58 R Direct Mode Rog &

PTT ” | Subscriver Servces | PTT
Subscriber Subscriber
Q PTT Relay
& Client
X
PTT
Subscriber
Reo Upp
MC-PTT Peer MC-PTT
. Services
Services
q
1
G
g Q Uy Ups | PT
T & Res )
Subscriber Subscriber Host
PTT Services Services Rps
Client

Transport
Network

Figure 1, PTT Communications Context

2 At the time of this writing, 3GPP has an active project to define and develop direct mode transport protocols,
including transport that uses network assisted discovery mechanisms, and unassisted discovery mechanisms. While
network assisted discovery could have advantages, public safety users will not be able to rely on such a mechanism
in all coverage areas, and so it is not considered here.

% "Direct Mode" is understood to be a distributed environment, and so the subscriber services provided by a direct
mode transport may not be embodied in a particular subscriber instance, but instead be distributed amongst the
various subscribers comprising the direct mode network.
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LTE Subscriber LTE Host
Services Services

LTE Transport

PTT
Subscriber

Network Network
Subscriber Host
Services Services

(Other) Network
Transport

Figure 2, Services Decomposition

It is intended that a variety of transport networks be suitable for use with the protocols
defined by the TIA-4973 series of specifications. In particular, these networks include 3GPP
LTE networks (e.g., the National Public Safety Broadband Network in the United States), as well
as the public internet and private intranets. When more specificity in references to LTE vs. other

transports and their respective services are necessary, the following definitions apply, as shown
in Figure 2:

e "LTE Transport Network" refers to a Broadband Wireless Transport Network such
as the Band 14 LTE transport in the National Public Safety Broadband Network.
LTE Transport comprises part of the services provided at the Uy, reference point
identified in ref. (1). Herein, Upp.ie refers to Uy, as it applies to LTE networks.

e "(Other) Transport Network" refers to other transport networks such as the internet
or private intranets that can be employed for PTT services. This also corresponds to
the Uy reference point in ref. (1). Herein, Uppotn refers to Uy, as it applies to other
transport networks.

10
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"LTE Subscriber Services" refers to Subscriber Services provided by LTE transport
networks. These correspond to a part of the Ry, reference point in ref (1), as applied
to LTE. Herein, Rpp-ie refers to the Ry, reference point specifically as it pertains to
LTE.

"Other Network Subscriber Services" refers to Subscriber Services provided by other
network transport. These correspond to the Ry reference point in ref (1), as applied
to "other" network transport. Herein, Rpp.omn refers to the Ry, reference point
specifically as it pertains to other networks.

"LTE Host Services" refers to Host Services provided by an LTEnetwork to its fixed
hosts. These correspond to part of the Rys reference point in ref (1). Rps.ie refers to
the Rys reference point specifically as it pertains to LTE.

"Other Network Host Services" refers to Host Services provided by other networks
to their fixed hosts. Other Network Host Services are identical to Other Network
Subscriber Services. These correspond to part of the Rys reference point in ref (1).
Rus-oth refers to the Ry reference point specifically as it pertains to other networks.
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2.2 PTT Service Interconnection Model

A critical requirement of the PTT Service is to provide interoperability with legacy PTT
systems of various kinds. In particular, interoperability with existing Land Mobile Radio (LMR)
systems including TIA-102 based systems (see Ref. (3) and related specifications) and with TIA-
603 Conventional FM systems is believed to be important. Also considered in this specification
are interconnect requirements for existing commercial Push-to-Talk Over Cellular (POC)
systems. These systems are illustrated in Figure 3. TIA-102 (both conventional and trunked),
and TIA-603 Conventional LMR systems both include distinct concepts of mobile and console
subscribers. Mobile Subscribers use "Subscriber Units™ (SU's) to access services provided by
their PTT systems. Dispatchers use "Consoles" to access PTT services.

The interface between the PTT Service and either the TIA-102 Systems (Gip2) oOr
Conventional LMR systems (Gcon) corresponds to the Gy, reference point of ref. (1). The
interface between peer MC-PTT services is identified as Gprr.

TIA-102

System TIA-102

Air Interface g

TIA-102
Subscriber

Peer
MC-PTT
Services

TIA-102
SuU

PTT
Client

Peer PTT

Subscriber

LTE or Other
Network
Transport

GlOZ

TIA-102 Dispatcher
Console

8 MC-PTT Services
PTT
Client

Commercial Commercial
Transport

PTT
Subscriber

2

LMR
LMR Dispatcher

Console

POC POC

Subscriber ; i X
Client Con{i/lnlgonal Conventional ﬁg
Systems Air Interface
LMR LMR

su  Subscriber

Figure 3, PTT Interconnected Systems
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2.3 PTT Subscriber Model

In this specification, a PTT Subscriber using a PTT client is associated with a collection of
authorizations and priorities that determine the behavior of the PTT client. These include, for
example, the ability to interrupt the current talker on a group, the ability to "build a patch", or
initiate "remote monitoring” of a peer subscriber. Traditionally, these abilities are associated
with fixed "roles" (e.g., supervisor or dispatcher). Herein they are represented as specific
authorized capabilities. Note that it is the intent of this specification to provide for the traditional
roles illustrated in Figure 4 as a minimum subset of all possible combinations of authorizations

and priorities.

PTT
Subscriber
Dispatch Subscriber Responder Subscriber
Supervisor Dispatch “Normal” Supervisor Responder “Normal”
Subscriber Dispatch Subscriber Subscriber Responder Subscriber

Figure 4, Traditional PTT Subscriber Model

Each type of interconnected system likewise supports multiple roles. Conventional LMR
and TIA-102 systems support the notion of Mobile and Dispatch users. POC systems have only
one type of user that will herein be referred to as "POC Subscribers"*. Figure 5 illustrates this
model for interconnected subscribers.

* In this model, the PTT equivalent of an LMR Dispatcher (A "Dispatch Subscriber") is simply a PTT Subscriber
with sufficient privileges. For historical reasons, however, we use the term "Dispatch Subscriber" herein as
shorthand for such a privileged subscriber.
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€

Interconnected
Subscribers
TIA-102
Peer PTT Subscribers LMR -
Subscribers Subscribers Commercial
POC
Including Peer PTT Subscribers
Dispatchers, Peer PTT _
Responcers, et TIA-102 oo LMR o
Dispatchers oolles Dispatchers oblles
TIA-102 TIA-102 TIA-102 TIA-102
Dispatcher Normal Supervisor Normal
Supervisors Dispatchers Mobiles Mobiles

Figure 5, PTT Interconnected Subscriber Model
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2.4 PTT Management Model

Figure 6 illustrates the Operations and Management (O&M) model for MC-PTT Services.
In this specification, O&M users are broken up into four broad categories: Operator Network
Managers, Operator Administrators, Agency Administrators, and Agency Network Managers.
Generally, "Network Managers" are responsible for the on-going management of equipment and
services, while "Administrators” are responsible for the configuration of services to meet
particular user needs. Here the word "Agency” is used to refer to one of a multiplicity of
hierarchically organized collections of users under a common administration.

Agency Network

Agency Administrators Managers
ICS Fleet COMSEC Usage Security Network
COML Managers Managers Administrators Managers Operations Manager

Agency
Network
Management

Agency
Administration

/n\/\’/n
\\
NS

MC-PTT

Services

Operator
Network
Management

Operator
Administration

Operator Network

Operator Administrators
Managers

Figure 6, User O&M User Model
This specification identifies the following agency administration roles:

e Fleet Managers — Fleet Management is the activity of managing users and groups
including user authorizations, group structure and membership, and a large number
of other operational parameters under control of an agency.

e ICS COMLs - In the Incident Command System (ICS), an ICS Communications
Leader (COML) is responsible for "developing plans for the effective use of incident
communications equipment and facilities; installing and testing of communications
equipment; supervision of the Incident Communications Center; distribution of
communications equipment to incident personnel; and the maintenance and repair of
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communications equipment.”®> An ICS COML's responsibilities differ from a Fleet
Manager's in that they are often real-time and adaptive to a particular incident.

COMSEC Managers— Communications Security (COMSEC) management is the
collection of activities associated with establishing and maintaining communications
security. These activities include, in particular, the management of encryption keys
and related security parameters of the MC-PTT services.

Usage Administrators — Usage Administration comprises activities associated with
an agency's desire to have visibility into their usage of MC-PTT Services, especially
with regard to activities that might result in billing.

Likewise, this specification identifies the following agency network management roles:

Security Managers — Security Management refers to activities associated with the
establishment and implementation of security policies, including detection and
prevention of cyber-attacks. Public Safety agencies have an interest in security
management in order to prevent attacks into their own systems, which often carry
privileged information. See ref. (4) for further information.

Network Operations Managers - Network operations management refers to activities
associated with management of the performance and operation of the MC-PTT
Services. Public safety agencies require awareness of this type of information in
order to adapt mission profiles to the current communications environment. See ref.
(4) for further information.

For the purposes of requirements analysis, this specification identifies the following operator
O&M roles:

Operator Administrators - Operator Administration refers to administration
activities (billing, service enablement, etc.) required by the operator of the service.

Operator Network Managers - Network Management refers to activities associated
with management of the performance and operation of the MC-PTT Services by the
operator of the service.

While the specific O&M Interfaces of MC-PTT Services are beyond the scope of these
specifications, in so far as O&M requirements affect any of the in-scope interfaces, they are
considered herein. So, for example, while a particular MC-PTT Services vendor may choose to
provide a web-based interface for Fleet Management, and another may choose a thick client
operating over TCP, in so far as fleet management results in provisioning of clients, it is relevant

here.

® http://www.osha.gov/SLTC/etools/ics/com_lead.html
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2.5 MC-PTT Service Context Diagrams

The following sections provide context diagrams that illustrate the connectivity of the MC-
PTT Services and Clients to the various other components identified herein.

25.1 MC-PTT Services Context

Figure 7 illustrates the reference points that comprise the context of the MC-PTT Services.
These are described in the following subsections.

Operator
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G
u bs-oth U bs-lte SN
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Other Network
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Other
Network
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Systems

LTE Host
Services

Figure 7, MC-PTT Service Context
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2.5.1.1 Pc Reference Point (Client-Server)

The P¢ reference point is defined by this series of specifications. It supports communication
between a PTT Client and a PTT Server over broadband (e.g., LTE) networks.

2.5.1.2 Ma Reference Point (Agency O&M)

The Ma reference point identifies the interface between a PTT Server and Agency O&M
personnel and equipment. Ma carries communications pursuant to the Fleet Management,
COMSEC Management, and real-time Communications Configuration (e.g.,operations required
by an ICS COML). As defined in this series of standards, Ma is specifically an interface
between the PTT Service and an Agency Administration Server (AAS, see Figure 6). The AAS
is outside of the scope of these specifications. Mp is assumed to be an IP network interface
designed for extensibility to provide all required functionality per these specifications.

2.5.1.3 Ms Reference Point (Operator O&M)

The Mg reference point identifies the interface between a PTT Server and Operator Network
Management and operator administration systems (see Figure 6). These systems are outside of
the scope of this specification and are assumed to provide suitable interfaces for managing the
system. Ms is assumed to be an IP network interface designed to provide all required
functionality per these specifications.

25.1.4 Gprt Reference Point

The Gprr reference point identifies the interface between peer PTT Services defined by these
specifications.

25.1.5 Gy, Reference Point

The Gio, reference point identifies the interface between the PTT Service and TIA-102
systems (or compatible systems), that provides for interworking of TIA-102 and MC-PTT
Services defined in this specification.

2.5.1.6 Gcon Reference Point

The Gcon reference point identifies the interface between the PTT Service and Conventional
LMR systems. It provides a means for interworking non-TIA-102 systems (e.g.,TIA-603) and
PTT Services as defined herein.

2.5.1.7 Gpoc Reference Point

The Gpoc reference point identifies the interface between the PTT Service and Commercial
POC services.

18



TIA-4973.201

2.5.1.8 Ups.ire Reference Point

The Ups.ite reference point identifies the transport between MC-PTT Services and PTT Clients
operating over 3GPP LTE networks from the perspective of the services. At its present state of
development, as reflected in the relevant 3GPP standards and illustrated in

Figure 1, Upse cOMprises a bi-directional unicast part and a unidirectional broadcast part, which
is further divided into a broadcast control part, and a broadcast media part. These three
interfaces together comprise the Ups.ie reference point.

MC-PTT
2.5.1.9 Rupsite Reference Point Services

The Rpsie reference  point
identifies the services provided by the
LTE network that are assumed and
required by this specification. For
example, these include:

1. Identity - An identity
authentication service or
framework that provides
a means for a MC-PTT
service to authenticate
PTT subscribers and PTT
Clients;

2. Network Priority Control

Services — A service or \/\
services that provide a
means for a MC-PTT . \
service to affect the 3GPP UE
priority and quality-of- :

service  provided to
specified PTT clients. PTT Client

Broadcast

LTE Transport

2.5.1.10 Ups.om Reference Point

The Upsotn reference point
comprises the bidirectional unicast IP
network connecting the MC-PTT Services to a multiplicity of Network PTT Clients.

Figure 8, Ups.1te Reference Point

2.5.1.11 Rps.oth Reference Point

The Rps-oth reference point identifies the services provided by other non-LTE networks that
are assumed and required by this specification. For example, these include:

1. ldentity - An identity authentication service or framework that provides a means for
a MC-PTT service to authenticate PTT subscribers and PTT Clients;
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2.5.2 PTT Client Context

Figure 9 illustrates the reference points that comprise the context of the PTT Client. Those
that do not appear in section 2.5.1 are described in the following subsections.

PTT
Subscriber

€

P
Client ¢

PTT Services

Ubb-oth Ubb-ite
Other Network
Subscriber
Services

Other
Network
Transport

Subscriber
Services

Figure 9, PTT Client Context

2.5.2.1 A Reference Point

The A reference point represents the man-machine interface between a PTT Client and a
PTT Subscriber. The A reference point is outside of the scope of this series of specifications.
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2.5.2.2 Uppte Reference Point

Uppb-ite 1S the transport provided by the LTE network to LTE subscriber devices. In LTE
networks, it corresponds to the 3GPP U, reference point. Herein, this transport is assumed to
include bi-directional unicast connectivity to the MC-PTT Services, bi-directional unicast
connectivity to broadband subscriber services, and unidirectional broadcast connectivity from the
MC-PTT services to the MC-PTT client.

2.5.2.3 Rupp.ite Reference Point

The Rpp.ire reference point identifies the services accessible to a PTT client and PTT
subscriber when operating on LTE that are assumed and required by this specification. For
example, these include:

1. Service Discovery — providing the ability to locate MC-PTT Services within the LTE
network;

2.5.2.4 Uppoth Reference Point

Upb-otn 1S the transport provided by other networks to MC-PTT clients. Herein, this transport
is assumed to include bi-directional unicast connectivity to the MC-PTT Services, and bi-
directional unicast connectivity to network subscriber services.

2.5.2.5 Rupp.oth Reference Point

The Rppotn reference point identifies the services accessible to a PTT client and PTT
subscriber when operating over non-LTE networks that are assumed and required by this
specification. These include, for example:

1. Service Discovery — providing the ability to locate MC-PTT Services within a non-
LTE network.
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2.5.3 Off Network PTT Client Context

Figure 10 illustrates the reference points that comprise the context of the Off-Network PTT
Client. Those that do not appear in the previous sections are described in the following
subsections.

PTT
Subscriber
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D Off-Network PTT 2
P P
Q L Client L Q
Off-Network Relay
PTT PTT
Client Client
Ubd
DM
Transpo

Subscriber
Services

Figure 10, Off-network PTT Client Context

2.5.3.1 Py Reference Point

The Py reference point identifies the interface between two instances of the PTT client operating
over a direct mode transport. An Off-network client can wish to communicate with a
multiplicity of other off network clients. Py represents the reference point as viewed from the
first client.
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2.5.3.2 Uy Reference Point

The Uyg reference point represents the "direct mode™ transport between off-network clients.
Uyq is presumed to be an IP based transport between a multiplicity of subscriber devices that:

1.

2.

3.

Provides for bi-directional unicast transport between any two devices within a
defined mesh and employing Uy transport;

Provides for broadcast transport initiated by any such device and received by all
other devices within a defined off-network mesh;

Provides for bi-directional unicast transport between any such a device and a
collection of virtual direct mode services as represented by the Ry, reference point;
and,

Can provide for multicast transport initiated by one such device and received by all
other devices within a defined off-network mesh that also have some multicast
filtering characteristic in common.

Furthermore, Upg is assumed to:

1.
2.
3.
4.
5

6.

Not cause interference to on-network operations, and vice-versa,;

Minimize interference to other off-network devices;

Allow for a sufficient minimum number of simultaneously off-network transmission
to satisfy public safety requirements;

Provide sufficient range to satisfy public safety requirements;

Be capable of providing off-network communications while still connected to the
network; and,

Be capable of being connected to the network and utilizing network services while
operating off-network communications.

2.5.3.3 Rpm Reference Point

The Rpm reference point identifies the services accessible to a PTT client and PTT
subscriber when operating in direct mode that are assumed and required by this specification.
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2.5.4 Relay PTT Client Context

Figure 11 illustrates the reference points that comprise the context of the Relay PTT Client.
All of the illustrated reference points are defined in previous sections of this document.

PTT
Subscriber
)
Off-Network A MG I;TT
PTT .
Client Pac P Services

Other
Network
‘Transport

Relay PTT
Client

DM
Transpor

Rbb-oth

Other Network

Subscriber
Services
DM
Subscriber
Services Subscriber
Services

Figure 11, Relay PTT Client Context

The purpose of the Relay PTT client is to provide a bridge between off-network MC-PTT
clients and MC-PTT Services. In so doing it employs the direct mode transport and subscriber
services to communicate with off-network PTT clients, and BB or Network transport and
subscriber services to relay communications between the off-network PTT Client and the MC-
PTT services.
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2.6 PTT Call Model

Call

Hang
Time

Talk
Spurts

Initial Talk spurt

“Losing Audio”

Subsequent
Talk Spurt

Interrupting Talk Spurt

Figure 12, PTT Call Model

In this specification, the following definitions, illustrated in Figure 12, apply:

Talk spurt — A Talk spurt is a single continuous PTT communication from a talker to
zero or more listeners.

PTT Call - A PTT Call (or simply "Call") is a series of one or more talk spurts. A
PTT Call is initiated by an "initial talk spurt”, and may be continued by a series of
"subsequent talk spurts” that occur within less than a designated interval (the "Hang
Time") following the end of the preceding talk spurt. Under certain circumstances, a
talk spurt from one talker may interrupt a talk spurt from another talker in the same
call. Under these circumstances, the part of the interrupted talk spurt that is
interrupted is referred to as "Losing Audio™.

Hang Time — A period of time following a talk spurt during which resources for a
PTT Call remain allocated unless preempted by a higher priority service due to
congestion. Hang Time can be zero.”
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2.7

Information Security Model
PTT communications is critical to public safety, and often carries information, which, if

compromised, could put lives at risk, compromise public safety's mission, or divulge critical,
personal information including, but not limited to, individually identifiable health information as
defined in the HIPAA Privacy Rules (ref. (5)); and, fingerprint records, criminal histories, and
sex offender registrations as defined in the CJIS Mandate (ref. (6)) Likewise, a variety of remote
control functions defined in the previous sections can, if improperly protected, enable an attacker
to degrade the effectiveness of a first responder's communications, and hence threaten his or her

mission.

Information Class Example
MC-PTT Services,
therefore, need to be o
able to support strong, Sensitive User Controls * Radio Disable -
defense-in-depth ¢ Radio Unit Monitor Enable

security mechanisms to
protect these functions.
Figure 13 illustrates an
information  security
model used herein. In
this specification, the
following  definitions

apply:

Sensitive User ¢ Media Content (Voice)
Information e Location

Group Membership

Privileged Information Subscriber Identities

Increasing Security Requirements

Public Information

- Public . .

Information is Public Information

information that has

no significant Figure 13, Information Security Model

operational impact
if it were generally available. Public Information need not be protected under normal
circumstances.

Privileged Information — Privileged Information is information that needs to be available to
the service, but that should remain private outside of operational needs. For example, the
destination group of a particular talk spurt may be privileged because within the community
of subscribers, knowledge of the group identity is harmless, but outside of that community, it
reveals information that may be advantageous to an attacker.

Sensitive User Information — Sensitive user information is information that must be kept
confidential within a known community. Sensitive user information requires strong
assurance of confidentiality.

Sensitive User Controls — Sensitive user controls are functions that may have derogatory
mission impact if actuated by an attacker. Sensitive user controls require end-to-end
authentication (i.e., authentication of the source of the command) prior to their execution.

Some information, such as the location of a PTT Client, may be privileged or sensitive

depending on its context or accuracy. For example, the general area in which a UE is operating
may be privileged, while the specific location may be sensitive.
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3 Requirements (Normative)

The following subsections define specific requirements on MC-PTT Services. The
subsections are organized as follows:

Section 3.1 General PTT Requirements — This section defines general requirements
on MC-PTT services including requirements related to the various Identities required
by the system, Performance, and Capacity.

Section 3.2 defines performance requirements;
Section 3.3 defines functional requirements on the PTT service;
Section 3.4 defines functional requirements on LMR Interoperability;

Section 3.5 defines requirements on interoperation with Commercial push-to-talk
services;

Section 3.6 PTT Agency O&M Requirements defines requirements pertaining to the
ability of Agency O&M personnel to manage various aspects of the PTT Service;

Section 3.7 defines requirements on Relay operation;
Section 3.8 defines requirements on off-network operation;

Section 3.9 provides miscellaneous requirements that don't otherwise fit into the
above categories; and,

Section 3.10 is provided for reference and identifies various aspects of TIA-102
systems that are not included in this specification.
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3.1 General PTT Requirements

3.1.1 PTT ldentities

The following requirements pertain to the identities of Subscriber, Groups, Agencies and
other identifiable elements of the system.

1) Each instance of a PTT Server SHALL be associated with a unique "Service
Identity™.

a) The number of available PTT Service identities SHALL NOT be limited by
the PTT Service protocols®.

2) The PTT Service SHALL support the concept of a hierarchical administrative
grouping (Agency) representing a collection of subscribers, groups, and related
parameters.

a) Agencies SHALL be uniquely identified within an instance of PTT Service.

b) The Agency Capacity (i.e., number of agencies supported) of the PTT Service
SHALL NOT be limited by the PTT Service protocols.

3) PTT Subscribers SHALL be identified by a globally unique Subscriber Identity.

a) The globally unique Subscriber Identity SHALL minimally comprise an
agency identity, and a Subscriber Designator.

b) The Subscriber Designator SHALL be unique within the context of an
Agency.

c) The User Capacity of the PTT Service SHALL NOT be limited by the PTT
Service protocols (e.g., identities could be represented by variable length text
strings).

4) PTT Groups SHALL be identified by a globally unique Group Identity.

a) The globally unique Group Identity SHALL minimally comprise an agency
identity, and a unique group designator.

b) Group Designators SHALL be unique within the context of an Agency.

c) The Group Capacity of the PTT Service SHALL NOT be limited by the PTT
Service Protocols.

d) It SHALL be possible for members of multiple agencies to participate in a
PTT Group.

® The notion here is that the protocols per se are not allowed to limit the number of entities. Limitations on the
capacity of any particular service are necessarily a product development decision, and therefore outside of the scope
of this document.
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5) Each PTT Subscriber SHALL have a human readable alias assigned by a Fleet
Administrator or authorized O&M user.

6) MC-PTT Services SHALL support integration with a common identity
framework for subscriber authentication.

3.2 Performance Metrics

PTT  Grant PTT Release

y

Talker Audio Capture

|

|

|

|

|

—L1 | 2
Audio Playback

Figure 14, PTT Performance Metrics

Figure 14 illustrates the performance metrics required by the PTT Service. The Call-Setup
or Access Time (A), is the difference between the time that the talker presses his PTT control,
and the time that he is "granted the floor" and is able to speak. Access time is specified herein in
terms of the Grade of Service (GOS) at a given wait time. By definition, GOS(x) is the
probability that the access time (A) exceeds x milliseconds.

The mouth to ear latency is time between an utterance by the talker, and the physical
playback of the utterance at the listener's device's speaker. The metric for mouth to ear latency is
the greater of the latency measured at the beginning of a talk spurt (L1), and the latency
measured at the end of the talk spurt (L2)".

Initial lost audio is represented in the figure as "LA-1", and is the amount of the beginning of
the talker's utterance that is lost at the beginning of the talk spurt. Likewise, trailing lost audio
(LA-T) is the amount that is lost at the end of the talk spurt. Ideally, LA-I and LA-T are always
both zero. However, experience has shown that certain protocol design decisions can lead to rare
conditions that result in occasional non-zero values of initial and trailing lost audio. We
therefore define these quantities in order to specify that their values be zero (see below).

Audio Quality specifications are given in terms of Mean Opinion Score Listening Quality
Objective (MOS-LQO) as defined in ref. (7). MOS-LQO is derived from the Perceptual
Evaluation of Speech Quality (PESQ) metric of ref. (7).

" These values may differ due to technical means to compensate for network jitter, packet loss, and similar artifacts.
Such differences are irrelevant so long as each of the specified metrics are achieved, and audio fidelity is sufficient.
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Maximum Late Call Entry time is the maximum time to enter a call in progress measured

from the time that a decision is made® to monitor such a call, to the time that the listener's
speaker unmutes with audio from said call.

1)

2)

3)

The PTT Service SHALL be capable of providing the performance specified
herein for all participants in a call regardless the number of participants or their
location density.

The PTT Service SHALL be capable of providing the performance specified
herein on LTE networks under the following conditions:

a)
b)

When there is not a transcoder in the bearer path; and,

When the sector loading of the sector serving the PTT client meets the
following conditions:

1)  When the total sector loading of the serving sector is less than 70%; or,

i) On networks with QOS services, when the total sector loading of the
serving sector by clients with equal or greater priority than the subject
PTT client is less than 70%°:;

When the PTT client of the talker is active and registered with the MC-PTT
Server;

When the PTT client of the listener is active and registered with the MC-PTT
Server; and,

When the call under consideration is an unconfirmed call.

The PTT Service SHALL be capable of providing the performance specified
herein on other transport networks under the following conditions:

a)
b)

c)

d)
e)

When there is not a transcoder in the bearer path; and,

When the subscriber device is "in coverage" per applicable standards related
to the other transport network;

When the utilization of the other transport network (including the utilization
due to the PTT client) is within the following limits:

i)  When the total utilization of the other transport network is within the
design margin of the transport network or,

i) On networks with QOS services, when the total utilization of the other
transport network by clients with equal or greater priority than the subject
PTT client is within the design margin of the transport network;

When the PTT client is active and registered with the MC-PTT Server; and,
When the call under consideration is an unconfirmed call.

® This definition is not intended to include the case where a user changes group affiliation, but rather to govern the

time that it takes to begin playing an audio stream, once the availability of media is known to the PTT Client.

® This specification is derived from the Third Report and Order and Fourth Further Notice of Proposed Rulemaking

(ref. (14 pp. 19, para. 61)), pursuant to the implementation of the Nationwide Broadband Network.
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12)

13)
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When there are transcoding functions in the bearer path of the PTT Service, the
performance provided by the PTT Service SHALL be no more than 40
milliseconds greater than the performance specified herein when there are no
transcoding functions in the bearer path.

The following performance metrics for Access Time SHALL apply under the
conditions of items 2) and 3), above:

a) Access Time SHALL be less than 500 milliseconds for in excess of 99% of
successful calls by PTT Subscribers.

b) Access Time SHOULD be less than 300 milliseconds.

The following performance metrics for Mouth-to-Ear latency SHALL apply under
the conditions of items 2) and 3), above:

a) Mouth-to-Ear Latency SHALL be less than 300 milliseconds for in excess of
99% of successful talk spurts between PTT Subscribers being served by the
same PTT Service.

b) Mouth-to-Ear Latency SHALL be less than 750 milliseconds for in excess of
99% of successful talk spurts between PTT Subscribers and Peer PTT
Subscribers.

c) Mouth-to-Ear Latency SHALL be less than 750 milliseconds for in excess of
99% of successful talk spurts between PTT Subscribers and TIA-102
Subscribers.

d) Mouth-to-Ear Latency SHOULD be less than 150 milliseconds for in excess
of 99% of successful talk spurts between PTT Subscribers and Peer PTT
Subscribers being served by the same PTT Service.

Initial lost audio (LA-I1) SHALL be 0 milliseconds, excepting late call entry
situations (see section 3.3.1).

Trailing lost audio (LA-T) SHALL be 0 milliseconds under all circumstances.

Average MOS LQO SHALL be greater than or equal to 2.7 measured according
to P.862 standard for PESQ (ref. (7)).

MOS LQO SHALL achieve the noise reduction performance of TIA-102.BABG
(ref. (8)) Table 3-1.

The maximum late call entry time for unencrypted calls SHALL be less than 150
msec.

The maximum late call entry time for encrypted calls SHALL be less than 540
msec.

MC-PTT Services MAY support additional operating modes with relaxed access
time and late call entry requirements.™

19 For example, the services could support a power conserving mode relaxing timing requirements in favor of
extended battery life.
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3.3 PTT Functional Requirements

3.3.1 General PTT Requirements

The following are general requirements that apply to all types of PTT calls including both

Group and Individual Calls, Announcement Group Calls, Emergency Calls, System Calls, and
other types of calls described in the following sections.

1)
2)

3)

4)

5)

6)

The MC-PTT Services SHALL support half-duplex PTT calls.

MC-PTT Services SHALL support late call entry in which users that were not
participants in the call at the outset, may join a call or transmission in progress.

MC-PTT Services SHALL convey the subscriber identity of the current talker
(Talker 1D) associated with any particular talk spurt.

a) The PTT Client SHOULD display the subscriber identity or alias of the
current talker.

b) PTT Clients that late enter a call SHALL have access to the identity of the
current talker.

c) When multiple PTT calls are simultaneously monitored, the PTT Client
SHOULD display talker IDs for each call.

MC-PTT Services SHALL be capable of conveying the location of the current
talker, subject to privacy restrictions.

a) MC-PTT Services SHALL provide a means for an privileged subscriber to
prevent his location information from being conveyed by MC-PTT Services.

b) Authorized PTT Clients that late enter a call SHALL have access to the
location of the current talker.

c) When multiple calls are simultaneously monitored, PTT Clients SHOULD
display talker locations for each call.

MC- PTT Services SHALL support a multiplicity of vocoders.

a) MC-PTT Services SHALL support the TIA-102 Full Rate VVocoder (ref (9)).
b) MC-PTT Services SHALL support the TIA-102 Half Rate VVocoder (ref (10)).
c) MC-PTT Services SHALL support the G.711 codec (ref. (11)(11)).

d) MC-PTT Services SHOULD support additional evolutionary vocoders.

e) MC-PTT Services SHALL support an option for vocoder negotiation for all
calls.

f) Al PTT Clients and PTT Servers SHALL support a defined set of common
default vocoders.

PTT Calls SHALL be maintained when a PTT client moves from one site to
another and is authorized to participate in the call at the new location.
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3.3.2 Group Call Requirements

The following requirements pertain to group calls. Group calls are initiated by a member of
the group, and offered to all other members of the group that have currently selected, or are
scanning, the given group. Some members of the group may not receive the call due to scanning
of higher priority traffic, coverage, or other factors.

1) MC-PTT Services SHALL support group calls.
2) Group calls SHALL be compliant to the requirements of Section 3.3.1.

3) PTT clients SHOULD display a mnemonic form of the group identity during a
group call.

4) Sufficiently privileged Dispatch Subscribers SHALL be able to override the
current talker on a PTT group, excepting other Dispatch Subscribers with the
same privilege.

5) Unprivileged Dispatch Subscribers SHALL be able to override the current talker
on a PTT group, excepting other Dispatch Subscribers.

6) Sufficiently privileged Responder Subscribers SHALL be able to override the
current talker on a PTT group, excepting Dispatch Subscribers and other
Responder Subscribers with the same privilege.

7) When a PTT Subscriber overrides, PTT subscribers listening to the group
SHOULD be able to choose to hear audio from both the overriding and the
overridden subscriber.

8) When a PTT Subscriber overrides, PTT subscribers listening to the group
SHOULD be able to choose to hear audio from only the overriding subscriber.

9) When a PTT Subscriber overrides, the overridden PTT Subscriber SHALL be
notified that he has been overridden.

10)  Asufficiently privileged PTT subscriber SHALL be able to force his overriding
audio to override all less privileged subscribers.

11)  MC-PTT services SHALL be capable of ensuring that all PTT Clients with membership
in the PTT group and in a given geographic area acknowledge receipt of a PTT Group
transmission call setup request before the transmission will proceed.

12)  MC-PTT services SHALL be capable of ensuring that a subset of group members
acknowledge receipt of a PTT Group transmission call setup request before the
transmission will proceed.

13)  MC-PTT services SHALL be capable of allowing a PTT Group transmission call setup
request to proceed without prior acknowledgement by PTT Clients.

33



TIA-4973.201

14)

MC-PTT Services SHALL support a PTT Client’s ability to affiliate to a multiplicity of
PTT Groups.

a)
b)
c)

d)

MC-PTT Services SHALL provide a means to notify a PTT Client when it is
the only client affiliate with a particular group.

MC-PTT Services SHALL, upon authorized user request, provide a list of
affiliated members of a PTT Group.

MC-PTT Services SHALL, upon authorized user request, provide a complete
list of members of a group.

MC-PTT Services SHALL provide a means by which a PTT client can
determine the active PTT groups for which it is authorized.

MC-PTT Services SHALL provide a means by which a PTT client can
determine the PTT groups for which it is authorized that currently have at
least one other subscriber affiliated.

PTT Clients currently affiliated to a group SHALL be able to acknowledge
receipt of a PTT Group transmission if requested to do so by the MC-PTT
Services.
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3.3.3 One-to-One Call Requirements

1)
2)

3)

4)

5)
6)
7)

8)

In current LMR systems, One-to-One calls have two distinct forms:

e One-to-one calls without availability check behave much like group calls, but with
only two group members. The initiator presses PTT and starts talking, and the call
target may or may not receive the audio depending on whether the called party is
involved in another call.

e One-to-one calls with availability check, in contrast, behave much like a phone call.
The initiator starts the call, and a notification is given to the called party who may
accept or deny the call. If the called party accepts the call, the call proceeds as a
half-duplex PTT call with two members. If the called party denies the call, or doesn't
respond, the initiator is notified.

Both types of one-to-one calls need to be supported by the PTT service.

Individual calls SHALL be compliant to the requirements of Section 3.3.1.

MC-PTT Services SHALL provide a means by which a PTT Subscriber may
make 1:1 calls with an "availability check™ to any other PTT Subscriber.

MC-PTT Services SHALL provide a means by which a PTT Subscriber may
make 1:1 calls without "availability check™ to any other PTT Subscriber

MC-PTT Services SHALL provide a means by which a suitably privileged
Dispatch Subscriber may monitor 1:1 PTT calls made or received by PTT
subscribers within the dispatcher's authority (Discreet Listening).

Suitably privileged Dispatch Subscribers engaged in a 1:1 call SHALL be able to
"override” Responder Subscribers in the same call.

Suitably privileged Responder Subscribers engaged in a 1:1 call SHALL be able
to "override™ Responder Subscribers in the same call.

PTT Clients SHOULD display the identity of the peer individual in an established
1:1 call.

Suitably privileged PTT Subscribers SHALL be able to place a "callback request”
to other Subscribers.

a) A Callback Request SHALL be a means of indicating to the called subscriber
that the calling subscriber wishes to have the called subscriber place a 1:1 call
to the calling subscriber at a convenient time.

b) Callback Requests SHALL convey the identity of the requesting subscriber,
and the time of the request.
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3.3.4 Announcement Group Call Requirements

In TIA-102 systems, Announcement Groups are special groups that comprise a collection of
normal talk groups. A talker on an announcement group expects his speech to be distributed to
all users that have currently selected any of the talk groups in the collection. The PTT service
provides a more generalized facility, providing a hierarchy of groups (Announcement Group
Hierarchy) that can be used to aid in fleet mapping of hierarchical organizations. Requirements
on announcement groups are as follows:

1) MC-PTT Services SHALL support hierarchical group calls.

a) MC-PTT Services SHALL support a minimum of one level of hierarchy
comprising an administered collection of groups (an announcement group).

2) Announcement Group calls SHALL be compliant to the requirements of Section
3.3.1.

3) Announcement Group calls SHALL be compliant to the requirements on group
calls in section 3.3.2, except as follows:

a) Only suitably privileged PTT Subscribers SHALL be allowed to initiate
announcement group calls.

b) Announcement Group Calls SHALL have priority over calls on groups
comprising the announcement group.

c) When an announcement group (the "superior announcement group™) includes
other announcement groups (an "Inferior Announcement Group"), calls on the
Superior Announcement Group SHALL have priority over calls on Inferior
Announcement Groups.™

1 Note that "hierarchical announcement groups" are an expansion of the capabilities of TIA-102 which only provide
for one level of announcement group. Therefore, protocols supporting this requirement must give due consideration
to interoperability concerns.
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3.3.5 Emergency Group Call Requirements

LMR systems support the concept of an Emergency Group Call, in which all voice
communications on the group are processed with higher than normal priority. ** A talkgroup is
typically placed into the emergency state when a PTT Subscriber presses an emergency button
on their PTT Client and then transmits audio. When the user presses the emergency button, the
PTT Client may initiate an emergency group call on the current talkgroup or a predefined
emergency talkgroup. Once a talkgroup is in the emergency state, all voice traffic on the group,
regardless of the source, is given higher priority on the network. The talkgroup will remain in
the emergency state until it is cleared by a privileged user (typically a Dispatch Subscriber), or
by the initiator, or system conditions, as follows:

1) MC-PTT Services SHALL support Emergency Group Calls.

2) Emergency Group Calls SHALL be compliant to the requirements of Section
3.3.1L

3) Emergency Group Calls SHALL be compliant to the requirements on group calls
in section 3.3.2, except as follows:

a) Emergency Group Calls SHALL have preemptive priority over all other types
of PTT calls except System Calls.

b) Emergency Group Calls SHALL persist until explicitly "torn down" by a
privileged user (typically a Dispatch Subscriber), or by the initiator, or system
conditions.

4) Suitably privileged PTT Clients SHALL be capable of initiating Emergency
Group Calls.

5) MC-PTT Services SHALL provide the identity of the initiator of the Emergency
Group Call and the emergency state of the call to PTT Clients.

6) PTT clients SHALL be capable of elevating a group call in progress to an
emergency state.

7) PTT clients SHALL be notified of changes to the emergency state of group calls.

8) MC-PTT Services SHALL be capable of requesting increased bearer priority from
the underlying network for an Emergency Group Call.

9) MC-PTT Services SHALL be capable of requesting restoration of normal bearer
priority from the underlying network when an Emergency Group Call is cleared.

10)  MC-PTT Services SHALL be capable of notifying other system services
(including peer MC-PTT Services) of changes in group emergency state.

12 See section 3.3.11.4 below for the related Emergency Alert feature.
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3.3.6 Immediate Peril Call Requirements

Ref. (12) describes the concept of "Immediate Peril" in which a First Responder's
communications have priority due to his or her observation of or engagement in a situation
involving immediate peril to the public (as opposed to a personal emergency effecting the First
Responder, such as being under fire).

1) MC-PTT Services SHALL support Immediate Peril Group Calls.
2) Immediate Peril Calls SHALL be compliant to the requirements of Section 3.3.1.

3) Immediate Peril Calls SHALL be compliant to the requirements on group calls in
section 3.3.2, except as follows:

a) Immediate Peril calls SHALL have preemptive priority over all other types of
PTT calls except Emergency Group Calls and System Calls.

b) Immediate Peril Calls SHALL persist until explicitly "torn down" by a
privileged user (typically a Dispatch Subscriber), or by the initiator, or system
conditions.

4) Suitably privileged PTT Clients SHALL be capable of initiating Immediate Peril
Group Calls.

5) MC-PTT Services SHALL provide the identity of the initiator of the Immediate
Peril Group Call and the Immediate Peril state of the call to PTT Clients.

6) PTT clients SHALL be capable of converting a normal group call in progress to
an immediate peril group call.

7) PTT clients SHALL be notified of changes to the immediate peril state of group
calls.

8) MC-PTT Services SHALL be capable of requesting increased bearer priority from
the underlying network for an Immediate Peril Call.

9) MC-PTT Services SHALL be capable of requesting restoration of normal bearer
priority from the underlying network when an Immediate Peril Call is cleared.

10)  MC-PTT Services SHALL be capable of notifying other system services
(including peer MC-PTT Services) of changes in group immediate peril state.
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3.3.7 System Call Requirements

In current technology, a System Call causes everyone in a system except users in an
emergency to listen to a particular call, usually originating at a dispatch position. A "system",
for these purposes, is a collection of LMR sites that are connected together. The net result of a
system call is to cause all of the users in a coverage area to listen to the same call.

For a PTT service operating over a cellular network, a system call is defined as a call that is
propagated to all users within a particular coverage area, or a call that is propagated to all users
in the same agency or group of related agencies.

The requirements related to system calls are provided in this section.
1) MC-PTT Services SHALL support geographically defined "System Calls".

2) MC-PTT Services SHALL support organizationally defined "System Calls" that
only affect subscribers associated with a particular set of agencies.

3) System Calls SHALL be compliant to the requirements on group calls in section
3.3.2, except as follows:

a) Dispatch Subscribers SHALL be able to initiate system calls within their
purview.

b) Suitably privileged Responder Subscribers SHALL be able to initiate system
calls within their purview.

c) Responder Subscribers that are not specifically privileged SHALL NOT be
able to initiate system calls.

d) System Calls SHALL only persist for the duration of the initiating talk spurt.

3.3.8 PTT Call Priority Requirements

PTT Call Priority determines the manner in which system resources are allocated to support
voice traffic on the system. The PTT Service manages priority at two levels: the application
level, and the transport level.

In times of congestion, public safety systems prioritize calls at the application level using
“queuing” or “preemptive” methods. Groups designated with “preemptive” priority receive
resources even if lower priority calls need to be terminated to create space for the more important
group. Groups with “queuing” priority do not preempt active calls, but are instead “busied” and
inserted into the resource queue based on their priority, so that when application resources
become available, they are activated prior to lower priority calls.

Immediate Peril, Emergency and System Calls are always given preemptive priority, with
System Calls always having a higher priority than Emergency Calls and Immediate Peril calls,
and Emergency calls having a higher priority than Immediate Peril calls. However, System Calls
are not allowed to preempt emergency calls or immediate peril calls that are already in progress.
New Emergency Calls and Immediate Peril Calls cannot preempt an ongoing System Call.

At the transport level, bearers in an LTE system have a priority assigned, as well as an
indication of the ability for each bearer either to preempt or to be preempted, referred to as
Allocation and Retention Priority (ARP). This ARP value is assigned by the network based on
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subscription and can be changed upon request of authorized applications, such as an authorized
PTT application. The LTE system then uses this information to control allocation and pre-
emption of bearers in times of congestion.

When possible, the PTT system needs to take advantage of mechanisms provided by the
transport network to affect bearer priority.

The requirements related to PTT Call Priority are provided in this section.
1) MC-PTT Services SHALL support multiple queuing priorities™.
2) MC-PTT Services SHALL support multiple preemptive priorities.

3) Groups with preemptive priority SHALL be given resources to complete a call,
even if lower priority calls have to be terminated or queued to provide such
resources.

4) In times of congestion, PTT requests for groups with queuing priority SHALL be
queued, and higher priority PTT requests SHALL be allocated resources prior to
any lower priority PTT request.

5) Immediate Peril calls SHALL be treated as preemptive calls that are more
important than all other calls except Emergency and System Calls.

6) Emergency calls SHALL be treated as preemptive calls that are more important
than all other calls except System Calls.

7) System calls SHALL be treated as preemptive calls that are more important than
all other calls but not preemptive of emergency calls or immediate peril calls.

8) In the event that the current transport network of the PTT Subscriber supports
priority and preemption control services, the MC-PTT Services SHOULD use
those control services to affect the priority and preemption characteristics of the
network in support of these requirements.

B3 "Multiple queuing priorities" means that more than one top-of-queue priority value exists, and the values are used
to sort the call resource queue to determine the next call to be allocated resources.
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3.3.9 Scanning Requirements

In so called "trunked" LMR systems, radios monitor a "control channel™ to determine the
population of active calls, and then select one of those calls to join by moving to a "working
channel” to receive and transmit audio. This ability to "scan" calls (i.e., to monitor for activity
on one or more talk groups and calls) is critical to public safety's operating methods. The
following requirements summarize public safety scanning.

1) MC-PTT Services SHALL provide a means for PTT clients to simultaneously
"scan" any or all of the following:

o

d
e.
f

g.

Unit-to-Unit Calls directed to the client;
One "Selected" Group;

The Announcement Group or Announcement Group Hierarchy of the Selected
Group;

System Calls™ for the current geographical area or home geographical area;
System Calls which contain the PTT Subscriber’s agency;

One designated emergency group;

Additional groups in a designated priority order.

2) MC-PTT Services SHOULD allow the scanning order to be determined by the
PTT subscriber.

a.

PTT Clients SHOULD prioritize emergency calls above other calls in the
scanning order.

3) MC-PTT Services SHOULD allow the scanning order to be provisioned to the
PTT client.

4) MC-PTT Services SHOULD allow for a PTT subscriber to simultaneously
receive audio from a plurality of scanned calls.

¥ In LMR Systems, Systems cause all ongoing non-emergency calls at a site to be dropped so that all users monitor
the system calls. This is unnecessary in a PTT service that allows for multiple calls to be monitored.
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3.3.10 Dynamic Group Management

In order to accommodate exigent circumstances, various means for dynamic group
management have been developed for mission critical LMR systems. In particular, two features:
“Talkgroup Patching” and “Dynamic Regrouping” are common.

A Dispatch Subscriber or Supervisor Dispatch Subscriber may initiate “Talkgroup Patching”
to merge a plurality of groups into a single group. Following the setup of the patch, all
communications on the “patch group” is offered to all users of the included groups, and replies
on the patch group are likewise offered to all such users. While the patch is active, all voice
traffic on any of the groups within the patch should occur using the patch group.

A Dispatch Subscriber or Supervisor Dispatch Subscriber may also initiate "One-way
Patching” to transmit to an arbitrary collection of groups or users simultaneously, while not
effecting the communications of those groups or users. While the one-way patch is active,
communications by the Dispatch Subscriber are sent to all groups and individuals in the patch.
Communications by the groups and individuals in the patch are not shared.

Dynamic Regrouping (or “ad-hoc grouping”) allows the ad-hoc merging of specific
individual users and/or groups into a new “ad-hoc” group. This feature is useful, for instance,
when a temporary tactical team needs to be setup to perform some short-term mission.

The following requirements summarize dynamic group management.

1) MC-PTT Services SHALL support talk-group patching.
a) Talk-group patches SHALL be able to be established by Dispatch Subscribers.

b) A given group ID SHALL be included in one and only one talk-group patch at
any given time.

c) Patch establishment SHALL provide for the identification of a pre-
provisioned key to be used for encryption of the calls on the patch group.

d) Patch establishment SHALL provide for the identification of the vocoder to be
employed for PTT communications on the patch group.

e) Talkgroup patches SHALL persist until explicitly "torn down" by a privileged
user.

f) Talk-group patches SHALL be able to be torn down by Dispatch Subscribers.

g) A MC-PTT Service's capacity for simultaneous talk-group patches SHALL
NOT be limited by the PTT Service protocols.

h) MC-PTT services SHALL support "one-way patches" which are identical to
normal talk-group patches except that transmissions by other than the initiator
of the patch are not affected by the one-way patch.

i) One-way patches SHALL support the inclusion of individual users as well as
groups.
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i) MC-PTT Services SHALL support encrypted patches'>.

k) MC-PTT Services SHALL notify group members of the initiation and
termination of patches affecting their group.

2) MC-PTT Services SHALL support dynamic regrouping.

a) MC-PTT Services SHALL support dynamic regrouping under the control of
suitably privileged PTT Mobile Subscribers.

b) MC-PTT Services SHALL support dynamic regrouping under the control of
Dispatch Subscribers

c) Dynamic Regrouping SHALL persist until explicitly "torn down" by a
privileged user.

d) Suitably privileged Responder Subscribers SHALL be capable of tearing
down dynamically regrouped subscribers.

e) Suitably privileged Dispatch Subscribers SHALL be capable of tearing down
dynamically regrouped subscribers.

3.3.11 Additional PTT Features

3.3.11.1 Tone Sequence Commands

In some public safety use cases, a radio is used to send tone sequences to an attached device,
or to provide alert tones for particular users. MC-PTT Services need to support this use case by
providing robust tone transportation.

1) MC-PTT Services SHALL provide a means to convey tone sequence commands
between PTT Subscribers.

a) For the purposes of the security requirements of Section 3.3.14, tone
sequences SHALL be construed to be Sensitive User Information.

2) MC-PTT Services SHALL provide a means to convey DTMF sequences within
PTT calls.

a) For the purposes of the security requirements of Section 3.3.14, DTMF
sequences SHALL be construed to be Privileged Information.

3.3.11.2 Ambiance Listening

In some public safety use cases, such as hostage situations, the ability to remotely activate a
PTT device to unobtrusively listen in on the activity at the scene is highly desirable.
Requirements for this "Ambiance Listening" feature are provided below.

15 Note that "encrypted patches" are intended to provide end-to-end confidentiality to all members of the patch
speaking to other members of the patch. Encrypted patches may require the use of trans-encryption in a secure
facility, or other technologies.
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1) MC-PTT Services SHALL provide a means for a suitably privileged PTT
Subscriber to initiate an Ambiance Listening call from another PTT Subscriber.

2) MC-PTT Services SHALL support the ability to define an Ambiance Listening
call to take place on a specified talk-group.

3) MC-PTT Services SHALL support the ability to define an Ambiance Listening
call to take place as a 1:1 call to a specified PTT Subscriber.

4) MC-PTT Services SHALL support encrypted Ambiance Listening.
5) MC-PTT Services SHALL support unencrypted Ambiance Listening.

6) For the purposes of the security requirements of Section 3.3.14, protocol elements
involved in initiating and terminating Ambiance Listening SHALL be construed
to be Sensitive User Controls.

3.3.11.3 PTT Inhibit/Un-inhibit

Once PTT Clients are authorized on the network, there will be occasions when the PTT
service on these clients will need to be deactivated (PTT Inhibit) or reinstated (PTT Un-inhibit)
without deleting the subscriber from the network.

If a PTT Client is lost, damaged, or must be temporarily deactivated, a privileged entity will
PTT Inhibit the PTT Client, preventing unauthorized access with the PTT Client. While
inhibited, the PTT Service should be able to communicate with the PTT Client in order to re-
enable the PTT functions on the device at a later date. While inhibited, functions such as
Ambiance Listening may be supported.

Once the PTT Client is uninhibited, it may once again use the PTT Service.
Requirements for the "PTT Inhibit/Un-inhibit" feature are provided below.

1) Suitably privileged PTT Subscribers SHALL be able to Inhibit PTT Clients
within their authority.

2) Suitably privileged PTT Subscribers SHALL be able to Un-Inhibit PTT Clients
within their authority.

3) While Inhibited and capable of communicating with MC-PTT Services, PTT
Clients SHALL remain registered with the PTT Service.

4) The list of inhibited PTT services SHALL be administratively defined.

5) A user device that has been inhibited SHALL not display or give any other
indication to the user when configuration or administrative changes are made to
the device, e.g., by over-the-air provisioning.

6) For the purposes of the security requirements of Section 3.3.14, Radio Inhibit
commands SHALL be construed to be Sensitive User Controls.

7) For the purposes of the security requirements of Section 3.3.14, Radio Un-inhibit
commands SHALL be construed to be Sensitive User Controls.
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3.3.11.4 Emergency Alert/Emergency Alert Clear

When involved in a life threatening scenario or an event which requires a high level of
system priority, PTT Subscribers may initiate an Emergency Alert. An Emergency Alert is an
emergency condition associated with an individual PTT Subscriber, and may or may not coincide
with the PTT Subscriber initiating an Emergency Group Call. When a PTT Subscriber is in the
Emergency Alert state, his state and associated data (i.e., location and current Group ID) are
shared with other users in his agency, such as Dispatch Subscribers and Responder Subscriber
Supervisors. While in the Emergency Alert state, the user will experience higher priority on the
network, and all group call communications from the user will be Emergency Group Calls.

The PTT Subscriber, Dispatch Subscribers, or authorized Responder Subscriber Supervisors
may clear a PTT Subscriber’s Emergency Alert.

Requirements for the "Emergency Alert/Emergency Alert Clear"” feature are provided below.

1) MC-PTT Services SHALL support the initiation of an Emergency Alert by a
suitably privileged PTT Subscriber.

2) MC-PTT Services SHALL propagate Emergency Alert indications to Dispatch
Subscribers and suitably privileged Responder Subscriber Supervisors and
members of the emergency group.

3) MC-PTT Services SHALL enable PTT Subscribers to clear their own Emergency
Alert.

4) Suitably privileged Responder Subscriber Supervisors MAY, based on agency
preference, be able to clear a PTT Client’s Emergency Alert.

5) Suitably privileged Dispatch Subscribers MAY, based on agency preference, be
able to clear a PTT Client’s Emergency Alert.

6) MC-PTT Services SHALL propagate Emergency Alert Clear to Dispatch
Subscribers, Responder Subscriber Supervisors, and the affected PTT Client.

7) While in an Emergency Alert state, a PTT Client SHALL initiate emergency
group calls whenever the PTT Subscriber initiates a talk spurt on a talkgroup.

8) In the event that the current P, or Py bearer of the PTT Subscriber supports
priority control services, the raising of the Emergency Alert SHOULD result in
the increased priority for the referenced group for the duration of the emergency.

45



TIA-4973.201

3.3.11.5 Subscriber Availability

Subscriber Availability refers to the ability of one subscriber to allow others know that he or
she is available on the system. "Available” in this context, does not imply location or group
affiliation, it means that the given subscriber is generally available for MC-PTT
communications. Subscriber availability is considered Sensitive User Information in the context
of section 2.7.

Requirements for this "Subscriber Availability"” feature are provided below:

1) MC-PTT Services SHALL provide a means to propagate PTT Subscriber
availability to other subscribers.

2) MC-PTT Services SHALL provide a means for a PTT Subscriber to restrict
knowledge of their availability to other subscribers.

3) MC-PTT Services SHALL provide a means for a suitably privileged PTT
Subscriber to determine the availability of other subscribers.

4) MC-PTT Services SHALL provide a means for a suitably privileged PTT
Subscriber to prevent availability information of other users from being given to
specific PTT Subscribers.
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3.3.12 Personality Provisioning

A “PTT Personality” comprises group membership, scanning lists, and other parameters that
may be required to support PTT operation using the PTT Service. The goal of PTT Personality
Provisioning is to obviate the need for all but minimal “hands-on” programming of PTT Clients.

1) The PTT Service SHALL be able to provision the PTT Client with complete
operating parameters for the PTT Subscriber.

2) The PTT Service SHALL be able to dynamically modify the PTT Client with one
or more operating parameters while in use by the PTT Subscriber.

a) An Agency O&M administrator SHALL be able to designate personality
updates for immediate activation.

b) An Agency O&M administrator SHALL be able to designate personality
updates for delayed activation, specifying a particular date and time for said
activation.

3) Having been provisioned with operating parameters for immediate activation, a
PTT Client SHALL immediately make such operating parameters effective.

4) Having been provisioned with operating parameters for delayed activation, a PTT
Client SHALL store said parameters and activate them in accordance with the
delayed activation time.

5) MC-PTT Services SHOULD provide for means of personality provisioning that
differentially updates the personality of a PTT Client when only a small part of
the personality changes.

6) MC-PTT Services SHOULD minimize transport bandwidth required for
provisioning through the use of data compression, "update only" provisioning, or
other suitable means.

7) For the purposes of the security requirements of Section 3.3.14, PTT personalities
SHALL be construed to be Sensitive User Controls.
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3.3.13 User Preference Provisioning

"User Preferences” are data items that affect the user experience but not the interoperability

of MC-PTT Services (e.g., audible signaling preferences). The goal of user preference
provisioning is to provide a means by which a PTT client can store preferences with MC-PTT
services and retrieve those preferences when, for example, using a different device.

1)

2)

3)

4)

5)

MC-PTT Services SHALL provide a means of storing a standard set of user
preferences for each PTT Subscriber.

MC-PTT Services SHALL provide a standard means of storing multiple sets of
proprietary user preferences for each PTT Subscriber.

A PTT Client SHALL be able to request provisioning of standard user
preferences.

A PTT Client SHALL be able to request provisioning of proprietary user
preferences.

In the event that standard or proprietary preferences change, the MC-PTT
Services SHALL notify the affected PTT client.

3.3.14 PTT Security Requirements

1)
2)

3)

4)

The following security requirements are applicable to all aspects of the MC-PTT Services.

MC-PTT Services SHALL include at least one FIPS-140® approved method for
each cryptographic operation included.

MC-PTT Services SHALL employ compliant open standards for encryption and
authentication, subject to applicable national policy.

MC-PTT Services SHALL support security of the P reference point, as follows:

a) Security of the P, reference point SHALL allow for seamless evolution of all
security algorithms and methods.

b) MC-PTT Services SHALL provide for optional encryption of all service
related traffic between the client and the server.

c) MC-PTT Services SHALL support strong authentication of PTT Subscribers
before service access is granted to the subscriber.

d) MC-PTT Services SHALL support a means by which a client may require
strong authentication of the service.

MC-PTT Services SHALL support security of the Py reference point as follows:

a) Security of the Pqy. reference point SHALL allow for seamless evolution of all
security algorithms and methods.

18 The intention is that an operating profile be able to be defined that allows for FIPS-140 operation per the most
recent version(s) of the standard. This requirement is not intended to mandate that any particular implementation
include security operations.
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b) MC-PTT Services SHALL provide for optional encryption of all service
related traffic over Pgc.

¢) MC-PTT Services SHALL support strong mutual authentication over Pgc.
5) MC-PTT Services SHALL support confidentiality for Privileged Information.

a) Privileged Information SHALL be encrypted over publicly available
interfaces.

b) Encryption of privileged information SHALL include provisions for seamless
evolution of cryptographic methods and algorithms.

6) The MC-PTT Services SHALL support End-to-End encryption®’ of sensitive user
information.

a) End-to-end encryption of sensitive user information SHALL include
provisions for the seamless evolution of cryptographic methods and
algorithms.

b) End-to-end encryption of sensitive user information SHALL include
provisions for multiple key distribution methods.

i) MC-PTT services SHALL support Pre-positioned Keys for encryption of
sensitive user information.

i) MC-PTT services SHOULD support Negotiated Keys for encryption of
sensitive user information.

7) MC-PTT Services SHALL provide security mechanisms for Sensitive User
Controls.

a) MC-PTT Services SHALL support End-to-End Message Integrity*® checking
for Sensitive User Controls.

b) MC-PTT Services SHALL support End-to-End Source Authentication for
Sensitive User Controls.

c) Sensitive user Controls SHALL be construed to be Sensitive User
Information.

3.3.15 PTT Logging Requirements

Logging refers to the capture of user traffic (e.g.,voice) pertaining to the PTT service. In
traditional LMR networks, agency administrators store this content traffic for replay, evidentiary
purposes, training, operations review, and other purposes. In some PTT deployments, MC-PTT
services may support multiple agencies (e.g., multiple agencies can share a single PTT server).

7 In this specification, End-to-end encryption is defined to be a confidentiality mechanism in which information is
encrypted within an originating subscriber's PTT client, and remains encrypted throughout the system until it arrives
and is decrypted at a terminating subscriber's PTT client.

18 In this specification, End-to-end message integrity is defined to be a crypto-graphic message integrity mechanism
in which information is "signed" within an originating subscriber's PTT client, and the signature is verified at a
terminating subscriber's PTT client.
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The entity operating the MC-PTT service may be different than the agency(ies) using the service.
In such cases, specialized logging requirements arise:

1) MC-PTT Services SHALL provide for PTT Logging at the Pc reference point for
PTT clients.

2) MC-PTT Services SHALL allow an authorized agency administrator to request a
copy of MC-PTT service content involving one or more of the agency’s users.

3) It SHALL be possible to securely transfer MC-PTT service content from the MC-
PTT infrastructure to the agency’s logging apparatus.

4) The MC-PTT service SHALL prevent content involving only users from one
agency from being delivered to another agency. In other words, an agency can
only request a copy of MC-PTT service content for calls/sessions involving at
least one of the agency’s users.

5) The MC-PTT logging capability, when activated for an agency, SHALL be
capable of delivering content to the agency in near real-time.

6) Encrypted MC-PTT content SHALL NOT be decrypted prior to transfer to a
given agency’s logging apparatus.

7) Sufficient information SHALL be stored with encrypted recordings to provide for
subsequent decryption of those recordings by one in possession of suitable keys.

8) MC-PTT Services SHALL allow an authorized agency administrator to obtain
key material suitable to decrypt PTT service content logged by the agency.

9) MC-PTT service content delivered to an agency logging apparatus SHALL
include universal date/time, content source’s identity, and the content source’s
location.

10)  The MC-PTT logging capability SHALL maintain an audit log, which identifies
logging activities performed by authorized agency administrators (e.g.,start and
stop of logging for a given user).

11)  Ifasingle agency has multiple users involved in a single MC-PTT session, the
MC-PTT Services SHOULD deliver a single copy (i.e., 1 per call, per agency) of
service content to the agency. The intent is to limit bandwidth consumption and
provide scalability for large groups.

3.4 LMR Interoperability Requirements

Interoperability between MC-PTT Services and other systems are depicted in Figure 3, and
primarily involve existing LMR systems. The goal of interoperability is that, insofar as it is
technically possible, LMR subscribers and dispatchers experience no essential differences in
their communications with each other, and with PTT subscribers using the PTT Service.
Likewise, insofar as a particular feature is interoperable, PTT Subscribers experience no essential
difference in the communications with LMR subscribers versus those using the PTT Service.
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New and extended requirements on the PTT Service may necessarily not be interoperable
with LMR systems. For instance, the group address space of the PTT Service may be a superset
of that of LMR systems. This is acceptable so long as interoperable groups are truly
interoperable.

1) MC-PTT Services SHALL be designed to provide interoperation with TIA-102
LMR Systems.

a) MC-PTT Services SHALL support fully featured interoperable unit-to-unit
calls between TIA-102 LMR subscribers and dispatchers and PTT subscribers
including Dispatch Subscribers.

b) MC-PTT Services SHALL support fully featured interoperable group calls
between TIA-102 LMR subscribers and dispatchers and PTT subscribers
including Dispatch Subscribers.

¢) MC-PTT Services SHALL support losing audio and unstoppable
transmissions from TIA-102 LMR subscribers and dispatchers.

1) MC-PTT Services SHALL route losing audio from interconnected LMR
systems to suitable Dispatch Subscribers.

i) MC-PTT Services SHALL route unstoppable transmissions from
interconnected LMR systems to suitable Dispatch Subscribers.

d) MC-PTT Services SHALL support the mapping of System Calls initiated on
TIA-102 LMR systems to suitable jurisdictions and subscribers of the MC-
PTT service.

e) MC-PTT Services SHALL support the mapping of System Calls initiated on
broadband PTT systems to suitable jurisdictions and subscribers of TIA-102
LMR systems.

f) MC-PTT Services SHALL support fully interoperable Emergency Group
Calls and Status between TIA-102 LMR systems and the PTT service.

g) MC-PTT Services SHALL support end-to-end encryption of all call types
between TIA-102 LMR and PTT subscribers.

h) MC-PTT Services SHALL support interoperable Talker ID (see section 3.3.1)
between TIA-102 LMR and PTT subscribers.

i) MC-PTT Services SHALL support interoperable dispatch override between
TIA-102 LMR systems and the PTT Service.

) MC-PTT Services SHALL support interoperable announcement group calls
between TIA-102 LMR systems and the PTT service.

k) MC-PTT Services SHALL support interoperable Radio Unit Monitor between
TIA-102 LMR systems and the PTT Service.

I) MC-PTT Services SHALL support interoperable Ambiance Listening
between TIA-102 LMR systems and the PTT Service.

m) MC-PTT Services SHALL support interoperable talkgroup patching between
TIA-102 LMR systems and the PTT Service.
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2)

n) MC-PTT Services SHALL support interoperable Dynamic Regrouping
between TIA-102 LMR systems and the PTT Service.

0) MC-PTT Services SHALL support interoperable Callback Request (i.e.,"Call
Alert") between TIA-102 LMR systems and the PTT Service.

p) MC-PTT Services SHALL provide a means of reconciling different codecs
between TIA-102 LMR systems and the MC-PTT Service.

q) MC-PTT Services SHALL provide a means of interoperating with the TIA-
102 "Radio Check™" feature.

r) MC-PTT Services SHALL provide interoperable Inhibit/Un-inhibit between
TIA-102 LMR systems and the PTT Service.

MC-PTT Services SHALL be designed to provide interoperation with TIA-603
LMR systems.

a) MC-PTT Services SHALL support fully featured interoperable calls between
TIA-603 LMR subscribers and dispatchers and PTT subscribers including
Dispatch Subscribers.

b) MC-PTT Services SHALL provide a means of reconciling different codecs
between T1A-603 Conventional LMR systems and the MC-PTT Service.

c) MC-PTT Services SHALL support losing audio and unstoppable
transmissions from TIA-603 LMR subscribers and dispatchers.

i) MC-PTT Services SHALL route losing audio from interconnected LMR
systems to suitable Dispatch Subscribers.

i) MC-PTT Services SHALL route unstoppable transmissions from
interconnected LMR systems to suitable Dispatch Subscribers.

3.5 Commercial Interoperability Requirements

This section provides requirements pursuant to the interoperation of MC-PTT Services and

Commercial POC (see Figure 3).

1)

2)

MC-PTT Services SHALL support interoperation of MC group calls with their
commercial equivalent.

MC-PTT Services SHALL support interoperation of MC one-to-one calls with
their commercial equivalent.
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3.6 PTT Agency O&M Requirements

3.6.1 Fleet Administration

Fleet Administration comprises functions that support an agency's control of
communications parameters of the MC-PTT Services.

1) MC-PTT Services SHALL provide for fleet administration for MC-PTT services
via a standardized protocol at the Ma reference point.

a) Configuration commands for fleet administration SHALL be construed to be
sensitive user controls.

b) Configuration commands for fleet administration SHALL incorporate
identification of the administrative user issuing the configuration command.

c) Access to configuration information SHALL require robust user level
authentication.

d) The privileged capabilities of PTT Subscribers SHALL be able to be assigned
by authorized Fleet Administrators.

e) Fleet Administrators SHALL be able to specify the group membership of PTT
groups under their control.

f) Fleet Administrators SHALL be able to manage the hierarchy of users able to
override PTT transmissions.

g) Fleet Administrators SHALL be able to identify groups that are accessible
only to specified subscribers.

h) Fleet Administrators SHALL be able to specify which users within their
authority may place one-to-one calls to users outside their authority.

i) Fleet Administrators SHALL be able to specify which users within their
authority may place on-to-one calls to users also within their authority.

J) Fleet Administrators SHALL be able to specify the maximum number of calls
that may be simultaneously received by a subscriber within their authority.

k) Fleet Administrators SHALL be able to establish the priority and
characteristics of PTT Group transmissions within their jurisdictional
authority.

I) Fleet Administrators SHALL be able to configure a time-to-live time for
queuing priority.

m) Fleet Administrators SHALL be able to specify a hierarchy for groups and
transmission within their jurisdictional authority.

n) Fleet Administrators SHALL be able to configure the Alias IDs of subscribers
within their authority.

0) Fleet Administrators SHALL be able to perform personality programming of
subscribers within their authority.
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2)

3)

P)

q)

Fleet Administrators SHALL be able to manage the privacy of location
information for subscribers within their authority.

Fleet Administrators SHALL be able to disable conveyance of location
information for subscribers within their authority.

MC-PTT Services SHALL provide for communications security administration
for MC-PTT services via a standardized protocol at the Ma reference point.

a)

b)

c)

Configuration commands for security administration SHALL be construed to
be sensitive user controls.

Configuration commands for security administration SHALL incorporate
identification of the COMSEC users issuing the configuration command.

Access to COMSEC configuration information SHALL require robust user
level authentication.

MC-PTT Services SHALL provide for ICS COML administration functions via a
standardized protocol at the P. reference point.

a)

b)

c)

Configuration commands for ICS COML administration SHALL be construed
to be sensitive user controls.

Configuration commands for ICS COML administration SHALL incorporate
identification of the user issuing the configuration command.

Access to ICS COML administration SHALL require robust user level
authentication.
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3.6.2 Agency Network Management

Agency Network Management comprises functions associated with the visibility of user

organizations into the real-time operation of MC-PTT Services.

1)

2)

3)

MC-PTT Services SHALL provide standardized protocols for Agency Network
Management at the Ma reference point.

a) Access to Agency Network Management information SHALL require robust
authentication.

b) Information provided over the Agency Network Management protocols
SHALL be treated as sensitive user information.

MC-PTT Services SHALL provide Agency Network Management capabilities.

a) Agency Network Management SHALL include real-time visibility into the
operational state of the MC-PTT Service.

b) Agency Network Management SHOULD provide additional visibility
appropriate to the service architecture.

MC-PTT Services SHALL provide Agency Security Management capabilities.

a) Agency Security Management SHALL provide real-time notification of
security events affecting the agency subscriber population.

3.7 Relay Requirements

As illustrated in Figure 11, a Relay PTT Client function may serve as a bridge between a

multiplicity of Off-Network PTT Clients and MC-PTT Services. MC-PTT Relay Services
comprise the amalgam of capabilities (both within the Relay PTT Client and MC-PTT services)
that provide this functionality.

1)

2)

3)

MC-PTT Relay Services SHALL allow Off-network PTT Clients to provide fully
compliant MC-PTT services (per sections 3.1 and 3.3) to their PTT Subscribers.

MC-PTT Relay Services SHALL provide a means to bridge off-network PTT
Group communications with on-network PTT Group Communications provided
by MC-PTT Services.

MC-PTT Relay Services SHALL provide a means to relay off-network PTT
Group communications between off-network PTT clients.
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3.8 Off-network Mode Requirements

As illustrated in Figure 10, Off-network PTT Clients provide mission critical PTT services
to PTT subscribers over direct mode transport. Herein, "Off-Network MC-PTT Services" refers
to the collection of functions required over the P4 reference point to provide for MC-PTT over
direct mode.

1) Off-Network MC-PTT Services SHALL be compliant with the General
Requirements of section 3.1.

2) Off-Network MC-PTT Services SHALL be compliant with the Functional
Requirements of section 3.3 except as specified herein.

a) Inthis context, a Dispatch Subscriber SHALL be understood to be a
sufficiently privileged user of an off-network PTT client.

b) In this context, "geographic area” SHALL be understood to be the off-network
coverage area of the subscriber initiating the call.

c) Requirement (3.3.1-6) is not applicable.

d) The requirements of section 3.3.12 Personality Provisioning, are not
applicable.

e) The requirements of section 3.3.13 User Preference Provisioning, are not
applicable.

f) The requirements of section 3.3.15 PTT Logging Requirements are not
applicable.

3) Off-network MC-PTT Services SHALL operate in the complete absence of any
fixed infrastructure.

4) Off-network MC-PTT Services SHALL restrict participation to privileged
subscribers.

5) Off-network MC-PTT Services SHALL be able to be manually invoked by a PTT
Subscriber.

6) Off-network MC-PTT Services SHALL provide a means to dynamically create
PTT groups.

7) Off-network MC-PTT Services SHALL provide a means to determine the list of
active PTT groups authorized for the PTT Subscriber.

8) Off-network MC-PTT Services SHALL be capable of conveying talker location
information.

56



TIA-4973.201

3.9 Other Requirements

1)
2)

3)

4)

5)

6)

The following miscellaneous requirements apply to this specification:

All protocols and data items defined in fulfillment of this specification SHALL
provide means to accommodate backwardly compatible upgrades.

PTT Clients SHOULD be capable of automatically switching between on-
network and off-network operation.

When switching between on- and off-network operation (either manually or
automatically), PTT clients SHOULD attempt to notify MC-PTT Services that
they are leaving the network.

PTT Clients SHOULD attempt to make use of suitable Relay Clients in their
proximity prior to automatically going off-network.

If the underlying broadband system provides the ability to modify the
characteristics of media bearers, the MC-PTT Service SHOULD make use of
those capabilities to enhance its priority and emergency services.

A suitably privileged user SHALL be able to move PTT Groups off-network for
use with Off-network PTT Communications.

3.10 Intentionally Excluded Requirements Areas

In the development of this specification, certain functionalities provided by TIA-102

systems were intentionally excluded from consideration, generally because they were either
identified as "not applicable” to broadband PTT, or because broadband (and specifically LTE)
networks provide suitable alternatives outside of the context of this series of specifications. The
following are the intentionally excluded requirements topics:

e Short Data Messages - PTT Subscribers may wish to pass a number of different short
data messages to other PTT Subscribers, which may be on the wireless network or on
the fixed network. These payloads may be delivered to PTT Subscribers on a talk-
group or directly to another individual PTT Subscriber. Short Data Messages are not
PTT services per se, and are therefore not included in this specification.
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4  Areas for Future Consideration
During the development of this specification, the following areas for future study were

identified:
1.

PSTN Interconnect Requirements — The ability for a telephony caller to participate in
group calls has not been considered and is an area for future study.

Dispatch override of discreet listening call — The ability for a dispatcher or suitably
privileged discreet listener to join a 1:1 call as a full participant is an area for future
study.

Include additional party for individual calls — The ability for a participant in a 1:1
call to add groups or other individuals to that call is an area for future study.

Include additional party for group calls — The ability of a participant in a group call
to invite non-group members to join the call is an area for future study.

1:1 Emergency Calls — Whether 1:1 emergency calls should be included in this
service is an area for future study.

The committee anticipates the following expansions to this specification as use cases and
architecture are considered:

1.

In section 2.5.1.9 Rys.ire Reference Point, the addition of additional services to the list
of those assumed and required by this specification.

In section 2.5.1.11 Rys.oth Reference Point, the addition of additional services to the
list of those assumed and required by this specification.

In section 2.5.2.3 Ryp.te Reference Point, the addition of additional services to the
list of those assumed and required by this specification.

In section 2.5.2.5 Ryp-otn Reference Point, the addition of additional services to the
list of those assumed and required by this specification.

In section 2.5.3.3 Rpm Reference Point, the addition of additional services to the list
of those assumed and required by this specification.

In section 3.6 PTT Agency O&M Requirements, additional requirements will be
considered in the context of use cases currently under development.

In section 3.7 Relay Requirements, additional requirements associated with relay of
PTT traffic between off-network and on-network clients, and around relay between
off-network clients that are not in proximity to each other will be considered in the
context of use cases currently under development.

In section 3.8 Off-network Mode Requirements, additional requirements associated
with off-network PTT operation are considered in the context of use cases currently
under development.

In Section 3.9 Other Requirements, additional miscellaneous requirements are
considered in the context of use cases currently under development.
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The committee anticipates developing a compliance matrix of this specification relative to
the NPSTC PTT Requirements published in July of 2013.
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