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1. Overall Description:

CT4 thanks SA1 for the LS on SMSC Usage Restriction (C4-132057/S1-134179)
CT4 has investigated the possible solutions to prevent fraud being perpetrated by roamers in countries where an open SMSC is available and is used by the roamer instead of the HPLMN SMSC.

CT4 has discussed the possible solutions proposed by SA1 or under consideration:
1) A short-term solution that would consist in a simple update of BOICexHC for SMS in order to forbid the use of SMSC located outside the HPLMN country.
2) An enhanced solution that would allow to further restrict the location of the SMSC to the HPLMN

For the short-term solution (1), according to the following new requirement introduced by SA1 in a CR against the 3GPP TS 22.088:

"In the case of SMS, this barring program shall allow the subscriber to send SMS only through an SMSC located in the home country irrespective of whether the mobile subscriber is located in the home country or a foreign country."
CT4 has updated the 3GPP TS 23.088 (stage 2 description of the call barring services) in Release 11 to modify the existing requirement regarding BOICexHC for SMS. It is now clearly stated that mobile-originated SMS can be barred if the Service Centre Address is not part of the HPLMN country. As opposed to other call barring services, this feature has to be activated by the operator in the HLR/HSS and the mobile subscriber cannot modify it. This needs to be ensured by operators. The normative text and the corresponding SDL description have been agreed in the CR C4-132157 (attached to this LS).
It was decided that such a modification can only be applied to the Release 11 specification, as a slight modification of an existing feature and for alignment with the Stage 1 requirement. CT4 believes that it is not possible to apply the same modification to earlier releases as this new requirement for SMS barring cannot justify correction of frozen specifications. However vendors may decide to implement it in earlier releases as there is no protocol impact.
Moreover, CT4 would like to point out that the agreed CR only addresses VLR and SGSN. The current TS 23.088 for Rel-11 does not address MME whereas "SMS in MME" has been introduced. CT4 will provide the CRs required to include MME in the context of SMS barring.
For the long-term solution (2), CT4 has not agreed any solution yet and further investigations are required. 
Based on an early feedback of the CT4 working group, it is foreseen that additional requirements for SMS barring regarding the SMS-C's location could be supported by extension of the stage 2 and stage 3 specifications for call barring services.
However, it was also pointed out that Operator Determined Barring mechanisms would be maybe more appropriate than call barring services when it is intended to enforce operator policies. This would require enhancements of the existing ODB mechanisms for specific barring of MO-SMS. It is however understood that such enhancements (if required) would be aligned with the principles of ODB.
2. Actions:

To SA1.

ACTION: 
CT4 kindly asks SA1 to take into consideration the information above.
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