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Abstract
In addition to “Identify[ing] the use cases and potential requirements to allow/restrict the communication initiation of particular applications defined by operator”, the ASAC WID (see  S1-134169) calls for the objectives to conduct a “Gap analysis with existing access control mechanisms” and to “Consider backwards compatibility” with those mechanisms”.  This discussion paper aims to trigger an open discussion on this subject, motivate operators and others to express their viewpoints, and suggests some things to consider for addressing these FS objectives.
Brief Description of Access Control Mechanisms
Access Control is described in TS 22.011 Section 4, provided for reference in the Annex of this Tdoc.  The various existing mechanisms can be briefly summarized as follows:
ACB:  Access Class Barring
ACB classes can be grouped into three categories:

· Ordinary:  Classes 0 ~ 9 are randomly spread amongst UEs;

· Emergency Calling:  Class 10 is to be used for Emergency Calling (e.g. 911 in North America and 112 in Europe);

· Special Classes:  Classes 11 ~ 15 require subscription and are for special purposes such as MPS.  They are generally higher priority classes.

Each UE is allocated one Ordinary Class.  A UE with special subscription may be additionally allocated one Special Class.  Emergency Class is not permanently allocated to a UE, but access may be separately controlled if a UE is attempting an emergency call.

Access for each of these classes can be independently controlled via broadcast control messages, which may indicate:

· barring (no access allowed for a class), or 

· deferring (access allowed, but only upon a randomly determined delay for each UE of that class that wants to attempt access;  the average delay varies depending on severity of network congestion, which is indicated in broadcast control messages)
The latter method of stochastic access control is used in EUTRAN (see the highlighted paragraph at the bottom of Section 4.3.1 of TS 22.011), and is considered superior to the older open/close access of 10 ordinary classes.  The 10 access classes are controlled with the common SIB broadcast by the network, but it has much finer granularity and range of control due to exponential control function rule.
SSAC:  Service Specific Access Control
SSAC provides an additional independent access control applicable when UE is attempting MMTEL service origination from idle mode.  The control method is stochastic algorithm, identical to the highlighted paragraph of Section 4.3.1, though a separate control SIB is used.
The purpose of SSAC is to provide a balance of available network resources between MMTEL vs. other types of services, without having to disallow MMTEL services on an individual attempt basis, which could potentially unproductively consume network resources in situations when MMTEL service attempt arrive in overwhelmingly large numbers.
CSFB Access Control
Access for multi-mode UEs may be controlled by EUTRAN when UE performs CSFB to a network supporting circuit-switched services.  Here too, the control method is stochastic algorithm, identical to the highlighted paragraph of Section 4.3.1, though a separate control SIB is used.

The purpose of CSFB access control is to prevent dual-mode UEs from effectively being exempt from associated CS network access control.  Though the specification does not go into operational details, CSFB access control on EUTRAN should reflect access control restrictions currently imposed on the associated CS network.

EAB:  Extended Access Barring
EAB was designed for UEs more tolerant to access restrictions, such as limited functionality UEs for MTC (e.g. utility meters).  EAB access controls have the following features:

· Black-and-white (open/closed access) controls are applicable for each of 10 ordinary ACB classes

· Separate controls are specified for three roaming-driven categories

· When EAB access is open, the UE is still subject to ACB controls (i.e., EAB can only restrict access)

PMOC:  Prevention of Mobile Originated Communication
The intent of PMOC is to extend access controls normally applicable when UE is in idle mode to situations when UE is about to initiate an application, but it is in connected mode.  The need for this extension arose as a result of connected mode timer extensions implemented to combat excessive UE state control signalling, causing much undesirable traffic, which reduces radio access usable capacity (see MODAI Feasibility Study TS 22.801).
ACDC:  Application Specific Congestion Control for Data Communication
The intent of ACDC is to apply access controls in a less indiscriminate way compared to ACB.  Whereas ACB applies equally on all ordinary UEs, regardless of the purpose of an access attempt from a UE, ACDC groups applications in categories of importance, and applies access controls to lesser categories first, sparing more important applications from denial or deferral of access until and unless level of congestion is severe enough that they must also be affected.
Discussion
One observation we can make is that due to gradual inclusion into the specification of various forms of access control, in multiple efforts to solve specific, often narrowly stated use cases or anticipated access related problems, we have ended up with a patchwork of requirements.  There is much repetition in the text, for example, the aforementioned paragraph at the bottom of Section 4.3.1 is repeated verbatim at the end of Section 4.3.2.  This is not helping to develop a consistent view of access control.
Some form of access control can be viewed as a subset of one another, or could potentially be consolidated, with the benefit of the hindsight, were it not for existing implementations, with which any consolidation must not be in conflict.  For example, ACDC could take the place of ordinary ACB (special classes 11~15 excluded) in its intended functionality, except for legacy UEs.  ACDC could replace SSAC simply by defining MMTEL services as one specific ACDC application category.  The same is true for CSFB access control.  PMOC should be at least consistent, if not combined with ACDC.  The only difference is whether or not RACH is used for service initiation, hardly a factor in system/service requirement formulation.
TS 22.011 does in some cases specify interaction between various forms of access control.  However, the matrix of interactions is not comprehensive and does not consider ACDC yet.
There are two modes of usage of access controls: open loop (“scripted”, or static), and closed loop (automatic, or dynamic).  This is not discussed in the TS, since it’s largely operational in nature, but it may be useful to have some discussion in the TS on this subject.  It may have some impact on SA5 work, which SA1 should think about, and possibly even formulate some associated requirements.  Beyond some SA5 impact, the implementation of control algorithms is largely internal to RAN and other nodes (e.g., an OAM application server), and not subject to standardization.
The open loop usage model (can be also called “scripted” or static model) is often used to protect core network elements from deluge of registrations (location updates) for example at the time of network cold start upon shutdown for the purpose of system upgrade.  In this usage model, a “script” is run by the NOC to allow access gradually, (E)NodeB by (E)NodeB, and access class by access class (or by gradually relaxing stochastic control parameters from blocked toward completely open access).
In the closed loop model (automatic or dynamic), access control parameters are derived by each (E)NodeB independently, based on the real-time performance parameters in that (E)NodeB.  These parameters react automatically to volume of access attempts observed by the (E)NodeB, as well as other factors associated with traffic volume and congestion in the (E)NodeB, to regulate access attempts.  The access is kept open if those parameters are within defined operating limits.  Operator may define such limits and set the parameters.  Operator may also specify other parameters, such as control time constants, and aggressiveness of access controls, but the methodology does not involve a centrally operated scripted set of controls executed in real time.
Recommendations

Operational Experience and Input:  Operators (and others) should provide input on how they use or envision usage of various forms of access control.  This would be of great benefit to capture in the TR, and very helpful in formulating the requirements in the TR.

Editorial Review:  Section 4 of TS 22.011 could use some editorial clean-up.  There are repetitive statements (see example cited above), as well as some ambiguous statements.

Consolidation of Terminology:  This could be considered a part of editorial review, but the existing text, as well as proposals for ACDC use various terms to convey essentially the same thing, which is not helpful in clearly formulating the requirements, or unambiguous understanding of their meaning.  For example, the terms ACDC and ASAC have been used interchangeably, and the term PMOC conveys a rather similar meaning.  To show the relationship, one possibility could be to replace PMOC with ASAC in UE connected mode.

PMOC Clarification:  We may want to revisit PMOC wording in Section 4.6, which is somewhat ambiguous. RAN groups are beginning work on it (see WID RP-131397), it may trigger questions to motivate more precise requirement(s).  Note that the RAN WI approved in the RAN plenary in September 2013 is broader than just PMOC.

Motivation and Usage Scenarios:  As follow-up, to better understand the access control requirements and to guide the novice on why they may be used, we should provide in TS 22.011 more solid motivation and application scenarios for some of them.  For example, the text above that briefly describes PMOC may be used as the motivation for the requirement we have in Section 4.6.  This would fulfil the recent initiative to provide such motivation in all our requirements specifications.
Interaction of various forms of access control:  SA1 should attempt to formulate a full matrix of interactions and hierarchy of all forms of access control.  This may not be appropriate for the TS, but in the ACDC TR document, it may be useful, and is something anticipated in the WID.

Potential consolidation:  It is recommended that at least some forms of existing access control methodologies be considered for consolidation in Release 13.  One possibility is to consolidate SSAC and CSFB, independently defined in earlier Releases, be put under sub-categories of Release 13 onwards.  Preferably, Rel. 13 onward categorization would not be restricted to just definitions of these forms of access control confined to solely MMTEL and CSFB applications.

ACDC and PMOC interaction:  PMOC could have the same control and categorization structure as ACDC, thus avoiding duplication.  We also may want to revisit PMOC, since requirements wording is somewhat ambiguous.  Care must be taken to ensure that PMOC and ACDC solutions (former is in Release 12, latter in Release 13) do not diverge.  Hence, close coordination with RAN groups is required.

Modes of Control and SA5 Impact:  SA1 should consider some discussion in the TR about modes of control (open, closed loop) for each of the access control methodologies.  Eventually, in the TS, it may be appropriate to include some of that discussion as part of the motivation for requirements. 
Annex

TS 22.011 Release 12 Section 4
4
Access control

4.1
Purpose

Under certain circumstances, it will be desirable to prevent UE users from making access attempts (including emergency call attempts) or responding to pages in specified areas of a  PLMN. Such situations may arise during states of emergency, or where 1 of 2 or more co-located PLMNs has failed.

Broadcast messages should be available on a cell by cell basis indicating the class(es) or categories of subscribers barred from network access.

The use of these facilities allows the network operator to prevent overload of the access channel under critical conditions.

It is not intended that access control be used under normal operating conditions.

It should be possible to differentiate access control between CS and PS domains. Details are specified in TS23.122[3] and TS25.304 [10]. Not all RATs need to support this functionality.

4.2
Allocation

All UEs are members of one out of ten randomly allocated mobile populations, defined as Access Classes 0 to 9. The population number is stored in the SIM/USIM. In addition, UEs may be members of one or more out of 5 special categories (Access Classes 11 to 15), also held in the SIM/USIM. These are allocated to specific high priority users as follows. (The enumeration is not meant as a priority sequence):


Class
15
-
PLMN Staff;


  -"-
14
-
Emergency Services;


  -"-
13
-
Public Utilities (e.g. water/gas suppliers);


  -"-
12
-
Security Services;


  -"-
11
-
For PLMN Use.

4.3
Operation

4.3.1
Access Class Barring

If the UE is a member of at least one Access Class which corresponds to the permitted classes as signalled over the air interface, and the Access Class is applicable in the serving network, access attempts are allowed. Additionally, in the case of the access network being UTRAN the serving network can indicate that UEs are allowed to respond to paging and perform location registration (see, sec 3.1), even if their access class is not permitted. Otherwise access attempts are not allowed. Also, the serving network can indicate that UEs are restricted to perform location registration, although common access is permitted. If the UE responded to paging it shall follow the normal defined procedures and react as specified to any network command. 

Note: The network operator can take the network load into account when allowing UEs access to the network. 

Access Classes are applicable as follows:

Classes 0 - 9
-
Home and Visited PLMNs;

Classes 11 and 15
-
Home PLMN only if the EHPLMN list is not present or any EHPLMN;

Classes 12, 13, 14
-
Home PLMN and visited PLMNs of home country only. For this purpose the home country is defined as the country of the MCC part of the IMSI.

Any number of these classes may be barred at any one time.

In the case of multiple core networks sharing the same access network, the access network shall be able to apply Access Class Barring for the different core networks individually.

The following is the requirements for enhanced Access control on E-UTRAN.
- 
The serving network shall be able to broadcast mean durations of access control and  barring rates (e.g. percentage value) that commonly applied to Access Classes 0-9 to the UE. The same principle as in UMTS is applied for Access Classes 11-15.
- 
E-UTRAN shall be able to support access control based on the type of access attempt (i.e. mobile originating data or mobile originating signalling), in which indications to the UEs are broadcasted to guide the behaviour of UE. E-UTRAN shall be able to form combinations of access control based on the type of access attempt e.g. mobile originating and mobile terminating, mobile originating, or location registration.  The ‘mean duration of access control’ and the barring rate are broadcasted for each type of access attempt (i.e. mobile originating data or mobile originating signalling).
- 
The UE determines the barring status with the information provided from the serving network, and perform the access attempt accordingly. The UE draws a uniform random number between 0 and 1 when initiating connection establishment and compares with the current barring rate to determine whether it is barred or not. When the uniform random number is less than the current barring rate and the type of access attempt is indicated allowed, then the access attempt is allowed; otherwise, the access attempt is not allowed.  If the access attempt is not allowed, further access attempts of the same type are then barred for a time period that is calculated based on the ‘mean duration of access control’ provided by the network and the random number drawn by the UE.
4.3.2
Service Specific Access Control

Additionally to the above requirements in 4.3.1;

-
In E-UTRAN it shall be possible to support a capability called Services Specific Access Control (SSAC) to apply independent access control for telephony services (MMTEL) for mobile originating session requests from idle-mode as following:

-
EPS shall provide a capability to assign a service probability factor [13] and mean duration of access control for each of MMTEL voice and MMTEL video:

-
assign a barring rate (percentage) commonly applicable for Access Classes 0-9

-
assign a flag barring status (barred /unbarred) for each Access Class in the range 11-15.

-
SSAC shall not apply to Access Class 10.

-
SSAC can be provided by the VPLMN based on operator policy without accessing the HPLMN.

-
SSAC shall provide mechanisms to minimize service availability degradation (i.e. radio resource shortage) due to the mass simultaneous mobile originating session requests and maximize the availability of the wireless access resources for non-barred services.
- 
The serving network shall be able to broadcast mean durations of access control, barring rates for Access Classes 0-9, barring status for Access class in the range 11-15 to the UE.

 - 
The UE determines the barring status with the information provided from the serving network, and perform the access attempt accordingly. The UE draws a uniform random number between 0 and 1 when initiating connection establishment and compares with the current barring rate to determine whether it is barred or not. When the uniform random number is less than the current barring rate and the type of access attempt is indicated allowed, then the access attempt is allowed; otherwise, the access attempt is not allowed.  If the access attempt is not allowed, further access attempts of the same type are then barred for a time period that is calculated based on the ‘mean duration of access control’ provided by the network and the random number drawn by the UE.

4.3.3
Access Control for CSFB

Access control for CSFB provides a mechanism to prohibit UEs to access E-UTRAN to perform CSFB. It minimizes service availability degradation (i.e. radio resource shortage, congestion of fallback network) caused by mass simultaneous mobile originating requests for CSFB and increases the availability of the E-UTRAN resources for UEs accessing other services. 

When an operator determines that it is appropriate to apply access control for CSFB, the network may broadcast necessary information to provide access control for CSFB for each class to UEs in a specific area. The network shall be able to separately apply access control for CSFB, SSAC and enhanced Access control on E-UTRAN.
The following requirements apply for CSFB to 1xRTT:
-
In E-UTRAN, the network may apply access control for mobile originating session requests on CSFB from 1xRTT/E-UTRAN UE, The parameters received by the UE are dealt with in accordance with CDMA2000 procedures in 3GPP2 C.S0004-A: "Signaling Link Access Control (LAC) Standard for cdma2000 Spread Spectrum Systems – Addendum 2" [15].

For CSFB to UTRAN or GERAN, the necessary information in the broadcast to provide access control for CSFB is the same as that specified in Clause 4.3.1. In addition to those requirements the following apply:
-
Access control for CSFB shall apply for Access Class 0-9 and Access Class 11-15.It shall not apply for Access Class 10.

-
Access control for CSFB shall be applied for idle mode UE.

-
Access control for CSFB shall apply to all CSFB services.

-
Access control for CSFB may be provided by the VPLMN based on operator policy without accessing the HPLMN.
-
If Access control for CSFB, according to the UE's access class, disallows originating session requests for CSFB then a UE shall not send mobile originating session requests for CSFB. 

-
If Access control for CSFB is applied by the UE for a mobile originating session request for CSFB, the UE shall bypass enhanced Access control on E-UTRAN for that session.

-
The criteria on which a UE determines whether Access control for CSFB allows or disallows originating session requests for CSFB are equivalent to those for enhanced Access control on E-UTRAN, as described in clause 4.3.1. 

-
If access is not granted for the UE, mobile originating session requests for CSFB shall be restricted for a certain period of time to avoid overload of E-UTRAN due to continuous mobile originating session requests from the same UE.  The duration of the period shall be determined using the same operation specified in Clause 4.3.1. 

-
In case the network does not provide the Access control for CSFB information, the UE shall be subject to access class barring for Access Classes 0-9 and 11-15 as described in Clause 4.3.1.

4.3.4
Extended Access Barring

4.3.4.1
General

Extended Access Barring (EAB) is a mechanism for the operator(s) to control Mobile Originating access attempts from UEs that are configured for EAB in order to prevent overload of the access network and/or the core network. In congestion situations, the operator can restrict access from UEs configured for EAB while permitting access from other UEs. UEs configured for EAB are considered more tolerant to access restrictions than other UEs. When an operator determines that it is appropriate to apply EAB, the network broadcasts necessary information to provide EAB control for UEs in a specific area. The following requirements apply for EAB:

· The UE is configured for EAB by the HPLMN 

-
EAB shall be applicable to all 3GPP Radio Access Technologies. 

-
EAB shall be applicable regardless of whether the UE is in a Home or a Visited PLMN. 

-
A network may broadcast EAB information.

-
EAB information shall define whether EAB applies to UEs within one of the following categories: 

a) 
UEs that are configured for EAB;

b) 
UEs that are configured for EAB and are neither in their HPLMN nor in a PLMN that is equivalent to it; 

c)  UEs that are configured for EAB and are neither in the PLMN listed as most preferred PLMN of the country where the UE is roaming in the operator-defined PLMN selector list on the SIM/USIM,  nor in their HPLMN nor in a PLMN that is equivalent to their HPLMN

-
EAB information shall also include extended barring information for Access Classes 0-9. 

-
A UE configured for EAB shall use its allocated Access Class(es), as defined in sub-clause 4.2, when evaluating the EAB information that is broadcast by the network, in order to determine if its access to the network is barred. 
-
If a UE that is configured for EAB initiates an emergency call or is a member of an Access Class in the range 11-15 and according to clause 4.3.1 that Access Class is permitted by the network, then the UE shall ignore any EAB information that is broadcast by the network.

-
If the network is not broadcasting the EAB information, the UE shall be subject to access barring as described in clause 4.3.1

-
If the EAB information that is broadcast by the network does not bar the UE, the UE shall be subject to access barring as described in clause 4.3.1.

-
In the case of multiple core networks sharing the same access network, the access network shall be able to apply the EAB for the different core networks individually.

4.3.4.2
Overriding extended access barring

Overriding Extended Access Barring is a mechanism for the operator to allow UEs that are configured for EAB to access the network under EAB conditions. The following requirements apply:

-
The UE configured with EAB may be configured by the HPLMN with a permission to override EAB. 

-
For a UE configured with the permission to override EAB, the user or application (upper layers in UE) may request the UE to activate PDN connection(s) for which EAB does not apply.

-
The UE shall override any EAB restriction information that is broadcast by the network as long as it has an active PDN connection for which EAB does not apply.

4.4
Emergency Calls

An additional control bit known as "Access Class 10" is also signalled over the air interface to the UE. This indicates whether or not network access for Emergency Calls is allowed for UEs with access classes 0 to 9 or without an IMSI. For UEs with access classes 11 to 15, Emergency Calls are not allowed if both "Access class 10" and the relevant Access Class (11 to 15) are barred. Otherwise, Emergency Calls are allowed.

4.5
Control of UE Capabilities

To protect the user from the effects of a misbehaving UE (e.g causing additional charges, degraded performance) and to protect the network operator's network capacity, including radio resources and network signalling and processing, means shall be provided for the HPLMN/EHPLMN and the VPLMN to provide an indication to the UE as to which network provided services or functions it is not allowed to use.

The Selective UE Capabilities list, shall be maintained in the UE and the UE shall not request any services indicated as disabled. At registration the HPLMN/EHPLMN or VPLMN may interrogate the status of the list and provide a new list.

The Selective UE Capabilities list shall not be deleted at switch off and will remain valid until a new list is provided by the network. The Selective UE Capabilities list relates to the ME and not to the subscription.

It should be ensured that UEs are not maliciously disabled, including malicious disabling by a VPLMN, or accidentally disabled, or kept disabled, and there shall be a mechanism for restoring disabled UEs in all situations (e.g. in the case that the serving network does not support the control of UE Capabilities).

The UE should use the indications given in the Selective UE Capabilities list to inform the user of the non-availability of services or functions. 

There shall be a means for the network to provide an optional customer service number(s) which can be used, by the user, to assist in determining the cause of non-availability of specific services. The specifications should also provide the capability for the network to include an optional text string that will be displayed by the UE. 

The UE Capabilities list shall take precedence over subscribed services.

The services to be included in the list are: 

-
Call Control functions

-
Supplementary Services

-
Emergency Calls (including the (U)SIM-less case and subject to regional regulatory requirements, i.e. emergency calls shall not be disabled in regions where support of them is required)

-
SMS, via CS and PS

-
LCS, via CS and PS

-
GPRS based services

-
MBMS

-
IMS

4.6
Prevention of mobile-originating signalling and/or data traffic
The network shall be able to control the behavior of UEs in E-UTRAN in connected mode to prevent mobile originating signalling and/or data traffic, while the access barring mechanisms specified under Clause 4.3 are being applied to UEs in idle mode.
