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***** BEGIN FIRST CHANGE *****

9.4 ProSe Security, Authorization and Privacy Requirements

The Evolved Packet System shall support the following requirements for ProSe security, authorization and privacy.

[CPR.44][PR.82 & 115] When operating ProSe, the EPS shall be able to support regional or national regulatory requirements, (e.g. lawful interception, PWS).
[CPR.169][PR.114] When offering ProSe, the 3GPP system shall respect local regulatory frameworks on the use of licensed spectrum.
[CPR.163][PR.111 & 112] The system shall ensure that the confidentiality and integrity of both user data and network signalling over ProSe Communication path and ProSe-assisted WiFi Direct Communication to a level comparable with that provided by the existing 3GPP system.
[CPR.168][PR.113] Existing 3GPP security mechanisms shall be reused whenever possible and appropriate. 
[CPR.164][PR.96] The level of security provided by the existing EPS shall not be adversely affected when ProSe discovery and communications are enabled. 

 [CPR.165][PR.86] The 3GPP system shall ensure the authenticity of the ProSe Discovery information provided to the discoverer. 

 [CPR.166][PR.121] The permission to be discoverable is given by the user and shall be executed by the system, subject to operator control, on a per-application basis.
[CPR.167][PR.122] An operator shall be able to configure a ProSe-enabled UE with the permission to be discoverable or not by one or more ProSe-enabled UEs, without prior registration to the network, for example to provide the means for an enterprise or Public Safety organization to set permissions for its users. 

[CPR.2yy][PR.118] Authentication shall allow for security-enablement of large groups, regardless of whether group members have discovered each other in or out of E-UTRAN coverage.
 [CPR.45][PR.13] The operator shall be able to authorise discovery operations for each individual ProSe-enabled UE.
[CPR.174][PR.14] The operator shall be able to authorise the ability of a ProSe-enabled UE to be discoverable by other ProSe-enabled UEs. 

[CPR.175][PR.15] The operator shall be able to authorise the ability of a ProSe-enabled UE to discover other ProSe-enabled UEs.

[CPR.176][PR.10] An operator shall be able to authorise the use of ProSe Discovery information by an application.

[CPR.177][PR.11] A user shall be able to allow the use of ProSe Discovery information by an application.

[CPR.48][PR.49] The operator network and the ProSe-enabled UE shall provide a mechanism to identify, authenticate and authorise a third-party application to use ProSe capability features. 

[CPR.178][PR.19] The operator shall be able to authorise the ability of a ProSe-enabled UE to discover ProSe-enabled UEs camping on other PLMNs.

[CPR.179][PR.22] The VPLMN operator shall be able to turn on or off the ability for all the inbound roamers from a specific PLMN to be discovered using ProSe Discovery.  

[CPR.180][PR.23 & 24] When a ProSe-enabled UE is roaming in a VPLMN, its HPLMN operator shall be able to authorise the ProSe-enabled UE to discover and independently be discoverable by other ProSe-enabled UEs via settings which may be different from those for the non-roaming case.

 [CPR.182][PR.89 & 90] The operator’s network shall authorise the third-party application to set the ability of a ProSe-enabled UE to discover and be discoverable independently.
***** END FIRST CHANGE *****
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