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1. Overall Description:

SA3 would like to thank SA1 for the LS. SA3 has taken into account that for Rel-8 to Rel-11 UEs in limited service state shall be able to receive and display warning messages. The main reason being to ensure that PWS can be deployed in disaster areas.
SA3 notes that SA1 has not yet decided on any Rel-12 PWS requirements for UEs in Limited Service State. When analysing this, SA3 has come to the conclusion that the requirements for Rel-12 UEs in Limited Service State has far reaching consequences, not only concerning the ability to save lives, but also on the possibility to build a PWS security solution. The problem is complicated by the fact that only some countries are likely to deploy PWS security.
2. Analysis:

One of the current SA1 Rel-12 requirement states that: “When required by regional or national regulations, the PWS shall protect against false Warning Notification messages.” This of course means that when required by regional or national regulations, a Rel-12 UE shall not receive and display false Warning Notifications.

- To fully satisfy this requirement, a Rel-12 UE must only accept protected warnings. However if only some countries deploy PWS security then UEs with a home network supporting security visiting a country not supporting security will reject unprotected warning messages. Also, a Rel-12 UE cannot decide whether to accept unprotected messages or not solely based on the PLMN, as a false base station could set the PLMN to indicate a country that do not use PWS security.

- For a Rel-12 UE to be able to support unprotected Warning Notifications in countries without PWS security but not in countries with PWS security, the Rel-12 UE would need to first authenticate the Rel-12 network and receive an integrity protected message specifying whether the network supports signed PWS warning messages or not. The UE can then only receive PWS warning messages while connected or idle. For this to work, at least two things would need to apply:
I) Rel-12 UEs would need to be forbidden to receive PWS warning messages in limited service state
· Otherwise it is obviously easy to set up a fake base station and send false messages.

SA1 has now stated that for Rel-9 to Rel-11 a “PWS-UE in limited service state shall be able to receive and display Warning Notifications.” To protect against false Warning Messaging, this would need to be changed in Rel-12, with the serious consequences that people in limited service state would not receive potentially lifesaving warning notifications, and that PWS cannot be implemented in disaster areas. SA3 notes that in earthquake disaster areas, subsequent earthquakes are frequent. Forbidding Rel-12 UEs to receive warning message in limited service state is highly likely to cause causalities.
SA3 has discussed the issue with limited service state and has come to the conclusion that is it feasible for an attacker to force all people in an area to drop their current connection and attach in limited service state to a false base station.  

II) Rel-12 UEs would need to be forbidden to receive PWS warning messages from pre-Rel-12 GSM networks. 

· Otherwise it is obviously easy to set up a fake base station and send false messages.

As pre-Rel-12 GSM networks are probably the vast majority of networks with PWS or ETWS warning messages this do not seem practical as people with Rel-12 UEs would miss potentially lifesaving warning notifications. Forcing all pre-Rel-12 GSM networks with PWS or ETWS to introduce Rel-12 integrity protection do not seem practical either.
SA3 has discussed the issue with authenticated networks and a mechanism where the UE receive an integrity protected message specifying whether the network supports signed PWS warning messages or not. It was put forward that even with such a mechanism, UMTS would not protect from false base stations as a false base station could relay messages from a valid base station.

Without I) and II) the protection against false base stations would be full of loopholes and the SA1 requirement would not be fulfilled. Using PKI and distributing the public keys in the warning messages like in the implicit certificate solution would make it possible to receive protected PWS warning notifications in limited service state. But to protect against false base stations, either PWS security would need to be mandated and deployed in all countries or all UEs would need to be aware of their location in limited service state by some non 3GPP means (e.g. GPS), neither of which seem feasible currently.

Under the current circumstances with only some countries likely to deploy PWS security, the need to use PWS in disaster areas, and legacy network to take into account, there do not seem to be any obvious way to protect against false base while still supporting warning messages for roaming users. Unfortunately all possible solutions seem to have serious drawbacks and it is questionable whether any of them are worth going forward with.
3. Summary:

Assuming the current PWS security requirements, SA3 sees only two options:

· A) SA1 mandates that PWS Security must be used in Rel-12 in all countries.
· B) Rel-12 UEs with PWS Security enabled are required to discard all unprotected warning messages when it cannot authenticate the network (e.g. I) and II) above).
Note: The above is with the understanding that national governments may impose further requirements on the UE.

Both approaches have several disadvantages as outlined in the discussion section above. 
Unless option A) or B) is feasible, SA3 believe that the current PWS security requirements cannot be met.
4. Actions:

To SA1 group.

ACTION: 
· SA3 would like SA1s to decide on requirements for I) and II).

· SA3 would like SA1s input on whether option A) or B) would be feasible.
· SA3 would like SA1 to reconsider their PWS Security requirements regarding limited service state, security, and security aspects of roaming users.
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