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1 Introduction

This contribution describes information to be used by the ProSE Discovery in the case of commercial UEs (i.e. using non-Public safety ProSe identifiers). A use case is provided, as an illustrative example on how the identifiers could be used. The proposal takes the view that the “identifiers” found during ProSe Discovery should contain, in part, an application/service information element which can be set/changed at the application layer by the user being discovered, and used to filter, primarily at the application layer, by the application on the UE performing the discovery. 
The proposed use case cover the most likely possible uses of ProSe discovery:

· Discovery of individual users with and without confidentiality

· Discovery of applications that a UE has or intends to use

· Discovery of individual users within the context of an application

· Discovery of entities which are not necessarily physical persons

It is believed that, given the goal of the technical report to illustrate Proximity Services, a comprehensive example showing the inter-workings of the system, network, applications and user would be highly beneficial.
Discussion and Rationale for proposed additions:

When used for ProSe-related commercial applications, the identifiers for UE discovery need to serve a variety of purposes, thus they may need to contain different information, depending on the situation:

· The first and arguably most obvious case is when the information contained in the identifier uniquely identifies the user of the UE. In this case the user should have the choice to have the id confidentiality protected (encrypted) for privacy, or transmitted in clear, to assist anyone else with discovering the user and possibly, identifying the user via an “address book” –type application stored on their devices.
· In a second case, a privacy concerned user would like to be discoverable only by a set of certain authorized persons. In this case, the user identity would be encrypted and additional information must be placed in the identifier to allow it to identify a pre-distributed key with which the identity of the user can be decrypted. 
· Another case of potential interest is a user whose UE is capable of running a small and select set of important and widely used applications that have been vetted and are endorsed by the operator.  In the context of the operator, the applications in this small set can be uniquely identified. During ProSe Discovery, the user may allow the transmission of e.g. a limited size bitmap which indicates which of those well known applications the UE is capable/willing to run. At a minimum, a “directory services” type application should be present. During ProSe Discovery, other units may match the set of well known applications in their own bitmap against those on the discovered UE bitmap to decide whether the UE is( or is not) “ of interest” (or “useful”).
· In the general case there may be a large number (e.g. hundreds, thousands) of applications that a user can download from the Internet without the network operator’s knowledge or ability to vet or track. Within the context of each application, the user may have his/her own identity specific to that application and his/her group of “friends”, different than his/her application id and group of “friends” in another application.  In this case, the discovered user will provide a list of pointers that can be used by the “discoverer” to contact one or more servers connected to the network to identify applications of interest and find the identity of the discovered user within the contexts of these respective applications, subject to secure access control not managed by the network operator.
· A simpler case, is discovery of entities that are not necessarily persons, e.g. restaurants, police stations, etc. which indicates that some information on the natures of the establishment should be part of the identifier. It is desirable though, to avoid putting the network operator in the position and business of establishing application level categories and classifications. In this case, after some eventual initial broad classification, the UE should contact a directory server, not necessarily operated by the network operator, to further match the identifier and obtain information relevant to the user.
· If and when public safety UEs roam on a non-public safety network, it may be desirable that public safety UEs be able to discover each other, but be not discoverable by commercial UEs.

In short, it is desirable that the identifiers for public safety discovery carry information that can be rapidly and automatically used for filtering and selection.  
2 Proposed text
******  Start of proposed new text ******
5.1.12
Commercial Discovery Identification
5.1.12.1
Description

A first group of teenagers is present at a mall and interested in social networking activities with other teenagers. They all have ProSe capable UEs which are enabled for ProSe Discovery. Various applications run on their UEs: some are endorsed/supported by the operator which assigned them unique ids, most are not, as they have been downloaded from the Internet. A second group of teenagers arrives at the mall, also interested in social networking activities, and carrying ProSe capable UEs loaded with applications and enabled for ProSe Discovery. 
5.1.12.2
Pre-Conditions

Alex has waived his privacy rights and his identity is available in clear, to be ProSe discovered.  Beth, on the other hand, is very privacy conscious and wants to be ProSe discoverable only by someone from within a circle of friends. Charlie is solely interested in finding someone, anyone, who is willing to play with him remotely a very popular video game. Daniel is also interested in finding a partner to play a video game with, but in his case the game is less known, considered more sophisticated. Daniel is known as the “invincibleOne” in that game’s community of players and, for privacy reasons, does not want the world at large to know his real identity or contact information.  Erin is solely interested in deciding in which one of the several restaurants in the mall they should all have dinner. 

Then Armand, Bev, Clarisse and Debbie arrive at the mall.
5.1.12.3
Service Flows
Alex, whose identity is available in the clear, is discovered by everyone, and his identity is matched against entries present in their address books. Only Armand’s application finds an entry in the address book matching Alex’s identity, so Alex’s presence is advertised only to Armand. 
Beth is discovered by both Armand and Bev, but her id is recognized as encrypted, so running it through the address books of known ids does not make sense. Instead, both Armand and Bev extract the key identifier from Beth’s ProSe identifier, but then only Bev manages to find a matching key (which had been given to her by Beth) in a locally stored list on her UE. Using that key, Bev’s application decrypts Beth’s identity and displays Beth as present. Armand, who could not decipher Beth’s identity, does not see Beth as present.  
Clarisse, who similarly to Charlie is interested in finding a game partner, ProSe Discovers Charlie’s UE and extracts the bitmap of games/applications that Charlie has included in his ProSe identifier. Once Clarisse’s application finds a game that Charlie has also advertised, her application declares Charlie “discovered”, even without matching his identity against entries in the local address book. 
Debbie, who as Clarisse and Charlie, was interested in a game, proceeds in a similar manner as Clarisse, but it is not able to match any of Charlie’s application/games. Thus it ignores Charlie and moves on to Daniel. Unfortunately, Daniel’s identifier does not contain enough information for a direct match. Instead, Debbie’s UE attempts (subject to permissions) to use the pointers provided by Daniel to access network servers that are in various service (i.e. games or applications) providers’ domains.  Eventually, it identifies the game that Daniel wants to play and identifies Daniel’s nickname in the context of the game (i.e. “invincibleOne”). 
Erin indicates via her application that she is interested in the restaurants in her proximity. After performing ProSe Discovery, which yields a set with a large number of UEs, Erin’s application is able to reduce the set somewhat, based on some categorical information provided by the identifiers. However, there are still more UEs that there are restaurants in the mall, and Erin’s device automatically connects to a directory server, which contains enough information to identify the restaurants. From there the application is redirected to an information server that specializes in restaurants, and the information about the restaurants on Erin’s list is downloaded to Erin’s UE, for her to examine.
5.1.12.4
Post-Conditions

Alex and Armand can establish a call between them, and similarly Bev and Beth. Clarisse and Charlie are connected via their common application and they can exchange messages in the context of that application. Similarly, Debbie and Daniel.  Erin may use the information about her selected restaurant to get directions on how to go there.
5.1.12.5
Potential Requirements

UEs with public safety identifiers shall not be ProSe discoverable by non-Public Safety UEs.
If a UE does not waive its confidentiality rights, the user shall have the ability to grant and revoke the ability of specific other users or groups of users to discover her/him.  

Identifiers used in ProSe Discovery shall be able to carry categorical information which can be, in part, set and changed by user and/or application. Examples of such information include identities of well known applications  or categories, pointers to directory services which contain information about applications and the identity of users in the context of those applications.
Variable length and/or multiple format identifiers may be used, if necessary. 
******  End of proposed text ******
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