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1. Introduction

This contribution proposes a requirement for ProSe security.

· Propose the requirement in 6.4 for authorization and security policy
· Delete the editor’s note in 6.4 as the authorizing party’s will be determined by SA3.

2. Proposal
******  Start change ******
6.4
Additional Security Requirements

The system shall ensure that ProSe is secure.

The system shall ensure that ProSe Discovery respects privacy.

The system shall ensure the validity of the ProSe Discovery information provided to the discoverer.The system shall be able to provide security comparable to that provided for the current 3GPP system for ProSe Communications, reusing existing 3GPP security mechanisms whenever possible and appropriate. 

The system shall be able to restrict ProSe Discovery information to the ProSe-enabled UEs that have been authorized.
Authorization, Authentication and security policy shall be under control of network operator. 

The system should support information authenticity among the ProSe-enabled UEs so that no unauthorized UE can establish ProSe communication or enable malicious attacks.


******  End change ******

