3GPP TSG-SA WG1 Meeting #60
      S1-124016
Edinburgh, UK 12th November – 16th November 2012
Title:
LS on Lawful Interception Requirements for Proximity-based Service
Release:
Rel-12
Work Item:
FS_ProSe
Source:
SA1

To:
SA3-LI

Cc:
SA3

Contact Person:


Name:
Kanchei (Ken) Loa
Tel. Number:
+886 2 66003814

E-mail Address:
loa@iii.org.tw
Attachment: 
S1-122223

1. Overall Description:

SA1 have noted a new working item, Lawful Interception Rel-12 (LI12), has been proposed in SA3-LI. In this working item (SA3LI12_070r2), SA WG3-LI is planning to study all relevant function and services of Rel. 12 to fulfill the national requirements on interception.
According to 3GPP TS 33.106, TS 33.107, TS 33.108, the existing lawful interception architecture is a loosely coupled with underline communication architecture. However, based on 3GPP TR 22.803 v1.0.0, the data of any two proximity peers are transfer to each other directly, which cannot be intercepted by existing loosely-coupled lawful interception architecture As a consequence, it is not feasible to intercept the content of communication (CC) between these two proximity peers without having a lawful interception architecture embedded within the direct communication of proximity services. Therefore, we shall consider the lawful interception as one of basic use cases and requirements within the direct communication architecture itself.
During TSG-SA WG1 Meeting #59, a generic requirement for lawful interception has been adopted in 3GPP TR 22.803 v1.0.0. A new working item (S1-122481) regarding proximity-based services specification has been proposed to identify appropriate service requirements from the study phase for including in 3GPP TS 22.278. Therefore, SA1 kindly asks SA3-LI to add proximity-based discovery and communication to the scope of the work item, Lawful Interception Rel-12 (LI12).
2. Actions:

To SA3-LI group.

ACTION: 
SA1 kindly asks SA3-LI to add proximity-based discovery and communication to the scope of the work item, Lawful Interception Rel-12 (LI12).

3. Date of Next TSG-SA WG1 Meetings:

TSG-SA WG1 Meeting #61
28 Jan – 01 Feb 2013,  
Prague, Czech Republic
TSG-SA WG1 Meeting #62
06 May – 10 May 2012,
TBC, India
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Introduction

During SA1 discussion, ProSe communication proposals [1][2][3][4] have been discussed. Whatever the solution retained in stage 2/3, the support of current network functionalities such as the support for lawful interception [5][6][7] shall be maintained. Therefore, a top-level generic potential requirement regarding lawful interception should be specified in stage 1 specification from SA1.
In particular one potential solution is a direct UE to UE data path. This will not be possible if lawful interception is required. In other word, the decision for data path establishment shall remain under network operator’s control in order to be possible only if the operator has no interception to do when direct path is the solution retained.

For potential solution under which the ProSe communication goes locally via eNB, the same requirement can apply, but here, the ProSe optimized communication can always take place, i.e. also with lawful interception.

Those requirements are proposed to be added in the current TR.
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[1] S1-120068, Proximity aware service consideration on lawful interception

[2] S1-120069, Relaying and intercepting for Proximity services

[3] S1-120070, Anonymously multi-party communication interception
[4] S1-121202, ProSe and lawful interception
[5] TS 33.106, Lawful interception requirements

[6] TS 33.107, Lawful interception architecture and functions

[7] TS 33.108, Handover interface for Lawful Interception (LI)
Proposal

It is proposed to change the following to TR 22.803 V0.3.0 (FS_ProSe).

*** First Change ***
6
Potential Requirements

6.1. Operational Requirements

When Operating ProSe, the EPS shall be able to support regional or national regulatory requirements, (e.g. lawful interception, PWS).
*** End of First Change ***
