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Introduction

This contribution reopens the issue of representations of UE identifiers to be used in ProSe discovery .

Discussion

This contribution aims to resolve the following FFS in section 5.1.1.5: 

“A discovering UE shall be able to determine whether or not a discovered UE is useful to it.

Editor’s Note: Role of the user, application and operator in such determination is FFS.”

We hold it self-evident that the system cannot determine the usefulness of an entity without employing a way to refer to that entity…and so the most broad approach is to define a “Prose identifier”. By introducing this term, we are not “getting into the solution space”. It is to simplify wording, e.g., avoid awkward phrases such as “separate pieces of ProSe discovery information”.

How should a UE determine whether or not another UE is useful to it? We start off  by listing how NOT to arrive at this determination: 

· Discover all UEs in proximity and then connect to a server or each of the UEs in order to allow the filtering to be performed by applications.

Moving on to means of achieving this determination, we propose that the user, application and operator have the following roles:

· The user determines via an application whether it is useful to be informed of the proximity of another UE. Furthermore, usefulness can be determined by the discovery range set by the user, within the limits of the policy the operator has allowed for that application, if any.    
· The operator can authorize a UE for ProSe discovery based on range criteria and subscription information.

· The system allows filtering of useful UEs from not useful UEs to be done below the application layer (i.e., at the ProSe or “network” layer)

Another related requirement in the same section is: 

”  The system shall ensure that ProSe Discovery respects privacy.”.
Lastly, another requirement involves the permission granting by a UE to be discoverable by another UE:

“Subject to user and operator settings, a ProSe-enabled UE shall be discoverable only by other UEs in proximity that are explicitly permitted by the discoverable UE.”
The permission to be discovered is granted by a user via an application, but it may not be a static and binary permission:  
· It may change with the time of day (“my boss should only be able to discover me during work hours”), 
· it may be revoked (“Mary no longer wishes to be discovered by John), and 
· it may be dependent on the discovery range (“interested in proximity of my daughter when she is in any range of me, but of the proximity of a printer only when within a short range of me”). 
We submit that, in light of existing requirements, the ProSe discovery information (or ProSe Identifier) should:
1. Allow the system to “filter” out by usefulness, e.g., for UEs to pass up to ProSe-enabled applications only ProSe discovery information that is of interest to that application. This includes discovery of categories of UEs, e.g., only restaurants.
2. Allow the granting as well as revocation of discovery permissions by a user via an application

3. Be different from and not associable with an existing [sensitive] 3GPP UE identifier (e.g. IMSI, IMEI, even MS-ISDN), so as to respect privacy. Additionally, support privacy of the UE in general by not increasing the risk of unauthorized UE tracking (a risk made possible by the linking of the proximity information used by different applications to one single and stable UE identifier)
4. Enable multiple applications on a UE to independently set ProSe discovery parameters such as discovery range class within which to be discovered, and the discovery range class within which to discover other UEs of interest.

Proposal

It is proposed to change the following in the TR 22.803 (FS_ProSe).

*** First Change ***
3
Definitions, Symbols and Abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Proximity: proximity is determined (“a UE is in proximity of another UE”) when given proximity criteria are fulfilled. Proximity criteria can be different for discovery and communication.

Editor’s Note: The Proximity definition could be split in two specific definitions for discovery proximity and communication proximity. This is FFS

Editor’s Note: The TR Requirements should state that Proximity criteria are under the control of the operator. It is FFS whether specific proximity criteria are going to be defined in this TR

ProSe Discovery: a process that identifies that a UE is in proximity of another, using E-UTRA. 
ProSe Communication: a communication between two UEs in proximity by means of a communication path established between the UEs. The communication path could for example be established directly between the UEs or routed via local eNB(s).
ProSe Identifier: An identifier used in ProSe Discovery.
ProSe-enabled UE: a UE that supports ProSe Discovery and/or ProSe Communication. Unless explicitly stated otherwise in this TR, a UE refers to a ProSe-enabled UE.

Editor’s Note: In the requirements, one of the terms “ProSe-enabled UE” should be used…not just “UE”

ProSe-enabled Network: a network that supports ProSe Discovery and/or ProSe Communication. Unless explicitly stated otherwise in this TR, a network refers to a ProSe-enabled network.

Open [ProSe] Discovery: is ProSe Discovery without explicit permission from the UE being discovered. 
Restricted [ProSe] Discovery: is ProSe Discovery that only takes place with explicit permission from the UE being discovered. 
ProSe Group Communication: a one-to-many ProSe Communication, between two or more UEs in proximity, by means of a common communication path established between the UEs. 

ProSe Broadcast Communication: a one-to-all ProSe Communication, between all authorized UEs in proximity, by means of a common communication path established between the UEs.
*** Second Change ***
5.1.1
Restricted ProSe Discovery Use Case

5.1.1.1
Description


This use case describes a basic scenario for ProSe Discovery that can be used for any application. A social networking application is used as an example to illustrate this use case.
5.1.1.2
Pre-Conditions


An operator offers a service which makes use of the ProSe feature, in which:
-
A ProSe-enabled UE of a given user is able to discover and be discoverable by the ProSe-enabled UEs of his/her friends;

-
A social networking application is enabled to use this ProSe feature.

Mary, Peter and John use a given social networking application. In the context of this application, the following relationships are established:

-
Mary and John are friends.

-
John and Peter are friends.

-
Mary and Peter are not friends.

-
There might be hundreds of other ProSe-enabled UEs in the vicinity of Mary using the same or other applications 

In addition, the following assumptions are made:

-
Mary, Peter and John use ProSe-enabled UEs;

-
Mary, Peter and John are subscribed to the same cellular operator;

-
Mary, Peter and John are currently residing on their HPLMN;

-
Mary, Peter and John are subscribed to an operator service that allows them to use ProSe;
-
Mary has given permission to John to discover her and vice versa;
-
John has given permission to Peter to discover him and vice versa;
The social networking application used by Mary, Peter and John is enabled by the operator to benefit from ProSe.

5.1.1.3
Service Flows

Mary decides to look for a friend via her application, and so do John and Peter. Thus (e.g. following interaction with her application), as Mary’s UE comes into proximity of John’s and Peter’s UEs, the user experience is such that, without any further user interaction with the device:
-
Mary’s UE detects (for example using direct radio signals or via the operator’s network) that John’s UE is in its proximity; 

-
John’s UE detects that Mary’s UE is in its proximity;

-
Mary’s social networking application learns that John is in or out of her proximity;

-
John’s social networking application learns that Mary and Peter are in or out of his proximity;

-
Mary’s UE does not detect that Peter’s UE is in its proximity;

-
Peter’s UE does not detect that of Mary’s UE is in its proximity.

-
Mary’s social networking application does not detect that Peter is in or out of her proximity
-
Peter’s social networking application does not detect that Mary is in or out of his proximity
As the social network application of Mary detects that John is in her proximity, Mary may decide to transfer data to John via the social networking application.

ProSe discovery is achievable without any location information.

5.1.1.4
Post-Conditions

None
5.1.1.5
Potential Requirements

General
Based on operator policy and user choice, the proximity of two ProSe-enabled UEs shall be determinable; for example, using direct radio signals or via the operator network. 

 

.
A ProSe identifier shall support the following functionality:
· Allow filtering for UEs of interest: specific UEs and categories of UEs;
· Maintain separation from existing 3GPP UE identifiers to prevent their disclosure to unauthorized parties;
· Allow both granting and revocation of discovery permissions for other UEs; 
· Enable applications in a UE to independently set and reset discovery parameters, such as discovery range. 
Policy and user choice can set the ProSe feature to enable a UE:

-
to discover other UEs in its proximity but not be discoverable;

-
to be discoverable by other UEs but not be able to discover other UEs in its proximity;

-
to discover other UEs in its proximity and be discoverable by other UEs;

-
to disable to be discoverable by other UEs and the discovery of other UEs.

ProSe Discovery shall support a minimum of three range classes – for example short, medium and maximum range.

The operator shall be able to authorize per subscription which range classes ProSe Discovery is allowed to use.

An application can request to use a certain ProSe Discovery range class.

The impact of ProSe Discovery on battery consumption should be minimized at a level that is sufficient for the service and does not impact the user experience of using the UE.
Subject to user and operator settings, a ProSe-enabled UE shall be discoverable only by other UEs in proximity that are explicitly permitted by the discoverable UE.
ProSe shall allow the simultaneous operation of applications on a UE, ensuring that ProSe discovery info is only available to applications that were specifically authorized.

An operator shall be able to authorize the use of ProSe Discovery information by an application.

A user shall be able to allow the use of ProSe Discovery information by an application.

ProSe Feature Authorization

The operator shall be able to turn on or off the ProSe Discovery feature in its network.

The operator shall be able to authorize discovery operations for each individual UE.

The operator shall be able to authorize the ability of a UE to be discoverable by other UEs. 

The operator shall be able to authorize the ability of a UE to discover other UEs. 

Charging

The operator shall be able to charge for ProSe Discovery features including: 

-
the ability for a UE to be discoverable including the range class;

-
the ability to discover other UEs; 

-
the event of discovering a UE. 

Editor’s Note: 
Handle Privacy issues

*** End of Changes ***
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