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Introduction

The “Basic Social Use Case” of the FS_Prose TR calls for the handling of privacy issues. This contribution addresses  the privacy issues associated with this use case.
Discussion

It has been agreed that  an integral part of discoverability of a UE is the type of  discoverability: null/none (i.e. not discoverable at all), open (discoverable by all) and restricted (discoverable only by a set of explicitly permitted UEs).  From the discoverer’s standpoint, when a UE is discovered, the state of discoverability is also immediately obvious, i.e.  whether it’s open or restricted. This means that a UE should not need to consult a any other party in order to find out whether the discovered UE’s discoverability is open or restricted. 

Furthermore,  the presence of a UE with restricted discoverability can be determinable or not determinable by a UE in proximity, depending on previous permissions, and this process should not involve consulting a server in real-time (i.e. permissions should be fairly long-lived, to avoid unnecessary battery drain). 

Proposal

It is proposed to change the following in the TR 22.803 (FS_ProSe).

*** First Change ***
5
Use Cases and Scenarios

5.1 
General Use Cases 

5.1.1
Basic Social Use Case

5.1.1.1
Description

This use case describes a basic scenario for ProSe discovery for social use.

5.1.1.2
Pre-Conditions

An operator offers a service which makes use of the ProSe feature, in which:

· A ProSe enabled UE of a given user is able to discover and be discoverable by the ProSe enabled UEs of his/hers friends;

· A social networking application is enabled to use this ProSe feature.

Mary and John use a given social networking application. In the context of this application, the following relationships are established:

· Mary and John are friends.
· John and Peter are friends.

· Mary and Peter are not friends.
In addition to that, the following assumptions are made:

· Mary, Peter and John use ProSe-enables devices;

· Mary, Peter and John are subscribed to the same cellular operator;

· Mary, Peter and John are currently residing on their HPLMN;

· Mary, Peter and John are subscribed to an operator service that allows them to use ProSe;

The social application used by Mary, Peter and John is enabled by the operator to benefit from ProSe.

5.1.1.3
Service Flow

As John and Peter move towards Mary, the user experience characteristics are such that, without any further user interaction with the device:
· Mary’s UE  detects (for example using direct radio signals or via the operator’s network)  that it is in proximity of John’s UE; 

· John’s UE detects that it is in proximity of Mary’s UE.

· Mary’s social networking application learns that John is in or out of her proximity
· John’s social networking application learns that Mary is in or out of her proximity
· Mary’s UE does not detect that it is in proximity of Peter’s UE.
· Peter’s UE does not detect that it is in proximity of Mary’s UE.
As the social network application of Mary detects that John is in her proximity, Mary decides to transfer data to John via the social networking application.

ProSe discovery is achievable without any location information.
5.1.1.4
Post-Conditions

None

5.1.1.5
Requirements

General

Based on operator policy, and user choice, the proximity of two ProSe capable UEs shall be determinable; for example, using direct radio signals or via the operator network. 
Subject to user and operator settings, a ProSe-capable UE shall be discoverable only by other UEs in proximity that are explicitly permitted by the discoverable UE.  The permission setting should be knowable without requiring real-time exchange of information with a server or other third party. in advance of the discovery event.
Policy and user choice can set the ProSe feature to enable a UE:

-
to discover others UEs in its proximity but not be discoverable;

-
to be discoverable by other UEs but not be able to discover others UEs in its proximity;

-
to discover others UEs in its proximity and be discoverable by other UEs;

-
to disable discovery of other UEs.

Operator policy and user choice can be different for licensed vs. unlicensed spectrum.

The impact of proximity discovery on battery consumption should be minimized at a level that is sufficient for the service and does not impact the user experience of using the device.

Editor's Note: There is a need to define "proximity"
ProSe Feature Authorization

The operator shall be able to turn on or off the ProSe discovery feature in its network.

The operator shall be able to authorize discovery operations for each individual UE.

The operator shall be able to authorize the ability of a UE to be discoverable by others. 

The operator shall be able to authorize the ability of a UE to discover others. 

Charging

The operator shall be able to charge for proximity discovery features including: 

-
the ability for a UE to be discoverable;

-
the ability to discover other UEs; 

-
the event of discovering a UE. 



*** End of Changes ***
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