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Abstract: Service-based access control is a natural expansion of the EAB concept for devices with multiple applications.  Granular access control for such devices needs to be, at the same time, operator-controlled and scalable, taking into account the relevant real-world constraints.
1. Introduction and Background
In the LS S1-113218 (S2-114698), replying to RAN2 on EAB Requirements, SA2 alludes to the possibility of allowing multiple access priority levels assigned to MTC applications.  
This translates into possibility for multiple access levels being assigned to such applications, and consequently ending up with UEs that could be subject to multiple different levels of access control.  This is in contrast to the Release 10 assumption of a single “low access priority” for EAB provisioned MTC devices.
Access control here relates to access delay tolerance.  The term “access delay tolerance” refers to the application sensitivity to network access postponement.

We believe that a form of  “access control” that depends on the nature and characteristics of the service is an attractive concept for an operator. This concept may embrace single-service UEs (e.g. different type of MTC devices running one specific application with a certain feature e.g. access delay tolerance) or multi-service UEs (one UE running various applications with different features e.g. access delay tolerance). We refer to this as “Service Based Access Control”.
This contribution explores this concept from a service requirements perspective.
2. Range and Variety of Access Delay
In the aforementioned LS, SA2 describes one case of a variety of access delay tolerance for automotive communication devices, which perform a variety of functions, e.g.:
· Low access priority function, such as transfer of weekly engine performance/diagnostic data;

· Normal (medium) access priority function for driver-requested road traffic information;

· High priority access, e.g. for collision avoidance or crash response.

One can readily see the possibility of potential extension to more than just three levels, each associated with quantitative attributes of access delay tolerance, and therefore resulting in the same UE being subject to different access control depending on which application is triggering that UE.  This generalized case is also applicable to the simpler case of a UE with a specific application being subject to specific access control applicable for such application.  Access delay is one of the examples of application features. Other application features are also to be considered for the levels of Service Based Access Control.
3. Problems to Address
The obvious issue that needs to be tackled in this area is that many UEs can run a variety of applications (e.g. smartphones), each of which with a specific access delay tolerance, and each of which would have different service characteristics.

Also, the bouquet of applications on a given device may vary in time and it may be impossible for the network to have an instantaneous knowledge of each device’s application set. This is true for both human-controlled device than for devices connected to machines (eg in industrial automation scenarios or similar).
Ideally, those UEs would be subject to different levels of access control, depending on the type of service that is trying to access the network. In reality, this can be practically achieved only if the requirements can scale sufficiently.

From an SA1 perspective, it is therefore necessary to devise a technical approach that:
· allows an operator to provide access control “instructions” to UEs camping on his network 

· takes into account the fact that those UEs may be carrying a variety of applications, which could be unknown to the network

· is scalable and efficient 

4. Conclusion and Recommendation 
Service-based access control is a an attractive issue, that can be solved if requirements are set properly. 
We see this issue as important as the number of devices and applications grows, and it is also important that the subject matter be thoroughly addressed from the long term perspective.  
We therefore solicit interest in taking this up as a distinct Work Item or Study Item in Release 12, independent from other ongoing SI/WIs.
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