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1. Overall Description:

SA1 thanks SA3 for the LS on iFIRE in S1-113187/S3-111234. SA1 has reviewed the attached document S3-111233 and provides the following responses. 
SA3 Item 1:  

Whether the needs of the firewall operator are to be considered in the study.

SA1 Response:  

SA1 views that the needs of all types of firewall operators need to be considered in the study including mobile operators, service providers, enterprise, and consumer types of firewall operators.  

SA3 Item 2:

Feedback on which firewall operator needs SA1 would wish SA3 to consider.

SA1 Response: 

The feedback on the needs and requirements of firewall operators is provided below:

Feedback on Premises Placed Firewall and NAT Traversal:  

SA1 opinion is the following :.  

A premises firewall operator may require the following:

· To have awareness of whether or not IMS traffic traverses its firewall
· To block/permit all IMS traffic to traverse its firewall
· To allow per UE policy for blocking/permitting IMS traffic 
Premises firewall operators may need these policies for reasons such as:

· To block unauthorised services

· To limit usage of network resources from unauthorised applications

· To prevent or limit it or its agents from violating commercial terms of service from its internet service provider that may not permit access save for the purpose of email, browsing, or file transfer.

Feedback on Network Placed Firewall and NAT Traversal:  

 SA1 opinion is the following:  

A network firewall operator's requirements are the same as those for the premises firewall operator (see above).

Network firewall operators may need these policies for reasons such as:

· To enforce its network policies and/or business agreements either for all users or on a per user basis (depending on the user’s service agreement). 

· To allow network management for reasons, such as to block or restrict IMS services offered “over the top” either for all users or on a per user basis (depending on the user’s service agreement).

· To prevent or reduce its consumer or enterprise subscribers from using IMS services that violate the terms of service they have agreed to, such as limiting Internet access to browsing, file transfer, and email as may be commonly found in many commercial terms of service.

Feedback on Premises and Network Placed Firewall and NAT Traversal:  

Support for multiple firewalls (with or without NAT) whether at the premises or network or both and support for simultaneous operation of multiple firewalls need to be considered.  
Feedback on Premises/Network Policy Enforcement:  

Firewalls are embodiments of PCEF.  Other PCEF exist that merit consideration including HTTP proxies, DPI devices including TDF (in work item SAPP in Rel-11) that interact with policy control, or other DPI devices that use techniques to inspect and admit or deny traffic.  Support for traversal through HTTP proxies and other PCEF whether placed co-resident with firewalls or distinct is required.  Support for traffic that is to pass through PCEF and TDF as well as their interactions with policy is a requirement.  The ability for such traffic to be detected and the complexity of such detection should be a consideration in the analysis and recommendation of proposed solutions.
2. Actions:

To SA3 group.

ACTION: 
SA1 kindly asks SA3 group to consider the above responses to items 1 and 2
3. Date of Next TSG-SA WG1 Meetings:

SA1#57
13 – 17 Feb  2012 

Kyoto, Japan

SA1#58
07 – 11 May 2012

Seville, Spain, EU
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