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1. Introduction:

SA3 would like to thank ETSI M2M for their LS and their interest to utilize the Generic Bootstrapping Architecture in their work. SA3 discussed the LS and would like to give the following answers

For the following ETSI M2M question: “Seeking for coordination with 3GPP, ETSI TC M2M kindly asks 3GPP SA1 and SA3 to provide feedback on requirements and use cases for integrity validation in 3GPP in relation to M2M aspects.” SA3 would like to answer that SA3 does not have requirements or use cases for integrity validation in relation System Improvements for Machine Type Communication SIMTC.
For the ETSI M2M request to consider changes to GBA specification TS 33.220 it became clear, that SA3 can only give some general guidance for GBA usage, but for the specific request we would require further information to answer your request.
2. General GBA Usage Guidance

We would like to provide some general GBA usage guidelines which may help you in your discussion on the potential usage of GBA.

· GBA is a mechanism providing a shared secret based on the credential information related to the subscription in the UE and the HSS. It is not bound to a specific device, GBA keys are bound to a subscription. For example, if the UICC is removed from the device, the GBA related keys are deleted.
· GBA is a generic tool, hence the BSF service is application agnostic i.e. it does not contain application specific logic, data or perform application specific processing

· The USS is stored as part of the GUSS in the HSS and contains static application specific security settings related to the keys bootstrapped specifically for the application is to be used (e.g., identity, authorization information related to the key lifetime. This information is bound to a specific subscription and not device specific.

3. Open Issues

The Liaison Statement provided some information, but to provide detailed feedback on your request the following questions were raised and would need further clarifications:

(1) Can the MAS be used to store device related information? Especially, can the MAS be used to store device related information like IVal attributes when the Service Connection Procedure uses GBA?
(2) Can we make the assumption that a MAS node is available in the architecture and is this architecture final?
(3) Would a requirement that the MAS node stores the device related information be sufficient for the ETSI M2M purposes? 
(4) What information exactly is intended to be stored in the network server? Please, inform us of the full list that is to be stored and what kind of information it is. SA3 makes the assumption that the device specific information is stored in one logical entity that is part of the 3GPP operator network, this entity we will call throughout this LS “network server”.
(5) What storage options have been considered in ETSI M2M for the information from question 4?

(6) Is the IVal bound to software and hardware of the device?
(7) Will the information stored in the network server require updates?

(8) Would those updates need to be synchronized i.e. real time between device and server in the network where the data is stored?
(9) Is it possible that the access network subscription in the UE, i.e. the USIM or ISIM, is moved between devices, in other words, the access network subscription is put into another device?
(10) Is there an underlying assumption of a binding between UICC and device? 

(11) If an M2M node (where to our understanding may reside several of those on a M2M device) is added or deleted or modified, would that require update of information stored in a network server?
(12) How is the public key for the IVal result generated and enrolled into the network server?

(13) Where is the private key used for generating validation result stored in the device? Is there one private key per device or one per M2M node?

3. Actions:

ACTION to ETSI M2M: 

SA3 asks kindly to provide answers to all the questions above.
3. Date of Next TSG-RAN WG2 Meetings:
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