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1. Overall Description:

3GPP SA1 would like to thank 3GPP SA3 for the liaison (S1-111212) clarification of type(s) of operator-controlled SSO credentials.  3GPP SA1 would like to reply to the ongoing work on “Study on Security aspects of Integration of Single Sign-On (SSO) frameworks with 3GPP networks”.  
The liaison asked two questions to help progress the work on their TR.   

The first question asks guidance from SA1 regarding the type(s) of user credentials (listed below) for SSO methods which can be considered in the SA3 ‘Study on Security aspects of Integration of Single Sign-On (SSO) frameworks with 3GPP networks’. Of the four types cited, type 3 has the lowest priority.
1) operator-controlled USIM and ISIM credentials (stored in the UICC) , and/or 

2) operator-controlled IMC credentials as used today for accessing Common IMS from 3GPP2 access when the non3GPP-only terminal in 3GPP2 does not use ISIM, i.e. credentials are not stored on UICC, and/or
3) operator-controlled EAP-AKA(‘) credentials as used today for accessing EPC from non3GPP access when the non3GPP-only terminal does not use USIM , i.e. credentials are not stored on UICC, and/or
4) operator-controlled SIP-Digest credentials as used today in SIP-Digest based SSO (SA3 TR 33.914) , i.e. credentials are not stored on UICC
The second question was what is meant with “3GPP operator” in scope of the SA1 study TR 22.895. The following were suggested as possible interpretations:

a) an operator using 3GPP access networks,

b) an operator using Common IMS via non3GPP access networks,

c) an operator using 3GPP EPC via non3GPP access networks.

3GPP SA1 discussed these two questions and would like to provide the following guidance.  On the first question 3GPP SA1 would like to see all of the identified credentials included in its study.  A more complete list of suitable credentials will be agreed in the next meeting of 3GPP SA1.  Also, It is the interpretation 3GPP SA1 of “using” is the same as “operating”.
On the second question, 3GPP SA1 would like to thank 3GPP SA3 for this valuable observation.  During the discussion of this question it was realized that the term “3GPP Operator” in the TR 22.895 was ambiguous and would to like to provide the following guidance.  The three interpretations identified by 3GPP SA3 are all valid for their deliberation during their study.  3GPP SA1 will address this ambiguity at the next meeting with a more precise definition.
Additionally, 3GPP SA1 would like to state as a requirement in the 3GPP SA3 study that the existing level of security shall not be compromised in the development of SSO TR.

2. Actions:

To SA3 group.

ACTION: 
3GPP SA1 kindly requests that 3GPP SA3 take this guidance into consideration during the study of the TR33.914.
3. Date of Next TSG-SA WG1 Meetings:

SA1#55
8 - 12 Aug 2011

Dublin, Ireland

SA1#56
14 – 18 Nov 2011

San Francisco, CA, USA
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