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1
Introduction
In many instances a user will rely on a non-browser application on his device (e.g. a smartphone) to access and obtain a service from a relying party (RP). In fact, for smart phones, services may be obtained more through dedicated single-purpose applications or applications that give users access to a number of similar services (e.g. palette of instant messengers, multi-station entertainment casts, multi-institution financial services, etc), than through browsers. Sometimes the user will receive the benefit of additional services, such as notification of sales, that a general browser user might not receive when using an app that is dedicated to the given service. Thus, non-browser apps are becoming ubiquitous for smart phone users.
The existing use cases from the TR 22.895 focus on web access therefore we propose a more generalized way to reflect the applicability to non-browser applications as well as browser based applications. 
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************* Begin Changes ******************
4
Use cases, services and user groups 
4.1 
Introduction

This Clause investigates a set of use cases for integration of different Identity and SSO frameworks (e.g OpenID) with the 3GPP networks set up for various authentication configurations (e.g. with and without GAA/GBA via TR 33.924) . It also explores service requirements for the operators that enable authenticated access to the third party service providers. 


The following common pre-conditions are assumed for all use cases:

· There is a SSO sever in Operator networks.

· The user has a service subscription with SSO support. 

· The user has at least one data service account. The user agrees the terms and condition to use SSO with the Operator.

· The user agrees the terms and condition to use SSO with 3rd Party service.

· Service agreements and charging schemes are already in place between 3rd Party service providers and Operators 
· The user is able to access the data service via either a browser or a non-browser application with the devices registered with the operator.

4.2 Use case 1: 3rd Party Application Service Access 

4.2.1 Pre-conditions

A user has purchased a subscription plan that is includes an operator managed SSO system.   The user has multiple application service accounts and IMS based domain services already established.  The user’s device is a non-3GPP device (e.g., fixed consumer device) and does not have a UICC/smartcard.

· Operator acting as a SSO provider has pre-provisioned the SSO credentials within the network and non-3GPP device

· Service agreements and charging schemas are already in place between 3rd Party application service providers and Operators 
4.2.2 Service Flows

A user has an established service with an operator and relies on his operator to provide a SSO service. The user wishes to use a third party movie service such as Netflix, to access his personal account to select and view a movie of his choice, on a consumer device. Immediately upon entering the service, the user is seamlessly and transparently connected to his account without providing login and password credentials. The user freely selects a movie and watches it, without interruption. 
The user is transparently authenticated by a single sign-on (SSO) identity management service, which is provided by the operator. The absence of a UICC in this scenario necessitates the use of non-UICC based credentials. More specifically the means of network access for this scenario could, for example, employ the use of SIP-Digest or PKI based credentials.

4.2.3 Requirements

· The (SSO) identity management service provided by the operator shall provide secure seamless and transparent access to 3rd party application services for non-3GPP devices lacking a UICC.

Editors note:  Potential requirements are TBD
4.2 Use case 2: Multiple Service access to IMS domain service and 3rd Party Application Service

4.2.1 Pre-conditions

A user has purchased a subscription plan that is includes the SSO system.   The user has multiple application service accounts and IMS based domain services already established.  

· Login and access credentials are already secured within the network and UE. 

· Service agreements and charging schemas are already in place between 3rd Party application service providers and Operators 
4.2.2 Service Flows

A user is using IMS messaging services and wishes to add a 3rd party application service, such as a social website.  Immediately upon accessing the service, the user sends an update to the service, without providing login and password credentials.
Editors Note: Potential requirements are TBD

4.3 Use case 3: Mobility access to 3rd Party Application Services across Operator domains

4.3.1 Pre-conditions

A user has purchased a subscription plan that is includes the SSO system.   The user has multiple application service accounts and IMS based domain services already established.  

· Login and access credentials are already secured within the network and UE. 

· Service agreements and charging schemas are already in place between 3rd Party application service providers and Operators 
4.3.2 Service Flows

A user is on a train watching, an Internet TV show on his laptop using LTE. As the user travels and moves from one Operator network to another, the SSO service manages the change in Identity providers seamless, transparently and without delay.  The user watches the TV show without interruption.   

4.4
Use case X: Non-Web Service Access 

A user wishes to use an instant messaging service provided by the mobile operator or the third party to chat with his/her friends.   Immediately upon starting the instant messaging  service on the UE, the user is seamless and transparently connected to his account without providing instant messaging login and password credentials.

4.4.1 Potential Requirements
4.5 Accessing a Third Party Application Service using OpenID
A user, who has a subscription with a mobile network operator, accesses a application service which supports OpenID, for example an online photo service. The user’s network operator is also an OpenID identity provider. Upon making a request, which contains the user’s OpenID identifier to the online photo service, the user gains an authenticated access to the photo service for viewing access-protected photographs without being involved in the authentication procedure. 

4.5.1 Pre-conditions

· The user’s network operator is also an OpenID identity provider

· The OpenID identifier has been established by the network operator

· The online photo service is a application service that supports OpenID
· The online photo service trusts the user’s network operator for the user  authentication 

4.5.2 Entities involved in the use case

The following entities are involved in the authentication procedure:

· User with the user equipment (UE), which is capable of running an application to access a third party application service, and communicating with the appropriate operator credentials 

· Application server — an entity providing an online photo service. It plays the role of a Relying Party 

· OpenID identity providing service (OP), which is controlled by the operator

· Operator’s HSS
4.5.4 Additional requirements for the entities participating in the authentication

· Requirements for UE


UE must be capable of:

· Authenticating with the use of operator controlled credentials. 

· Conditions for the application server (Relying Party)

The application server must be able to support OpenID specification [aa] 

· Requirements for the OP 

OP must be able to:

· Perform authentication based on operator controlled credentials.

· Serve as an OpenID identity provider

Editors Note: Potential requirements are TBD
************* End Changes ******************
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