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Introduction

During SA2#84, the SA2 IMS SWG received a number of company contributions to address the following SA1 requirement that was introduced in 22.228:

"Replication / transfer of some or all media components to target IMS UE(s), belonging to the same or to different user(s) that are subscribed to the same operator, shall not be performed when the remote end (e.g. the source of the media) of the session restricts such operation"

After some discussion a LS was sent to SA1 (S2-112212 /S1-111182), in which it's indicated that SA2 would like to better understand whether: 

· the restrictions by the remote end are expected to pertain to:

· some preferences applicable to all sessions, or

· a given IMS session, or

· a given IUT request

· Should the remote end be made aware of all requested IUT operations, or should, on the contrary, the current principle of IMS Service Continuity be kept so that Access Transfer and IUT operations are transparent to the remote party? 

This paper  is intended to aid the discussion in SA1 by providing clarification to SA2 on their LS in S2-112212 / S1-111182.
Discussion

The following presents a number of scenarios to illustrate the different use cases that gave rise to the stage 1 requirement for IUT remote party privacy and DRM. 

Streaming Video Server applies DRM
Figure 1 shows a scenario where an IUT user, Alice, establishes a streaming video session with a multimedia content server. 
1.
Alice is an IUT user requesting a streaming video session. 

2.
The content is subject to rights management and therefore cannot be replicated to another device. Such rights management policy is communicated to the IMS network serving Alice during the establishment of the streaming session. 

3a.
Alice wishes to share / replicate the video with Bob, who is a subscriber of the same operator network as Alice. 

3b.
Due to the restrictions applied to the session by the content server/provider, the request to replicate the streaming video session to Bob's device is denied. 
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Figure 1: Content server applies rights management to established streaming session
Remote party user restricts Inter UE transfers on sessions

Figure 2 shows a scenario where an IUT user, Charlie, establishes a session with a remote party user, Dave, who is not willing for IUT actions to be applied to the session if such actions were to involve another subscriber. Dave is not and does not need to be aware that Charlie is an IUT user, or that Charlie requests IUT during this session.

1.
Charlie establishes a session with a remote party user, Dave. 

2.
Dave has session privacy preferences that restrict the transfer of replication of a session he is involved in to a device under a different subscription; these preferences are communicated to the IMS network serving Charlie at session setup. 

3a.
Charlie is at his friend Emma's house and wishes to transfer the video portion of the session to Emma's tablet device. 

3b.
The request to transfer the video portion to Emma's device fails, since Emma is a different subscriber. 
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Figure 2: remote party user communicates privacy preferences during session establishment
Remote party user restricts Inter UE transfers on IUT request
Figure 3 shows a scenario where an IUT user, Fernando, is in a session with another remote party user, Georgia. They are discussing the surprise Birthday party plans for their mutual friend Henrietta. Unfortunately, Fernando can't keep secrets very well. 
1.
Fernando is an IUT user and establishes a session with a remote party user, Georgia.

2a.
Fernando wishes to share the audio portion of the session with Henrietta, letting her in on her Birthday plans. 

2b.
The IMS network serving Fernando, as per its network policy, always consults the remote party on modifications to ongoing sessions due to requested IUT actions. As a result, Georgia is made aware of the session modification. Georgia rejects such a request, to preserve the surprise element of the party. 

2c.
The request to replicate the audio component to Henrietta fails due to Georgia restricting such actions. 

Note:
If Fernando had requested an IUT action to involve someone other than Henrietta, and Georgia had been informed of the intended target of the IUT, Georgia may have allowed this to occur. 
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Figure 3: remote party user is consulted when IUT action is requested on session
Conclusion
The above scenarios illustrate use cases that gave rise to the stage 1 requirement for IUT remote party privacy and DRM,  and it is proposed that SA1 takes this information into account when developing the response LS to SA2. 
