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1. Overall Description:

SA3 would like to thank RAN2 for their LS R2-110699. 
SA3 would like to clarify the open issues of RAN2:
Question 1: 
Is the non-presence of UE/user identity with the measurements sufficient to address privacy and security issues highlighted by SA3?

No, it is not sufficient. Just because UE or User identity is not present in the collected data doesn't necessarily make it impossible to actually link the data to a specific user, e.g the subscriber identities can be retrieved within the network further to the UE reports according to TS 32.422. Also, the presence of location information may be sufficient to identify the user of a given trace. Therefore, even if UE or user identity is not present in the collected data, the principles laid out in our previous LS S3-101401 have to be applied.
SA3 would like to point out that the requirements are system wide requirements, i.e. RAN2 and SA5 may need to work together to enable notification and consent. SA3 believes that the data processed or stored in the system may be subject to regulatory disclosure obligations. Anonymisation of this data, i.e. not storing permanent or temporary user, UE, or trace identifiers, as well as not storing times of individual measurements may help. 
Question 2: 
Does user notification and user consent apply only when detailed location information is collected? 

No. In the incoming LS RAN2 defines detailed location information as "geographical coordinates". If the data collected allows derivation of approximate geographical coordinates, they have to be treated in the same way as detailed location information. 
Question 3: 
For cases when users have given prior consent, e.g. at subscription phase, is there a requirement to inform the user of the start of MDT measurement collection and should there be a possibility for the user to abort the MDT measurement collection/reporting?

For cases when users have given prior consent, SA3 thinks that there is no requirement to interact with the user when MDT measurement is started.

 SA3 also thinks that there is no requirement to abort MDT measurement collection immediately when the user withdraws consent. However, the new setting has to be respected by the system after an adequately short time. 

While a method to change/withdraw consent settings is required, there are no requirements from SA3 how the user interaction is done.  SA3 has no preference whether user interaction to change consent settings is done with UE or with some operator provided service.
2. Actions:

To TSG RAN WG2 and TSG SA WG5
SA3 kindly asks RAN2 and SA5 to take the above into account. 
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