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1. Overall Description:

SA1 kindly thanks SA3 for their correspondence requesting additional clarification on the H(e)NB security requirements.  We have reviewed the questions and have determined the answers to be as noted in the text following.
General: 

a) The 3GPP H(e)NB is considered as part of the PLMN.  

SA1 ANSWER: TRUE

H(e)NB being a "locked" or "neutral" electronic device: 

b) The H(e)NB is provided by the MNO to the Hosting Party (i.e. from TR 33.820, the party hosting the H(e)NB and having a contract with the PLMN operator), so that the H(e)NB is assumed to be a “locked” electronic device, that is, a device bound to a specific MNO (e.g. a device explicitly ordered by the MNO from the chosen Vendors, possibly with MNO's specific requirements). 

c) The H(e)NB is a "neutral" consumer electronic device, that is, it is NOT assumed to be bound to a specific MNO.
SA1 ANSWER: Depending on the local regulations and operator preference (i.e., business model), the operator will choose either the “locked” or “neutral” mode of H(e)NB.  However, it should be noted that Option b) is currently assumed as there are no requirements specified to facilitate the "neutral" mode at this time.
Change of H(e)NB PLMN operator: 

d) When the H(e)NB is a "locked" electronic device (provided that assertion "b" is True), the Hosting Party is allowed to change the PLMN operator while keeping the H(e)NB that was used with the previous PLMN operator.  
e) When the H(e)NB is a "neutral" consumer electronic device (provided that assertion "c" is True), the Hosting Party is allowed to change the PLMN operator while keeping the H(e)NB that was used with the previous PLMN operator.  
f) There are use cases of SA1 interest where the Hosting Party (having a subscription to the "HeNB service" with the PLMN operator#1) can change its subscription to PLMN operator#2 without involving the PLMN operator#1.
SA1 ANSWER: Local regulations may or may not allow the H(e)NB to be swapped between Operators but it should be noted that no requirements are specified at this time to facilitate H(e)NB swapping between operators as per any of the options listed above.
Nomadicity: 
g) The Hosting Party subscription to the "HeNB service" assumes that the H(e)NB can be used only in one selected location (i.e. nomadicity scenario has to be technically prevented).  

h) The Hosting Party subscription to the "HeNB service" assumes that the H(e)NB can be used in multiple selected locations, known to the MNO (i.e. nomadicity scenario has to be supported). 

SA1 ANSWER:  It is SA1’s understanding that nomadicity implies a change of location, but not a change in PLMN operator support.  The ability to provide nomadicity is up to local regulations and Operator’s preference.

Regulatory-related aspects: 

i) Regulatory-related requirements have already been taken into account by SA1.

SA1 ANSWER:  SA1 has taken into account the diversity of regulatory requirements, all of which must be addressed in the prospective H(e)NB deployment markets.
Finally, SA3 would like to receive clarification from SA1 on the following: 
· In TR 33.820, SA3 defined the term Hosting Party to address the party hosting the H(e)NB and having a contract with the PLMN operator. SA1 defined in their TS 22.220 the term “H(e)NB Owner: A H(e)NB Owner has a contractual relationship with the operator, related to running one or more H(e)NBs in the H(e)NB owner's premises.” Does SA1 see an equivalence of the two definitions? If yes, this would call for unifying the term for future work. SA3 would like to point out that the term “Owner” typically implies a specific legal meaning regarding property and full administrative control of the equipment. The term “Owner” might be adequate for a WLAN router, but it is difficult to apply it to a H(e)NB that operates in licensed spectrum and is controlled by a PLMN operator. Furthermore, not all business models imply that the host acquires property of the H(e)NB (it could be rented, for example).
SA1 ANSWER:  SA1 sees the distinction of the term Hosting Party, which has a H(e)NB service contract with an Operator, but may not in fact own the H(e)NB device.  The term Hosting Party seems to be the more appropriate term.  SA1 will consider changing our terminology.
2. Actions:

To SA3 group.

ACTION: 
SA1 kindly asks SA3 to take these answers into consideration in their deliberations.
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