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	In the e-mail environment Unsolicited Communication (UC) – where the benefit is weighted in favour of the sender – has proliferated in recent years. This development hinges upon the fact that setting up of communication to numerous recipients can be automated easily at no or negligible cost to the sender. Since the same is true also for IMS based communication (e.g. for IMS VoIP) there is a real threat that UC will occur also in telecommunications networks developed by 3GPP, jeopardizing the success of IMS and having strong impact on operator’s business.
Therefore, a solution should be developed in IMS that protects end customers and operator services against UC.
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	Requirements for detection of unsolicited communication by IMS are specified. 
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	Other comments:
(

	· SA1 has secondary responsibility on this work, which is led by SA3.
The work-split on PUCI is such that SA1 looks at service requirements, while SA3 looks at the technical requirements that would allow potential solutions to work from the security perspective.
· Related requirements exist in TISPAN NGN Security requirements - Release 2 TS 187.001


First modified section

2.1
Normative references

[1]
3GPP TS 22.003: " CS Teleservices supported by a PLMN".

[2]
Void

[3]
Void

[4]
Void

[5]
3GPP TS 22.101: "Service principles".

[6]
Void

[7]
3GPP TS 22.146: "Multimedia Broadcast/Multicast Service; Stage 1"

[8]
Void

[9]
RFC 3261: "SIP: Session Initiation Protocol"

[10]
3GPP TS 22.078: "; Customised Applications for Mobile network Enhanced Logic (CAMEL); Service definition – Stage 1"

[11]
3GPP TS 22.057: "; Mobile Execution Environment (MexE); Service description, Stage 1"
[12]
3GPP TS 22.038: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; USIM/SIM Application Toolkit (USAT/SAT); Service description; Stage 1"

[13]
3GPP TS 22.127: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Stage 1 Service Requirement for the Open Service Access (OSA) 

[14]
3GPP TR 21.905
: "Vocabulary for 3GPP specifications" 

[15]
RFC3966: "The tel URI for Telephone Numbers"

[16]
3GPP TS 22.240: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Service Aspects; Stage 1 Service Requirement for the 3GPP Generic User Profile (GUP)"

[17]
ETSI ETS 300 284: "Integrated Services Digital Network (ISDN); User-to-User Signalling (UUS) supplementary service; Service description"

[19] 
ETSI TS 102 424: "Telecommunications and Internet converged Services and Protocols for Advanced Networking (TISPAN); Requirements of the NGN network to support Emergency Communication from Citizen to Authority"
[xx] 
IETF RFC 5039: "The Session Initiation Protocol (SIP) and Spam"
http://www.ietf.org/rfc/rfc5039.txt?number=5039 
Second modified section

3.1
Definitions

For the purposes of this TS the following definitions apply:

Access independence: the ability for the subscribers to access their IP Multimedia services over any access network capable of providing IP-connectivity, e.g. via:

(
3GPP accesses (e.g. E-UTRAN, UTRAN, GERAN)

(
Non 3GPP accesses with specified interworking (e.g. WLAN with 3GPP interworking, DOCSIS®, WiMAX™ and cdma2000® access)

(
Other non 3GPP accesses that are not within the current scope of 3GPP (e.g. xDSL, PSTN, satellite, WLAN without 3GPP interworking) 

Conference:  An IP multimedia session with two or more participants. Each conference has a “conference focus”. A conference can be uniquely identified by a user. An example for a conference could be a multimedia game, in which the conference focus is located in a game server.
Conference Focus:  The conference focus is an entity which has abilities to host conferences including their creation, maintenance, and manipulation of the media. A conference focus implements the conference policy (e.g. rules for talk burst control, assign priorities and participant’s rights).

IM CN subsystem: (IP Multimedia CN subsystem) comprises of all CN elements for the provision of IP multimedia applications over IP multimedia sessions 

IP multimedia application: an application that handles one or more media simultaneously such as speech, audio, video and data (e.g. chat text, shared whiteboard) in a synchronised way from the user’s point of view. A multimedia application may involve multiple parties, multiple connections, and the addition or deletion of resources within a single IP multimedia session.  A user may invoke concurrent IP multimedia applications in an IP multimedia session.

IP multimedia service: an IP multimedia service is the user experience provided by one or more IP multimedia applications.  

IP multimedia session: an IP multimedia session is a set of multimedia senders and receivers and the data streams flowing from senders to receivers.  IP multimedia sessions are supported by the IP multimedia CN Subsystem and are enabled by IP connectivity bearers (e.g. GPRS as a bearer).  A user may invoke concurrent IP multimedia sessions.

Unsolicited Communication: Unsolicited Communication (UC) denotes bulk communication in IMS where the benefit is weighted in favour of the sender. In general the receiver(s) of UC do not wish to receive such communication. UC may comprise of, e.g.,  "SPam over IP Telephony (SPIT)" [xx] or "SPam over IP Messaging (SPIM)".

Further definitions are given in 3GPP TR 21.905 [14].

New section

7.x
Prevention of Unsolicited Communication in IMS (PUCI) 

7.x.1
High level requirements

· IMS should provide means to identify and act on unsolicited communication

· Solutions for prevention against unsolicited communication shall not have negative impact on the services provided by IMS

· PUCI should provide means for cooperation between operator’s networks
· IMS should provide means for a user to inform the network of an unsolicited communication
7.x.2
Detection of Unsolicited Communication 

· Depending on Operator policies IMS should support capabilities that enable IMS to detect that an IMS session is unsolicited and classify as UC. These capabilities should apply to all IMS based services and apply to realtime (e.g. voice, video …) and to non-realtime (e.g. messaging …) IMS traffic.
· IMS should support capabilities that enable a terminating party to report IMS sessions as UC

The method of reporting UC may be dependent on the IMS service.
Reporting should be possible irrespective of whether an originiating party has withheld its identity (e.g. by referring to the last call).

7.x.3
Prevention of Unsolicited Communication to the terminating party

· Depending on Operator policies IMS should support capabilities to indicate to a terminating party that an IMS session has been classified UC.
· Depending on Operator policies IMS should support capabilities to protect a terminating party from IMS sessions that have been classified UC.

7.x.4
Notification of UC to the originating party
· Depending on Operator policies IMS should support capabilities that allow notifying an originiating party that a performed or attempted communication to the terminating party has been classified as UC.
7.x.5
Conveying information on UC to other networks
· Depending on Operator policies IMS should support capabilities that enable the IMS of a network to convey information on detected UC in an IMS session to an other IMS on the path of that IMS session
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