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Introduction

In this contribution S1-083062 and S1-083058 have been combined and separated in 3 different sets of requirements:

· Local IP Access to the home based network (changed)

· Managed Remote Access to home based network (not addressed in this contribution)

· Local IP Access to the Internet (new)

It is proposed to include the changes in 22.220

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Closed Subscriber Group (CSG): A Closed Subscriber Group identifies subscribers of an operator who are permitted to access one or more cells of the PLMN but which have restricted access (CSG cells).

CSG cell: A CSG cell, part of the PLMN, broadcasting a specific CSG identity. A CSG cell is accessible by the members of the closed subscriber group for that CSG identity. All the CSG cells sharing the same CSG identity use the same radio access technology. All the E-UTRAN CSG cells sharing the same identity are identifiable as a single group for the purposes of mobility management and charging
Subject to operator and registered owner agreement a CSG cell may be reconfigured to be an unrestricted UTRAN or E-UTRAN cell.

CSG identity: An identifier broadcast by a CSG cell or cells and used by the UE to facilitate access for authorised members of the associated Closed Subscriber Group.

CSG identities white list: A list stored in the USIM containing all the CSG identities of the CSGs to which the subscriber belongs.
Home based network: An IP based network in the H(e)NB owner's premises that is connected to the H(e)NB.
5.6
Local IP Access to the home based network
5.6.1
General requirements

· The H(e)NB shall support Local IP Access to the home based network in order to provide access for a directly connected (i.e. using H(e)NB radio access), IP capable UE to other IP capable devices in the home..
· Local IP Access shall not impose any new requirements in existing (Rel-99 and later) UEs.

· Local IP Access shall be possible with existing (Rel-99 and later) PS core networks. 
· Local IP Access shall be possible when the H(e)NB Operator is different to the operator of the H(e)NB Backhaul Network. 

· Local IP Access  shall be possible when

· The H(e)NB is integrated into the broadband gateway device that connects a home based network with the Backhaul Network.
· The H(e)NB is a separate device to the broadband gateway device that connects a home based network with the Backhaul Network.


5.6.2
H(e)NB Operator Control of Local IP Access to the home based network
· The H(e)NB Operator shall be able to enable/disable Local IP Access per H(e)NB. 

· The H(e)NB Operator shall be able to enable/disable Local IP Access per destination of the traffic, e.g. route specific traffic to the home based network while routing other traffic to the H(e)NB Operator's network.

· The H(e)NB Operator shall be able to control whether each member of the Closed Subscriber Group and whether visitors have access to its home based network using Local IP Access. 

5.6.3
H(e)NB Owner Control of Local IP Access to the home based network
· The H(e)NB Owner shall, within the limits set by the H(e)NB Operator, be able to control whether each member of the Closed Subscriber Group and whether visitors have access to its home based network using Local IP Access. 

5.6.4
Local IP Access Availability

· Local IP Access shall not interfere with PS core traffic. Specifically, simultaneous access from a UE to both, the H(e)NB Operator’s core network and Local IP Access shall be supported. 

· Local IP Access  shall be only available when the UE is directly connected to the H(e)NB, i.e. using H(e)NB radio access.  

5.6.5
IMS session continuity
· Local IP Access shall support IMS session continuity between a UE that is directly connected to the H(e)NB and a device in the home based network (e.g. to allow display of SMS messages, videotelephony or TV service on the home device).  

5.6.6
Gathering and Reporting of Statistics Information
· The Local IP Access should allow to collect and make available to the H(e)NB Operator statistics information (e.g. regular reporting of Local IP traffic volume) for each user on the use of the Local IP Access.  

5.6.7
Quality of Service

· The H(e)NB Operator shall be able to set policies to control traffic contention between Local IP Access and H(e)NB Operator core network services (e.g. give priority to traffic to the H(e)NB Operator’s core network vs. traffic to the home based network).  

· The H(e)NB Operator shall be able to set QoS policies controlling Local IP Access. 
Editor's Note: Resolving QoS policy settings, potentially incompatible, between the H(e)NB Operator and the H(e)NB Backhaul Service Operator is FFS. 

5.6.8
Security

· The H(e)NB shall protect the stored statistics or other Local IP Access information (e.g. routing and QoS settings) from being accessed (e.g. information privacy) or tampered with (e.g. fraud). 
· Local IP Access shall prevent man-in-the-middle attack scenarios between the UEs and the macro network from the home based network. 

· Local IP Access  shall prevent unauthorized visibility and modification of information stored on the H(e)NB from the home based network. 

· The H(e)NB should detect, isolate, protect, and report the UEs’ services from potential attacks opened up by the Local IP Access use of the interface to the home based network. 

5.6.9
Plug & Play 

· The Local IP Access shall be able to detect if the H(e)NB Operator's and the home based network address spaces overlap to avoid address conflicts and to ensure correct routing of traffic.    

5.6.10 UE indication of Local IP Access
· Depending on capabilities of the handset the Local IP Access  should support mobile operator configurable audio/visual indication of the UE being authorized for Local IP Access on the H(e)NB. 

5.6.11 Regional Regulatory/Standards 

· The H(e)NB shall provide the controls to the H(e)NB Operator to enforce regional regulatory laws and requirements.  
· Editor's Note: The specific requirements are FFS. 

5.6.X
Service Continuity

· Loss of access to Local IP Access is acceptable as a UE moves out of H(e)NB access.

· However if, in addition to Local IP Access to the home based network also Managed Remote Access to home based network is enabled then, depending on the IP based service, service continuity should be supported.  
E.g. for simple IP services (web browsing, file transfer, etc.) it may be possible to perform the service in a manner that is seamless to the customer as the UE moves in and out of H(e)NB coverage area.
With other IP services (e.g. VPN, etc.) it  shall be possible to route the traffic from the home based network to the H(e)NB Operator's core network for seamless operation or vice versa, while accepting interruption as a UE moves out of H(e)NB coverage area.
5.7
Managed Remote Access to home based network 

Editor's note: More input required.

5.8
Local IP Access to the Internet
 5.8.1
General requirements

· If a H(e)NB is connected to the Internet (e.g. directly or via a home based network) then, depending on the H(e)NB owner's preferences and on H(e)NB Operator's policy, it shall be possible to route IP traffic to the Internet without being routed through the H(e)NB Operator's mobile core network.

5.8.2
H(e)NB Operator Control of Local IP Access to the Internet
· The H(e)NB Operator shall be able to enable/disable Local IP Access to the Internet per H(e)NB. 

· The H(e)NB Operator shall be able to enable/disable Local IP Access to the Internet per destination of the traffic, e.g. route specific traffic to the Internet via the H(e)NB Backhaul Network while routing other traffic to the H(e)NB Operator's network.

· The H(e)NB Operator shall be able to control whether each member of the Closed Subscriber Group and whether visitors have access to the Internet using Local IP Access. 

5.8.3
H(e)NB Owner Control of Local IP Access to the Internet
· The H(e)NB Owner shall, within the limits set by the H(e)NB Operator, be able to control whether each member of the Closed Subscriber Group and whether visitors have access to the Internet using Local IP Access. 
5.8.4
Gathering and Reporting of Statistics Information
· The Local IP Access to the Internet should allow to collect and make available to the H(e)NB Operator statistics information (e.g. regular reporting of Local IP traffic volume) for each user on the use of the Local IP Access to the Internet.
5.8.5
Regional Regulatory/Standards 

· The H(e)NB shall provide the controls to the H(e)NB Operator to enforce regional regulatory laws and requirements.  
Editor's Note: The specific requirements are FFS. 

Annex B: Use Cases (Informative)
Usecase-1: HNB/HeNB Mobility
User A connects to the HNB/HeNB via mobile device. User A should be able to move around within the HNB/HeNB coverage in the home or enterprise. User should also be able to invoke additional services based on user policy and operator policy.

Usecase-2: HNB/HeNB Guest Users

User A and User B are subscribers of Network Operator 1 and Network Operator 2 respectively. User A visits User B in his home and User B allows User A to use HNB/HeNB in User B’s home. User A should be able to access all the services he is subscribed to from Network Operator 1 based on the policies set by User B and Network operator 2. Network Operator 1 and Network Operator 2 have roaming agreement.

Usecase-3: HNB/HeNB – NB/eNB Handovers

User A subcribes to cellular services of Network Operator 1 and is authorised to access a HNB/HeNB from same or other operator. User A starts service in the HNB/HeNB coverage and continues moving into a cellular network. Similarly User A starts service in cellular network and continues moving into HNB/HeNB coverage. User A does not see any impact on services due to mobility in both cases.

Usecase-4: Access to Home based services

User A connects to the HNB/HeNB via mobile device. User A should be able to access home based services (e.g. local digital media servers and digital media players) from the mobile device. Other users may access the home based services subject to HNB/HeNB owner policies.

Usecase-5: Media Transfer

User A connects to the HNB/HeNB via mobile device. User A starts viewing video streaming service on the mobile device. User A then wants to continue viewing the video on a different screen for better viewing. User A should be able to transfer the session to a high-definition TV or PC connected via broadband connection. User A should also be able to transfer the session from the TV or PC to a mobile device and continue the session in the HNB/HeNB coverage and also in the cellular network.
Usecase-x: Remote display

User A connects to a HNB/HeNB via mobile device. Digital home device (e.g. TV or PC) is also connected to HNB/HeNB. User A watches video stream serviced by 3GPP operator using HNB/HeNB. An SMS message of user A arrives on the mobile device, and it is displayed on screen of the home device simultaneously. A video phone call arrives and video image is displayed on the home device. Image of user A is captured using separate camera and transmitted to peer user. When user A is moving around the HNB/HeNB area, it shall be possible to transfer the video streams to different home device.
