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Summary

The purpose of this document is to provide a set of guidelines for WLAN terminals and card manufacturers to provide a core set of features for enabling GSM operators to roll out their WLAN services so that its easy to use and adopt by subscribers. The intention is to capture those requirements most GSM operators care about in terms of features and not to take on the difficult task of terminal/card certification. The Wi-Fi ™ Alliance already has a WLAN equipment certification process and the plan is to adopt it.
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1. Introduction

This document describes a common set of terminal features for GSM operators intending to roll out WLAN services. The expectation is ensuring a common experience for WLAN services and provides global roaming capabilities. This document serves as voice for GSM operators to make their needs known to WLAN capable terminal and card vendors. It also provides a way for vendors to voice their opinion on the product capabilities they support on their terminals or cards.  

The intent is provide guidelines and not to use this document as a means for certification of WLAN terminals/cards. Given Wi-Fi*
 Alliance [ http://www.wi-fi.org ] 
role in certification of WLAN technology for basic interoperability, it is recommended to adopt their certification and use this document as complementary guidelines.  It is also intended to only capture requirements based on technology commercially available in the market place to set realistic expectations for vendors and operators.

2. Terminology/Abbreviations

	Terminal
	Mobile Terminal
	A computing or communications device that a user directly interacts with. In this document it is for the purposes of using the GSMA WLAN Service.

	Card
	Add-on Card
	An add-on peripheral component in the different form factors like PC Card, CompactFlash or Secure Digital I/O that has WLAN capability.

	SIM
	Subscriber Identity Module
	The tamper resistant module that holds the subscriber identity and long term secrets used for authenticating GSM subscribers.

	PAN
	Personal Area Network 
	Local wireless link using Bluetooth™ or IrDA or some other means.

	WLAN
	Wireless Local Area Network
	IEEE 802.11 technology based Wireless LAN. It includes a, b, g type radios.

	ISM band
	Industrial Scientific and Medical band
	Worldwide radio spectrum reserved for Industrial Scientific and Medical applications

	VPN
	Virtual Private Network
	A logically private network created using public networking infrastructure like the Internet to securely route the data between nodes. Typically used for providing secure access to enterprise networks through the internet from public or insecure network access points.

	-
	WLAN Capability
	The ability to provide WLAN radio connectivity and resulting network access

	-
	WLAN Interworking
	The facilities provided by a GSM or UMTS core network to provide access authentication and charging for WLAN subscribers provisioned through the HLR or HSS.

	HLR
	Home Location Register
	The GSM home network subscriber database that has the subscriber authentication and service profiles and authorization data.

	HSS
	Home Subscriber Server
	The 3G variant of the HLR. 

	
	
	


3. WLAN Terminal and Card Type Recommendations

The terminals could typically be Laptop PCs, Tablet PCs, PDAs and Phones. The terminals may have the WLAN capability integrated or through an attached card or module.  

For the integrated options the following are possible options:

· On motherboard

· On daughterboard – e.g. Mini PCI, PCI-Express (Specified by the PCI-SIG body http://www.pcisig.com/.) or proprietary daughterboard module.
· On chip (WLAN Silicon integrated)

For the attached card options the following are possible:

· PC Cards (specified by PCMCIA http://www.pcmcia.org/ )

· CompactFlash* cards (specified by CompactFlash* Association http://www.compactflash.org/ )

· Secure Digital I/O card  (specified by SD Card Association http://www.sdcard.org/ )

· USB Modules (Specified by http://www.usb.org/)

· IEEE 1394 Modules (Specified by IEEE http://www.ieee.org/ )

These terminals, cards or remote devices may have WLAN capabilities alone or also GSM, GPRS, E-GPRS or WBCDMA capabilities together with it. For specifications on these additional capabilities please see [TERMREQ]

4. WLAN Radio Technology Recommendations

As different WLAN radio technologies are gradually being made available in the industry, we capture short-term as well as long term radio technology modes to be supported in the WLAN terminals/cards. We expect the radios to be Wi-Fi* certified for acceptance by GSM operators.

4.1. Type of Radios and Frequencies

The radios that need to be supported are based on the IEEE 802.11 specifications, ie 802.11b,g and a.  

IEEE 802.11b, 2.4GHz ISM Band
	Region
	Channels
	Frequency (GHz)

	US
	1 –11 
	2.412 – 2.462

	Europe
	1 – 13
	2.412 - 2.472

	Japan
	1- 14
	2.412 – 2.484


(Source: GSMA WLAN RF design guidelines document)
Note: The 802.11g technology is still pending Wi-Fi* certification at this time.

IEEE 802.11g, 2.4GHz ISM Band

	Region
	Channels
	Frequency (GHz)

	US
	1 –11 
	2.412 – 2.462

	Europe
	1 – 13
	2.412 - 2.472

	Japan
	1- 14
	2.412 – 2.484


(Source: GSMA WLAN RF design guidelines document)
IEEE 802.11a, 5 GHz ISM Band

	Region
	Channels
	Frequency (GHz)

	US
	1-12
	5.15-5.25

5.25-5.35

5.725-5.825

	Europe
	1 – 19
	5.15-5.35

5.475-5.725

	Japan
	1-5
	5.15-5.25


(Source : GSMA WLAN RF design guidelines document)
These are a brief synopsis of the 802.11 radio requirements. For exact details on specific country and region based requirements for WLAN radio frequency bands, output power limits per band, and any spreading, detection and other required capabilities, please refer to the UMTS Forum report [WLAN-UMTS].  Additional per country specifications provided by local regulatory bodies may also exist for radio characteristics like like Adjacent Channel Interference, Transmit Power Spectrum Density, Transmit Frequency PPM, Spurious emissions, TX/RX turnaround time, Outdoor and Indoor use, Public and Private use etc.

4.2. Additional Radio Capabilities

The WLAN Radios must support IEEE 802.11d specifications that define Extensions to Operate in additional regulatory domains [IEEE80211d]. 

The IEEE 802.11h specifications [IEEE80211h] that applies to the 5 GHz band should also be supported when they are ratified. These mainly apply to the 5GHz band WLAN radios namely 802.1a. Specific features that need to be supported are Dynamic Frequency Selection (DFS) and Transmit Power Control (TPC).

The IEEE 802.11e specifications for QoS should also be supported when they are available. Specifically Enhanced Distributed Co-ordination Function (EDCF) or Hybrid Co-ordination Function (HCF) approaches should be supported [IEEE80211E]. It should be noted that these features may only work if the AP infrastructure supports them also.

5. WLAN Terminal Capabilities and Recommendations

Here we capture all the capabilities that a WLAN terminal should have to meet the GSM operator’s WLAN service needs. 

5.1. Interoperability 

For WLAN terminals to be interoperable with standard WLAN infrastructure the following should be considered.

5.1.1. Radio Interoperability

All terminals/cards should have Wi-Fi ™ certified WLAN radios operating in the specified frequency ranges and supporting the channels specified in section 4 and also in per country regulatory specifications for WLANs.

5.1.2. Network Interoperability & Roaming

The terminals/card software should be able to detect network access points using SSIDs that are pre-configured or using active scanning and be able to select the appropriate one to connect to. They should be completely compliant with the IEEE 802.11 specifications. 

<Editors Note: Need to reference the appropriate specifications for Network Selection when they are available from 3GPP>

The terminals/cards should be validated for roaming based on the IREG WLAN Roaming Tests specified in IR.62. Here it is important to note that current tests are mostly for username/password based authentication solutions and the SIM based authentication solution tests should also be used for validation when they are available.

5.1.3. Security

The Authentication and Authorization Protocols supported should include

· IEEE 802.11 open authentication with Web based SSL username/password scheme [IEEE80211]

· IEEE 802.1X (Part of Wi-Fi* Protected Access or WPA )[IEEE8021X], EAP-SIM [EAPSIM], EAP-AKA[EAPAKA]

The following methods may also be supported

· EAP-MSCHAPV2[MSCHAP], EAP-PEAP [PEAP]

The following link layer security protocols and cipher suites should be supported

· IEEE 802.11i cipher suite negotiation when it is ratified [IEEE80211i]

· Cipher Suites 

· WEP (Wired Equivalent Privacy)

· TKIP Temporal Key Integrity Protocol (Part of Wi-Fi Protected Access) 

· AES (Part of Wi-Fi Protected Access)

In general the Wi-Fi Protected Access (WPA) recommendations issued by the Wi-Fi Alliance should be supported which includes many of the aspects called out above. It is also important to support the features provided in 802.11 for support of older versions of the security specifications. These are based on information elements presented in the beacons and probes.

5.2. SIM Card Attachment

This section covers how SIM cards should be used for the different WLAN Terminal types. They are typically used to authenticate the GSM operator’s WLAN subscriber using the EAP-SIM protocol for GSM back-end infrastructure and EAP-AKA protocol for UMTS back-end infrastructure that also has WLAN interworking facilities. 

5.2.1. SIM Access Modes

The following are the various access modes in which the SIM may be made accessible to the terminal for authentication purposes.

 .

· GPRS Card/Module with a SIM card slot

· WLAN Card/Module with a SIM card slot

· Dual-mode (GPRS/WLAN) card/module or terminal with SIM card slot.
· WLAN terminal accessing SIM data on a GSM terminal via a local link (e.g. Bluetooth using the SIM access profile).
< Editors Note: The above usage model requires the security issues to be addressed adequately. 3GPP specifications that provide information on this need to be referenced when they are available.>

· Standalone SIM Reader with SIM card slot (e.g. USB, PC Card)

· Standalone SIM module with USB passive connector (i.e. for SIMs supporting USB protocol) 

The card edge protocol based on the GSM specifications [GSM1111] should be supported. 

5.2.2. SIM Card Types

For EAP-SIM based authentication the following cards can be used

· Standard SIMs compliant GSM 11.11 specifications

· Enhanced SIMs supporting EAP-SIM cryptographic operations in the card <need reference>

· USIM cards compliant with the 3GPP specifications TS 21.111

5.3. Multi-Radio Co-existence

The presence of radios like Bluetooth* on the same terminal will require some co-existence measures when they operate on overlapping frequencies. The terminals should support such co-existence measures to allow proper function of WLAN and Bluetooth radios.

There are several methods available for dealing with such co-existence issues.

5.4. Multi-Network Interface Co-existence

The presence of multiple network interfaces like GPRS, WLAN, LAN and modem interfaces on the same terminal providing internet connectivity, may require the terminals to be able to support the ability to switch between these interfaces or simultaneously use them in a user friendly manner.

Such co-existence capabilities should be supported in such a way that existing applications which work on any single interface does not break if other network interfaces are also available.

For example if each network interface provides a unique IP address, then the terminal should have the ability to support a default network interface IP address as well as allow the user to chose which network interface to use as the default.

5.5. Software

This section covers the operating system requirements for terminals and also any WLAN client software requirements.

5.5.1. Operating Systems Supported

The current, most recent and future versions of Windows, Linux, MacOS, Windows CE, Pocket PC, Symbian and Palm OS need to be supported based on the terminal types highlighted in section 3. 

5.5.2. Driver Requirements

For Windows platforms the current, most recent and future versions of NDIS drivers and PC/SC drivers need to be supported.

5.5.3. WLAN Client Software Requirements

The minimum client software for the near term solution is a web browser for the username/password solution using SSL. However smart clients are more preferred with the following capabilities for a better end user experience.

· Network Discovery (SSID detection)

· Network Selection

· Authentication Credential/Method Selection

· Card Holder Verification (PIN) User Interface for SIMs

· Payment Model Selection

· VPN client support/auto launch

For security reasons it would also be good to provide Personal Firewall Support in the terminals. VPN software should be used for end-to-end security for enterprise and other private network access. 

The support for 802.1X and EAP supplicants should also be provided on the client. The EAP methods listed in section 5.1.3 should be supported
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