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1 Introduction

In Release 6, the OSA capability of IP sessions was introduced that allows OSA applications to access information about IP sessions. The current requirement appears to be rather sparse as highlighted in CN5’s recent discussion and documented in N4-010912.  

The goal of this document is to provide additional clarify, stating more precise requirements that would lead to the creation specific API’s to control and monitor specific IP data flows within an IP session. It is our understanding that an IP Session is a flow or a set of flows (TCP/UDP) defined by source IP address/port and destination address/port.  Note that any of these could be defined by using a wildcard, e.g. the set of flows going to port 80, or the set of flows with target IP address X.X.X.X.  

1.1 Background 

Within 3G network architectures are two complimentary network elements, the Gateway GPRS Support Node (GGSN) in the GPRS/UMTS network and the Packet Data Serving Node (PDSN) in the CDMA network.  GGSN/PDSN are network routers responsible for routing data packets between wireless packet data networks and other IP networks.  First generation GGSN/PDSN routers provided basic functionalities to support PDP/PPP termination and routing capabilities. Next generation GGSN/PDSN routers, however, are designed to provide better subscriber support and new IP services. In addition to routing functionality, these wireless-to-wireline IP gateways include subscriber specific support such as authentication and authorization, flow control functionalities, and enhanced collection of accounting information.  Application developers can use these new GGSN/PDSN capabilities to enable new, revenue generating mobile data services. This document focuses on the GGSN within the GPRS/UMTS network, although many of the arguments are valid for the PDSN in a CDMA network.
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The figure above shows a simple architecture of the GPRS network.  Users connect via radio signals to a base station.  The base station communicates data packets via IP over frame relay to an SGSN and circuit packets to an MSC.  The MSC routes circuit switched voice packets to the PSTN and the SGSN routes packet switched data to the GGSN.  The GGSN routes packet between the SGSN and the external IP network.

To facilitate service implementations and allow network applications to interact with the underlying UMTS network elements, the 3GPP standards body has a working group (CN5) chartered to develop Application Programming Interfaces (APIs) for Open Service Access (OSA).  For example, in Figure 1, an application can utilize the standard API to communicate with the GGSN.  The specification developed by the CN5 working group includes: 

· Definitions of interface classes, methods and detailed behaviours of those classes. 

· IDL and WSDL specification of the UMTS OSA-specific interfaces.

· Functional mapping of OSA interfaces to UMTS network protocols.

1.2 Data Session Control

The current OSA specification has a set of requirements and APIs to allow network applications to setup, control and monitor data sessions within the GPRS/UMTS network (DSC API).
  Network applications can start to interact with network elements by using the APIs to register themselves.  For example, a data session application might register with a set of GGSNs. Users can initiate the setup of a data session between their terminal and a GGSN by using a local application like a web browser.  A GGSN may then inform registered network applications that a new data session has started. Once a data session is setup, the user can send and receive packet data to/from external IP networks.  For example, a user could set up a data session to browse the web, to download files using FTP, or play videos using the RTSP protocol.  The data session API then allows the registered network applications to supervise, tear down and change Quality of Service (QoS) parameters for the data session. 

Within a single data session, however, there may be multiple TCP or UDP flows between the end-user and various target systems depending on the type of user application (HTTP, FTP, RTSP).  A flow is a sequence of request and responses between the user and the same target system, defined by the destination IP address, source IP address, destination port number, and source port number. Yet, the DSC API only allows control at the data session level, not the flow level.  Given that next generation GGSNs are able to look deeper into the packets and identify flows, it is now possible to extend the existing API to provide control to the flow level. The section on use cases discusses why it’s important for applications to be able to control and monitor data at the flow level rather than just the data session level.

1.3 GGSN Features

New GGSN network elements have a significant amount of layer-4 functionality.  Layer-4 routers can examine and monitor individual packets at the TCP/UDP layer of the network stack.  The routers can control and monitor streams of data by examining the type of packet, IP address and port number.  Thus, a router can associate a packet with a particular type of application based on its port number (Internet applications, like HTTP, FTP, Telnet, etc. have standardized port numbers). It could, for example, report on the volume of data sent from a user to a particular IP address.  

Several companies have recently announced products that incorporate these features and allow for fine-grained monitoring and access to IP flow information.

2 Proposal 

There are four types of capabilities that should be documented on a per-flow basis: 

· routing/redirection

· accounting/measurement

· QoS control

· authentication/authorization.  

These capabilities are outlined in the use cases in section 3 and the changes to 22.127 are proposed in a companion contribution S1-021927.

3 Use Cases

3.1.1 Case 1: Rerouting of Flows

[image: image2.wmf]Consider a child using a mobile device to access the Internet.  The parents of the child may want to make sure that the child does not use the device to access inappropriate material.  By controlling each of the flows within a data session, each Internet access could automatically be re-routed to a web filtering system that appropriately grants or denies access to the user.   An application can inform the GGSN to reroute all Internet accesses for a particular subscriber to the web filter while allowing other subscribers to directly access the Internet.

Case 2: Monitor Flows

[image: image3.wmf]Consider an enterprise where its users employ end-to-end Virtual Private Network tunneling software to access corporate data.  For provisioning and/or billing purposes the network operator may want to monitor the volume of packet data flowing to/from particular enterprises.  By monitoring IP addresses in data packets, sophisticated reports can be generated.

Case 3: Set QoS Per Flow

[image: image4.wmf]Consider a user taking part in a videoconference. The user feels that the audio portion of the conference is very important, while the video, although nice to have, is not as important.  By allowing QoS parameter to be set on a per flow basis rather than on an entire data session, the audio packets can be given higher priority within the GGSN router.  If the router becomes congested it can drop video packets without sacrificing the quality asked for by the user.  The router also marks the packets with the appropriate quality of server before sending them out to the IP network.

Case 4: Terminate Data Flow and reroute

Consider a user who has a volume allocation quota for a particular Internet application like FTP.  If the user exceeds their allocation, any active flows for that application type are terminated and all future requests are denied and rerouted to a replenishment server where the user can pay to increase their allocation.  Other existing flows with enough balance (e.g. browsing sessions to free Web sites) are kept alive. Once the user replenishes its account, FTP flows are re-allowed without the user having to reconnect and restart a new PDP session. 

[image: image5.wmf]In this scenario, user quotas and over-quota actions must be downloaded into the GGSN from an accounting server.  The GGSN monitors traffic for the particular application and if the quota is exceeded, the appropriate action is taken, in this case, the current FTP flow is terminated and the user is redirected to the replenishment server.
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� 3GPP Technical Specification Group Core Network, “Part 8: Data Session Control”, TS 29.198-8, Version 5.0.0, 6/2002.
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