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1. Introduction

CN1 have completed a preliminary analysis of the specific technical issues identified by IETF Working Group Chairs, Area Directors, and IESG members in the Liaison to 3GPP which has been sent to SA1. This contribution analyses the issues from an SA1 perspective and identifies actions for SA1.

In general it should be noted that the issues identified in the original IETF liaison address the basic issue of compliance with the following “Internet” interoperability service requirements in TS 22.228 V5.6.0:

“It shall be possible to support session-related internet applications that have been developed outside the 3GPP community.”

“It is important that commercially available IP multimedia applications are supported.  In general compatibility shall be with these IP multimedia applications instead of building 3GPP-specific solutions.”
“The following options shall be available in the 3GPP standards to enable service delivery:

· an architectural framework shall be created that enables maximum flexibility in the end user device and network servers, similar in concept to that used in the Internet. 

This framework shall enable an operator to efficiently deploy IP multimedia applications in a network-agnostic manner without having to wait for these applications or additional enabling technology, to be standardised in 3GPP.”

As such the Liaison from IETF is a useful contribution as part of the release 5 “post mortem” analysis of how effective the process has been in release 5 of meeting all the IMS Service Requirements and what still needs to be done in release 6.

2. Discussion

1) The P-CSCF initiating BYE requests

"The P-CSCF may send a BYE on behalf of the UA, generally because the P-CSCF has been notified by the radio layer that the UA has lost contact.  Of course, the P-CSCF doesn't have the credentials to provide authentication of the BYE, so many UAs will consider this to be a forged message. This also renders 3GPP UAs vulnerable to denial of service attacks using forged BYEs."

SA1 Action:

None except to encourage SA2, SA3 and CN1 to find a full solution in release 6 that fully meets the interoperability objectives enshrined in the service requirements identified in the introduction above.

2) The P-CSCF stripping headers
"The P-CSCF strips away Route, Record-Route, Via, Path, and Service-Route headers before passing messages on to the UA. It then reinserts them messages in the other direction, and may also strip out Route headers inserted by the UA. This breaks end-to-end protection using S/MIME and prevents the UA from accessing external services using loose routing. It also prevents the UA from knowing about any proxies that may have piggybacked on its registration using the Path mechanism, which is a serious violation of the openness principle and leaves 3GPP users registering with external servers subject to certain man-in-the-middle attacks affecting REGISTER messages without any way to detect those attacks."

SA1 Action:

CN1 has identified that the current solution arises from the SA1 requirement “It shall be possible to limit the view of an operator’s network topology to authorised entities. “ [TS 22.228 V5.6.0] 
Is the CN1 interpretation correct that the above requirement also requires that the addresses of the network elements be hidden from the UE?

The prime motivation for header stripping identified by CN1 “Header stripping by the P-CSCF is primarily intended to protect the network from malicious UEs that could try to bypass some IMS network elements (e.g. the S-CSCF).” seems to be covered by “The possibility for IP multimedia applications to be provided without a reduction in privacy, security, or authentication compared to corresponding GPRS and circuit switched services.” [TS 22.228 V5.6.0]
However the potential as identified by CN1 for future issues with supporting any future new SIP mechanisms that create complex SIP dialogs that are not understood by the P-CSCF and this may hinder new service creation should be a concern as it would seem to contradict with the general requirements identified in the introduction above and in particular the requirement “This framework shall enable an operator to efficiently deploy IP multimedia applications in a network-agnostic manner without having to wait for these applications or additional enabling technology, to be standardised in 3GPP.” 

 It would seem that the current P-CSCF implementation violates this requirement as it could mean that future new applications may not be “network-agnostic” and mean that that the additional enabling technology (i.e. a new P-CSCF) needs to be standardised in 3GPP before these new applications can be deployed. It would seem that in release 6 SA1 should encourage CN1 to work with IETF to deliver an improved solution in this area that fully meets all the service requirements in TS 22.228.

3) CSCFs editing SDP
"The CSCF may edit SDP sent from or to the UA in order to force the selection of codecs considered favorable to the operator. This has the side effect of breaking end-to-end protection of the SDP using S/MIME. It also precludes interoperating with external elements when both the IMS UA and the external UA share only a common codec not supported by the P-CSCF."

SA1 Action:

CN1 has identified that this issue arises from SA1 requirements “Possibility for a network operator to implement IP Policy Control for IP multimedia applications.” and “In order to support the user's preferences for IP multimedia applications, the capability negotiation shall take into account the information in the user profile whenever applicable. “[TS 22.228 V5.6.0]

Is the CN1 interpretation of these two requirements correct? 

However the potential for future issues with the current solution that can break Signaling Transparency (which potentially impacts new applications in the future) and might cause future interoperability issues if IETF extends SDP (Note that there is work currently going on in IETF on SDP Next Generation which is radically different and based on XML and is not backward compatible with current SDP) again should be a concern as it would seem to contradict with the general requirements in the introduction above and in particular the same requirement “This framework shall enable an operator to efficiently deploy IP multimedia applications in a network-agnostic manner without having to wait for these applications or additional enabling technology, to be standardised in 3GPP.” . It would seem that the current SA2 and CN1 solution violates this requirement as it could mean that future new applications may not be “network-agnostic” and mean that that the additional enabling technology (i.e. new P-CSCF) needs to be standardised in 3GPP before these new applications can be deployed. It would seem that SA1 should encourage SA2 and CN1 to make improvements in this area in release 5 if possible and work with IETF to deliver a solution in release 6 that fully meets all the service requirements in TS 22.228.

4) S-CSCF obfuscating To: and From: fields
"The S-CSCF MAY (we believe this is still being discussed in 3GPP) obfuscate the To: and From: fields in messages. This appear to be based on a particular interpretation of privacy regulation in certain European domains.  It has the side effect of breaking end-to-end protection with S/MIME and breaking external services using the To: and From: fields, such as the most common forms of caller-ID used with SIP today."
SA1 Action:

None CN1 seem to be resolving this issue.

5) P-CSCF performing identity checks

"The P-CSCF filters messages from the UA to assure that only an identity known to the P-CSCF is presented by the UA. This may interact with the preceding characteristic. This appears to be required to accommodate the authorization model of 3GPP, which authenticates only REGISTER transactions and uses them to establish a security association between a UA and the P-CSCF. The side effect is that a 3GPP user may use only the operator-provided identity and may not be able to effectively use third-party services that provide other identities unless those services provide identity transformation with a back-to-back user agent."

SA1 Action:

CN1 has identified that the current solution arises from SA1 requirement “Public identities shall be administered by the network operator and shall not be changeable by the user. It shall be possible for the network operator to guarantee the authenticity of a public identity presented for an incoming call to a user where the call is wholly within that operator’s network (i.e. originating and terminating parties are subscribers to, and resident in, a single PLMN). “ And “The IM CN subsystem shall be able to verify at any time that the user is entitled to use the resources of the IM CN subsystem”. [TS 22.228 V5.6.0].

It would seem that the CN1 interpretation of these requirements is correct.

It would seem that the concern addressed by IETF is that there is a potential problem meeting the requirement “It shall be possible to support session-related internet applications that have been developed outside the 3GPP community.” However if the CN1 analysis is correct then the issue is resolved. No additional SA1 Action is required on this point except to point out that support for session-related internet applications that have been developed outside the 3GPP community is a requirement.
6) Network configuration hiding

"The I-CSCF (or THIG) may encrypt Via and Route information when acting in topology-hiding mode. This was allowed for in earlier SIP specifications, but the use has been deprecated for a variety of reasons. The exact impact on interoperability remains unknown."

SA1 Action:

CN1 have identified that the current solution is based on the service requirement “It shall be possible to limit the view of an operator’s network topology to authorised entities.“ [TS 22.228 V5.6.0]. SA1 should confirm if this requirement still holds. 

No current issues with interoperability have been identified but this is a deviation from the current SIP compliance to be aware of.
7) CSCFs manipulating message bodies

"Some CSCF elements and AS may manipulate message bodies. Manipulating message bodies in a proxy is forbidden in RFC 3261 because it breaks end-to-end protection using S/MIME. These elements do not appear to implement all of the UA behavior that would enable them to preserve end-to-end protections."
SA1 Action:

None CN1 seem to be resolving this issue.
3. Proposal

It is proposed that SA1 to take account of this analysis in it’s handling of the liaison from CN1 and in its response.
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