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1. Introduction
This contribution has two objectives:

1
Some detailed changes to 3G TS 22.141 0.1.0 and some requests for clarification are proposed.

2
The reason that the theme of “Trust” was introduced at the 1st Presence adhoc in Seattle is explained more thoroughly. The text introduced at Seattle is updated and some suggestions are made on how the topic might be handled by 3GPP. 

2. Proposed changes to 3G TS 22.141 0.1.0 
a)
In 3.1: 

principal: human, program, or collection of humans and/or programs that chooses to appear to the presence services as a single actor, distinct from all other principals..
b)
In 5.3 a) v) it states that Presence Information:

shall include a means to relate contact information for the presentity's principal (if applicable), such as email address, telephone number, postal address etc., or a link to that information.

When I first read this I thought I understood it, but now I am unsure what “a means to relate …” means. All the contact information is already related to the “presentity’s principal” and hence doesn’t require “a means” to relate them. Does the following text mean the same as the original intention?

shall either directly include contact information for the presentity's principal (if applicable), such as email address, telephone number, postal address etc., or a link to that information.

c)
In the Use Cases in Annex A the potential conflict between a basic Presence Service and personal privacy is very striking. In particular, the first “Immediate Messaging” scenario can be seen as a very extreme case of a person always being watched (by a potentially large number of people with whom they have declared they may wish to share presence information). The term “availability” is used in the text, but it is not defined in the main document and seems to be used exclusively to qualify terminals and services and not people. 

Only the concept of “availability” meaning the user declaring themselves willing to communicate or willing to reveal what terminals and services they are using can provide any protection to personal privacy in the “Immediate Messaging” Use Case. This personal “availability” is a complex topic that is not discussed in the document. There is no mention of the concept of a person making themselves available to one subset of users and unavailable to another subset – even though one or more of their terminals and services may be technically “available” for communications.


Availability, in the context of people declaring themselves available or unavailable to communicate with certain people using certain services, needs to be defined and included as a requirement in the main document.


The “noted” Lucent definition from the Seattle meeting seems to capture the correct spirit (even if the meeting seemed to have some unaccountable problems with users having dynamically changing personal “policies”):

Availability : This indicates that willingness of a presentity to communicate with other presentities based on polices and preferences of the said presentity.
d)
Some specific text that can be added to the “Location Info in Presence Use Case” is:

●
Security/authentication aspects of disclosures

User would need to be able to indicate what specific information could be revealed to what specific people
  e)
In the “Message Modality Control Use Case”, under “Considerations”, the following text appears to me to be unclear:

Service could be associated with User info (May be dependent on state or watcher identification)

It is unclear to me what “associated with User info” means – associated in what way and with what info – Presence info, service subscriptions, …? 

3. “Trust”
At the Seattle adhoc I raised the issue of “Trust” and proposed some new requirements to be added to the Stage 1 document (in S1-PS-010040 and S1-PS-010041). Although some people in the meeting understood many of the issues, the following 2 arguments were used against including such material in the Stage 1 specification:

1
The issues raised were to do with security and authentication and these have never been dealt with in SA1 Stage 1 documents for other services. These issues should be dealt with separately by TSG-SA3.

2
We already authenticate in the networks and there is nothing unique about authentication in the case of a Presence Service. 

This instant reaction overlooks a number of factors that are unique, and complicated, about a fully functional Presence Service. 

4. Authentication and authorisation in mobile networks
I believe it is true to say that in all current mobile networks, authentication and authorization are used in the following broad ways:

1
Network and/or service providers need to authenticate entities requesting to connect to their networks or use their services in order that they can be assured that these entities are legitimately entitled to the identifier that they are using and that they have a legitimate relationship with a known and trusted entity (another recognized network or service provider). The primary purpose for which this authentication takes place is to protect the network or service provider against unauthorized and potentially harmful use of their network or service.

2
Authorisation takes place for the primary purpose of ensuring that the authenticated entity is authorized to make use of the network or service that they are requesting. These checks are comparatively simple – is the user entitled to use data services, is there a roaming agreement between the user’s network and the network he is trying to access? Typically there would be checks to ensure that users are subscribed to the relevant network or service. One of the main purposes here is to ensure that the network or service provider is able to charge the entity for the use of their network or service.

In both the above examples the primary purpose of the authentication and authorization is to protect the network or service provider. In a Presence Service a similar form of authentication and authorisation would be required by Presence Service providers to ensure that their systems were not threatened and that they could recover costs from users. Such a form of authentication and authorization is sufficiently similar to those that currently exists that the argument that it should be handled in a similar way to other 3GPP services (i.e. dealt with by TSG-SA3) is very logical (albeit that I have some personal concerns about potential difficulties in synchronizing security standards and service standards development).

In most mobile telecomms environments end-users have a simple relationship with the providers of their networks and services and they rely on these bodies to ensure that their communications are secure and that their privacy is protected. If their communications or privacy are compromised they know who to blame!  End-users themselves never get involved with these fundamental authentication and authorization schemes – either directly or via self-managed user agents. They “trust” that the networks and services provide an acceptable level of protection – which to a large degree they do.
5. Authentication and authorisation in Presence Services
A fundamental difference that seems to me to be inherent in all presence related services is that end-users have very serious concerns about who or what is requesting their presence information and what they intend to do with that information. The environment described in 22.141 is one in which a 3GPP Presence Service is connected to a number of other presence services provided by a potentially wide range of service providers – who may be well outside the conventional mobile telecommunications market.

It may be possible for network and service providers in a 3GGP conforming environment to establish relationships between themselves and all the providers of Presence Services – although this task will be much greater than the equivalent tasks in current mobile networks. These relationships may well ensure that intercommunication between presence services will not compromise the functioning of individual services and that the behaviour of presentities and watchers on these services meet some basic minimum standards of behaviour.

If it is assumed that presence service providers find ways to satisfy themselves about interconnecting with other service providers in a “safe” manner, the critical issue becomes whether end-users concerns can be satisfied. Presentities and watchers acting on behalf of end-users will be exchanging information such as email addresses, telephone numbers, what networks users are currently connected to, whether they are currently in a communication session with another end-user of service, etc. Users (or user agents acting on behalf of users) will be concerned to ensure that this information is used in a manner that they consider acceptable. To make such judgments users will need to clearly understand who is making the request for presence information and they will need to understand how that information will be used. 

Being told by their Presence Service provider that the requesting watcher is an authorized user of another presence service will be unlikely to satisfy many users. Presenting Presence Identifiers to users is also be unlikely to satisfy them unless they can be assured of the true identity of the person or organisation behind that identifier. Even when the user can sufficiently clearly identify the requesting watcher, they will need to understand the purpose for which the potentially private information is being requested. 

The example I used at the Seattle meeting is still particularly relevant (and I have subsequently noticed that the PAM Forum have also cited a similar example) that:

A user may make the telephone number on which they can currently be reached available to a watcher on the understanding that it is used once to set-up a communication, that it is not stored and that it is not forwarded on to another party. 

In my own case, I would frequently release my mobile phone number to more or less anyone on that basis, whereas I very infrequently and selectively release that number to people when I know that they may store it and use it as often as they want to reach me when I may wish to remain unreachable by telephone. Resolving a mechanism to support such privacy enhancing capabilities is not a simple matter of authentication and authorization as currently understood and it is not something that an application can deliver unless the underlying service has been designed to support such behaviour.

ETSI Specialist Task Force STF180 has identified, and is continuing to investigate, a number of mechanisms that can help to deliver the required “Trust” for Presence Service users. STF180 has identified the nature of the Presence Identifier as being a contributory factor (a Universal Communications Identifier (UCI) in our case) and also the requirements placed upon the certification of the user’s presence agent (Personal User Agents (PUA) in our case) can play a significant role. Investigating how the example of the “use once-only for communication set-up” scenario cited above can be delivered has lead STF180 to consider revising its object model to specialise the functionality of some of the PUAs in our environment. Such a fundamental change at the architectural level would not have been considered if “Trust” was considered separately from the rest of the system requirements. In contrast we, like 3GPP, feel that the consideration of basic authentication and authorisation between PUAs is an issue that can be addressed in a more general way.
6. Conclusion
The support of “Trust” between the users, represented by watchers and presentities, are legitimate requirements for a Stage 1 Service Description from SA1. A reliance on passing “Trust” issues to TSG-SA3 will not deliver the required capabilities (although close working with TSG-SA3 may well be essential). The experience so far of ETSI STF180 is that the consideration of these requirements as part of the overall service requirements can lead to the development of a better-designed and more trustworthy Presence Service.   
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