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[bookmark: _Toc482970147][bookmark: _Toc467658313][bookmark: _Toc492977751]*************** Start of the 1st Change ****************
[bookmark: _Toc22022973][bookmark: _Toc22565475]4.2.1	User Privacy Procedure
[bookmark: _Toc22022974][bookmark: _Toc22565476]4.2.1.1	De-concealment of SUPI from the SUCI based on the protection scheme used to generate the SUCI.
Requirement Name: De-concealment of SUPI from the SUCI based on the protection scheme used to generate the SUCI. 
Requirement Reference: TS 33.501 [2], clause 5.8.2.
Requirement Description: "The SIDF shall resolve the SUPI from the SUCI based on the protection scheme used to generate the SUCI." as specified in TS 33.501 [2], clause 5.8.2. 
Threat References: TR 33.926 [4], clause XE.2.2.1, Incorrect SUCI de-concealment.
TEST CASE:
Test Name: TC_DE-CONCEAL_SUPI_from_SUCI_UDM
Purpose:
Verify that the SIDF De-conceals the SUPI from the SUCI based on the protection scheme used to generate the SUCI.
Procedure and execution steps:
Pre-Condition:
-	UDM network product is connected in simulated/real network environment.
-	Tester shall have access to the subscription data stored in UDR.
-	Tester shall record the SUPI from the UE.
Execution Steps:
Test case:
Tester shall capture the entire authentication procedure between UE and AMF over N1, N12 and N13 interface using any network analyser. 
1.	Tester shall filter the Nudm_Authentication_Get Response message sent from UDM to AUSF over N13 interface containing the SUPI.
2.	Tester shall compare the SUPI gotten from UE and the SUPI retrieved from Nudm_Authentication_Get Response message.
Expected Results:
SIDF resolves the SUPI from the SUCI based on the protection scheme used to generate the SUCI.
Expected format of evidence:
Evidence suitable for the interface, e.g., evidence can be presented in the form of screenshot/screen-capture.
[bookmark: _Toc22022975][bookmark: _Toc22565477]4.2.2 	Authentication and key agreement procedure
[bookmark: _Toc22022976][bookmark: _Toc22565478]4.2.2.1	Synchronization failure handling
Requirement Name: Synchronization failure handling
Requirement Reference: TS 33.501 [2], clause 6.1.3.3.2.
Requirement Description: "When the UDM/ARPF receives an Nudm_UEAuthentication_Get Request message with a "synchronisation failure indication" it acts as described in TS 33.102 [9], clause 6.3.5 where ARPF is mapped to HE/AuC. The UDM/ARPF sends an Nudm_UEAuthentication_Get Response message with a new authentication vector for either EAP-AKA' or 5G-AKA depending on the authentication method applicable for the user to the AUSF.as specified in TS 33.501 [2], clause 6.1.3.3.2.
Threat References: TR 33.926 [4], clause XE.2.2.2, Synchronization failure.
Test Case: 
Purpose:
Verify that synchronization failure is recovered correctly in the home network. 
Pre-Conditions:
Test environment with AUSF. The AUSF may be simulated. 
Execution Steps
1.	The AUSF sends an Nudm_UEAuthentication_Get Request message to the UDM with a "synchronisation failure indication" and parameters RAND and AUTS.
2.	The UDM/ARPF performs steps 1-5 as described in TS 33.102, clause 6.3.5.
Expected Results:
The UDM sends an Nudm_UEAuthentication_Get Response message with a new authentication vector to the AUSF.
[bookmark: _Toc22565479][bookmark: _Toc22022977]4.2.2.2	Storing of authentication status of UE by UDM. 
Requirement Name: Storing of authentication status of UE by UDM. 
Requirement Reference: TS 33.501 [2], clause 6.1.4.1a
Requirement Description: "The UDM shall store the authentication status of the UE (SUPI, authentication result, timestamp, and the serving network name) after authentication" as specified in TS 33.501 [2], clause 6.1.4.1a.
Threat References: TR 33.926 [4], clause XE.2.2.3, Failure to store of authentication status.
TEST CASE: 
Test Name: TC_AUTH_STATUS_STORE_UDM
Purpose: 
Verify that the UDM stores the authentication status of UE
Procedure and execution steps:
Pre-Condition: 
-	UDM network product is connected in simulated/real network environment.
-	Tester shall have access to all the authentication specific data sent over N1 interface, N12 interface and N13 interface.
-	Tester shall have access to UDM.
Execution Steps: 
1.	Tester shall capture the entire authentication procedure between UE and AMF over N1, N12 and N13 interface using any network analyser. 
2.	Tester shall filter the Nudm_Authentication_Get Response message sent over N13 interface to find the SUPI.
3.	Tester shall filter the Nausf_UEAuthentication_Authenticate Response message sent over N12 interface to retrieve the Authentication status (EAP success/failure for EAP-AKA' or Result for 5G AKA) from the Nausf_UEAuthentication_Authenticate Response message.
4.	Tester shall verify the status retrieved authentication status with the authentication status stored in UDM.
5.	Tester shall compare the SUPI present in the Nudm_Authentication_Get Response message and SUPI stored in the UDM.
6.	Tester shall filter the Nudm_UEAuthentication_Get Request message sent over the N13 interface.
7.	Tester shall compare the Serving network name present in the Nudm_Authentication_Get Request message with the serving network name stored in UDM.
Expected Results:
The storing of authentication status (SUPI, authentication result, timestamp, and the serving network name) of UE at the UDM is verified.
Expected format of evidence:
Evidence suitable for the interface, e.g., evidence can be presented in the form of screenshot/screen-capture.
*************** Start of the 2nd Change ****************
[bookmark: _Toc22022993][bookmark: _Toc22565495][bookmark: _Toc19542453]4.3	UDM-specific adaptations of hardening requirements and related test cases
[bookmark: _Toc22022994][bookmark: _Toc22565496]4.3.1	Introduction
The present clause contains UDM-specific adaptations of hardening requirements and related test cases.
[bookmark: _Toc22022995][bookmark: _Toc22565497]4.3.2	Technical Baseline
There are no UDM-specific additions to clause 4.3.2 of TS 33.117 [3].
[bookmark: _Toc22022996][bookmark: _Toc22565498]4.3.3	Operating Systems
There are no UDM-specific additions to clause 4.3.3 of TS 33.117 [3].
[bookmark: _Toc22022997][bookmark: _Toc22565499]4.3.4	Web Servers
There are no UDM-specific additions to clause 4.3.4 of TS 33.117 [3].
[bookmark: _Toc22022998][bookmark: _Toc22565500]4.3.5	Network Devices
There are no UDM-specific additions to clause 4.3.5 of TS 33.117 [3].
4.3.x	Network Functions in service-based architecture
There are no UDM-specific additions to clause 4.3.6 in TS 33.117 [3].
*************** End of the Changes ****************

