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[bookmark: _Toc501628136]************************ Start of change 1 *********************************
[bookmark: _Toc3816682]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.179: "Functional architecture and information flows to support mission critical communication services; Stage 2".
[3]	3GPP TS 22.179: "Mission Critical Push To Talk (MCPTT) over LTE; Stage 1".
[4]	3GPP TS 33.210: ''3G security; Network Domain Security (NDS); IP network layer security''.
[5]	3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".
[6]	3GPP TS 33.203: "3G security; Access security for IP-based services".
[7]	Void.
[8]	3GPP TS 33.328: ''IP Multimedia Subsystem (IMS) media plane security''.
[9]	IETF RFC 6507: ''Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption (ECCSI)''.
[10]	IETF RFC 6508: ''Sakai-Kasahara Key Encryption (SAKKE)''.
[11]	IETF RFC 6509: ''MIKEY-SAKKE: Sakai-Kasahara Key Encryption in Multimedia Internet KEYing (MIKEY)''.
[12]	IETF RFC 3550: ''RTP: A Transport Protocol for Real-Time Applications''.
[13]	IETF RFC 3711: "The Secure Real-time Transport Protocol (SRTP)".
[14]	3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture".
[15]	3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".
[16]	3GPP TS 33.222: "Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)".
[17]	3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".
[18]	NIST FIPS 180-4: "Secure Hash Standard (SHS)".
[19]	IETF RFC 6749: "The OAuth 2.0 Authorization Framework".
[20]	IETF RFC 6750: "The OAuth 2.0 Authorization Framework: Bearer Token Usage".
[21]	OpenID Connect 1.0: "OpenID Connect Core 1.0 incorporating errata set 1", http://openid.net/specs/openid-connect-core-1_0.html.
[22]	IETF RFC 3830: "MIKEY: Multimedia Internet KEYing".
[23]	IETF RFC 3602: "The AES-CBC Cipher Algorithm and Its Use with IPsec".
[24]	IETF RFC 4771: "Integrity Transform Carrying Roll-Over Counter for the Secure Real-time Transport Protocol (SRTP)".
[25]	IETF RFC 6043: "MIKEY-TICKET: Ticket-Based Modes of Key Distribution in Multimedia Internet KEYing (MIKEY)". 
[26]	IETF RFC 7714: ''AES-GCM Authenticated Encryption in the Secure Real-time Transport Protocol (SRTP)''.
[27]	W3C: "XML Encryption Syntax and Processing Version 1.1", https://www.w3.org/TR/xmlenc-core1/.
[28]	W3C: "XML Signature Syntax and Processing (Second Edition)", http://www.w3.org/TR/xmldsig-core/.
[29]	IETF RFC 5905: "Network Time Protocol Version 4: Protocol and Algorithms Specification".
[30]	IETF RFC 5480: "Elliptic Curve Cryptography Subject Public Key Information".
[31]	IETF RFC 6090: "Fundamental Elliptic Curve Cryptography Algorithms".
[32]	IETF RFC 7519: "JSON Web Token (JWT)".
[33]	IETF RFC 7662: "OAuth 2.0 Token Introspection".
[34]	IETF RFC 3394: "Advanced Encryption Standard (AES) Key Wrap Algorithm".
[35]	IETF RFC 7515: "JSON Web Signature (JWS)".
[36]	NIST Special Publication 800-38D: "Recommendation for Block Cipher Modes of Operation: Galois/Counter Mode (GCM) and GMAC".
[37]	IETF RFC 2045: "Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet Message Bodies".
[38]	IETF RFC 2392: "Content-ID and Message-ID Uniform Resource Locators".
[39]	3GPP TS 24.380: " Mission Critical Push To Talk (MCPTT) media plane control; Protocol specification".
[X]	IETF RFC 3711 Errata ID 3712, https://www.rfc-editor.org/errata/eid3712.
************************ End of change 1 *********************************


************************ Start of change 2 *********************************
[bookmark: _Toc501628137]7.6.1	General
Floor control signalling is sent from the MCPTT UE to a Floor Arbitrator. The Floor Arbitrator will be part of the MCPTT server when MCPTT group communications are online. When MCPTT group communications are offline, the Floor Arbitrator will be an MCPTT client. Floor control signalling is transmitted using MBCP or TBCP, both of which use RTCP, cf. IETF RFC 3550 [12]. The integrity and confidentiality protection for one-to-many communications using RTCP may be achieved by using SRTCP, IETF RFC 3711 [13]. Media control signalling is also protected using SRTCP.
For online communications, the connection between the MCPTT UE and the Floor Arbitrator (MCPTT Server) is protected by using SRTCP which key agreement is specified in clause 9.4. This clause provides a mechanism for protecting offline floor control signalling during the group call or the private call.

When the MCPTT client is operating off network, the key management as well as the Master Key and Master Salt for SRTCP is the same with that for SRTP. As a result of this mechanism, the group members in the group call or MCPTT UEs in the private call share a Master Key, a Master Salt and an MKI for the protection of SRTCP.
The mechanism described in IETF RFC 3711 [13] is used to encrypt the RTCP payload. A diagram of the key derivation mechanism (as described in IETF RFC 3711 [13]) is shown in figure 7.6.1-1.


Figure 7.6.1-1: Security mechanism for floor control protection
The AES-CM-128 algorithm as defined in IETF RFC 3711 [13] shall be supported as the SRTCP PRF (which is used to derive the SRTCP session key and salt). A SRTP key derivation rate of 0 shall be used to indicate that session keys and salts shall not be refreshed. The AEAD_AES_128_GCM algorithm as defined in IETF RFC 7714 [26] shall be supported for providing confidentiality and data authentication of SRTCP packets. The AEAD_AES_128_GCM algorithm requires that the SRTCP session key is 16 octets in length and the session salt is 12 octets in length.
NOTE:	Some SRTCP implementations are not compliant with RFC 3711 due to the size of the SRTCP index, as discussed in RFC 3711 Errata ID 3712 [X].
************************ End of change 2 *********************************
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