Page 1



3GPP TSG SA WG3 (Security) Meeting #95
S3-191637
Reno, NV, USA, 6-10 May 2019 
was S3-191174
	CR-Form-v11.2

	CHANGE REQUEST

	

	
	33.163
	CR
	0011
	rev
	1
	Current version:
	16.0.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	x
	Radio Access Network
	
	Core Network
	x


	

	Title:

	Making UE initiated key refresh optional in TS33.163

	
	

	Source to WG:
	Juniper Networks, Deutsche Telekom AG

	Source to TSG:
	S3

	
	

	Work item code:
	TEI16, BEST_MTC_Sec
	
	Date:
	2019-05-07

	
	
	
	
	

	Category:
	C
	
	Release:
	Rel-16

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	UE initiated key refresh within a session can be used as a vector for DDoS attacks.  A UE initiated key refresh not only triggers costly cryptographic operations in the HSE, but also a Diamater message exchange with the HSS, affecting both the HSE and the HSS. Thus coincidental key refresh requests from large number UEs, may not only overwhelm the HSE, but the HSS as well.

	
	

	Summary of change:
	Make UE initiated key refresh wihin a session support optional for the HSE.  Upon indicating the lack of suport in the Session Start message, the HSE can ignore UE key refresh request. 

	
	

	Consequences if not approved:
	We are leaving the HSE and the HSS open to DDoS attacks via UE initiated key refresh. 

	
	

	Clauses affected:
	4.3.3, 4.4.4, 6.2.6.1.2

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


*** First Change ***
4.3.3
BEST Session Key Management

At any time during the BEST session, either the UE or the HSE may trigger a re-negotiation of the keys being used for the BEST service using the EMSDP Manage Keys Request and Response exchange.  To avoid overloading of the HSE and the HSS, the HSE may throttle or not support UE triggered key renegotiation.
The newly generated keys take effect immediately for EMSDP based BEST UP services. For procedures when BEST Key management service is used to provide a pre-shared key to the application layer protocol, refer clause 4.4.4 for additional details.
*** Second Change ***
4.4.4
Key Refresh
At any time during the BEST session, either the UE or the HSE or the EAS may trigger a re-negotiation of the keys being used for the BEST service.  It is optional for the HSE to support UE initiated key refresh, which it signals to the UE in the Session Start message.  If not supporting it, an HSE will ignore UE triggered key refresh messages.
The UE and the HSE triggered re-negotiation is described in clause 4.3.3. For UE-to-EAS mode BEST UP service and BEST Key agreement only service, the newly derived pre-shared key (EAS PSK) may be sent by the HSE to the EAS. This is further described in clause 6.2.7.2.

The EAS-triggered re-negotiation of keys applies to BEST UP Service in UE-to-EAS mode. The trigger for generating new keys is appropriately propagated to the UE using EMSDP Manage Keys Request. The EAS is provided with newly derived EAS PSK from the HSE. 

For BEST key-agreement only service, there is no provision for the application layer to trigger generation of the new EAS PSK. The application layer continues to use the existing pre-shared key to generate fresh session keys for consecutive instances of the protocol. When a new EAS PSK is generated in the HSE, the application layer obtains it either via an update from the HSE or when the EAS contacts the HSE again when a new application layer session is set up.
*** Third Change ***
6.2.6.1.2
EMSDP Session Start

The EMSDP Session Start command is used by the HSE to setup a new BEST session.  This message shall contain information on the BEST service setup, key agreement details, a hash of the information sent by the UE in the prior EMSDP Session Request command and optionally, the HSE identity.

On receipt of this command the UE shall:

-
Perform a 3G security context authentication with the USIM using the RAND and AUTN combination from the Key Agreement TLV. If the USIM returns IK and CK values, the UE uses these keys and the HSE identity supplied (if the HSE Identity TLV is present) to generate the session keys for the EMSDP messages as detailed in clause 5.  If the USIM determines re-synchronisation is required and returns an AUTS then the UE sends a EMSDP Message  Reject command containing the AUTS to the HSE.

-
Verify that the UE supports the BEST service indicated in the BEST Service configuration TLV.

-
Verify the received message format, the CP COUNTER value and the message MAC value.

-
Verify that the MAC supplied in the MAC TLV matches the MAC that would be produced for the previous EMSDP Session Request message if the BEST configuration in the BEST Service configuration TLV had been applied using the integrity key calculated from the Key agreement TLV.

The EMSDP Session Start command has the following cmd options:

Table 6.2.6.1.2-1: EMSDP Session Start command options

	Name
	M / C / O

	BEST Service configuration TLV
	M

	Key agreement TLV
	M

	EMSDP session request MAC TLV
	C

	HSE Identity TLV
	O

	EAS Container
	O


BEST Service configuration TLV: The BEST Service configuration TLV sets the BEST service parameters to be used in this session as follows:

Table 6.2.6.1.2-2: BEST Service configuration TLV

	8
	7
	6
	5
	4
	3
	2
	1

	BEST HSE configuration TLV Tag = '04'

	Length of Best protocol ID contents = x bytes

	BEST Service Activated
	BEST encryption algorithm GEA4 to be used
	BEST encryption algorithm GEA5 to be used
	BEST encryption algorithm UEA1 to be used
	BEST encryption algorithm UEA2 to be used
	BEST encryption algorithm EEA0 to be used
	BEST encryption algorithm 128-EEA1 to be used
	BEST encryption algorithm 128-EEA2 to be used

	BEST signalling plane protocol identifier

	BEST user plane protocol identifier

	BEST encryption algorithm 128-EEA3 to be used
	BEST integrity algorithm GIA4 to be used
	BEST integrity algorithm GIA5 to be used
	BEST integrity algorithm UIA1 to be used
	BEST integrity algorithm UIA2 to be used
	BEST integrity algorithm    128-EIA1 to be used
	BEST integrity algorithm    128-EIA2 to be used
	BEST integrity algorithm    128-EIA3 to be used

	Reserved for future use (set to 00)
	UE triggered key refresh supported
	Local BEST configuration management allowed
	 Reserved for future use (set to 0000)

	New Session Required
	Use EAS UP Keys
	EMSDP MAC length
	Size of EMSDP Data Length


-
BEST Service Activated – a bit flag that when set instructs the UE to use the BEST service and when clear instructs the UE not to use the BEST service,

-
BEST signalling plane protocol identifier – 1 octet that is used to determine the BEST signalling protocol to be used from the following list (only one shall be indicated): 01 = type 01 signalling plane EMSDP message. All other values are reserved for future use.

-
BEST user plane protocol identifier – 1 octet that is used to determine the BEST signalling protocol to be used from the following list (only one shall be indicated): 01 = type 01 user plane EMSDP message. All other values are reserved for future use.

-
BEST encryption algorithm to be used – 1 octet that is used to define which of the following algorithms to use for encryption: GEA0, GEA4, GEA5, UEA0, UEA1, UEA2, EEA0, 128-EEA1, 128-EEA2 and 128-EEA3. Only one algorithm from this list shall be indicated.  If the Visited network indicated that BEST encryption is restricted, then the HSE shall indicate EEA0.

-
BEST integrity algorithm to be used – 1 octet that is used to define which one of the following algorithms to use for integrity:GIA4, GIA5, UIA1, UIA2, 128-EIA1, 128-EIA2 and 128-EIA3). Only one algorithm from this list shall be indicated.

-
Local BEST configuration management allowed – a flag to indicate that the software connected to the UE is allowed to manage the BEST service.
- 
UE triggered key refresh supported – The HSE indicating to the UE whether key refresh requests will be ignored or responded. 
-
New Session Required – 1 bit that indicates if a new session is required.  If this bit is set to 0 then the details agreed for the last session can be used and a new session is not required to be setup.
-
Use EAS UP keys – If set to 0 it indicates that the UE should not derive the UE-to-EAS keys. If set to 1 it means that the UE shall derive UE-to-EAS keys to be used in a UE-to-EAS BEST secure session.
-
EMSDP MAC length – 2 bits that indicates how many octets in the EMSDP data packet the integrity checksum (MAC) will be on, as follows: "00"=4 octets, "01"=8 octets, "10"=12 octets and "11"= 16 octets.  This value shall not be set to a size that is greater than MAC size produced by the chosen algorithm.

-
Size of EMSDP Data Length – 4 bits that indicate how many octets are used for the EMSDP Data Length. "0000" is reserved for future use.

Any remaining bits are reserved for future use and are set to "0..0".

Key agreement TLV: this contains the RAND IE and AUTN IE specified in 3GPP TS 24.008 [5] as follows:

Table 6.2.6.1.2-3: Key Agreement TLV

	Name
	Size
	M / C / O
	Value

	Key Agreement TLV
	1 byte
	M
	05

	Length
	1 byte
	M
	1 or 36

	Additional Information
	1 Byte
	M
	Additional Keys to be generated

	RAND IE
	17 bytes
	C
	See 10.5.3.1 in 3GPP TS 24.008 [5]

	AUTN IE
	18 bytes
	C
	See 10.5.3.1.1 in 3GPP TS 24.008 [5]


If the 'Length of the Key agreement' is set to 1 then this means use current keyset agreed for this KEY ID.  In this case the RAND IE and AUTN IE shall not be present.

The Additional information are as follows:

Table 6.2.6.1.2-4: Additional information

	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1

	Confirm Authentication flag
	RFU
	RFU
	RFU
	RFU
	Key ID


b8: 
Confirm Authentication flag:

1 = Confirmation message required.

0 = Confirmation message not required.

b7 to b4: RFU (set to 0)

b3 to b1: Key ID

Key ID to be used for this keyset.

EMSDP Session Request MAC TLV:  The EMSDP session request MAC TLV shall be present if the previous command was an EMSDP session request message. Its contents are as follows:

Table 6.2.6.1.2-5: EMSDP session request MAC TLV

	Name
	Size
	M / C / O
	Value

	EMSDP session request MAC Tag
	1 byte
	M
	06

	Length
	1 byte
	M
	Length of MAC (X)

	EMSDP session request MAC
	X bytes
	M
	Result of MAC calculation on previous EMSDP session request message using current keys and BEST configuration in this message.


HSE Identity TLV: this contains a 4 octet numeric identifier for the HSE.  This should be unique to the HSE being used within the home network. It is formatted as follows:

Table 6.2.6.1.2-6: HSE Identity TLV

	Name
	Size
	M / C / O
	Value

	HSE Identity Tag
	1 byte
	M
	07

	Length
	1 byte
	M
	Length of HSE Identity (04)

	HSE Identity
	4 bytes
	M
	4 octet numeric identifier for the HSE


The EAS Container TLV: this contains a 4 octet numeric identifier for the Enterprise Key ID.

Table X.2.6.1.2-7: EAS Container TLV

	Name
	Size
	M / C / O
	Value

	EAS Container Tag
	1 byte
	M
	08

	Length
	1 byte
	M
	Length of Enterprise Key ID

	Enterprise Key ID
	4 bytes
	M
	numeric identifier for the Enterprise Key


Response:

If the Confirmation message required flag in the Key agreement TLV is set and the message verifies, then the UE shall send an EMSDP start session confirmation message.

If the Confirmation message required flag in the Key agreement TLV is set and the message verifies, then the UE may send an EMSDP start session confirmation message.

If the message does not verify, then the UE shall respond with a Request Rejected command.  This command may include the reason that the request has been rejected. 

If the USIM returns a AUTS as a result of the authentication, the UE shall respond with a Request Rejected command with the reason "Authentication ReSync required" and including the AUTS.
*** End of Changes ***
