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**** First Change****
[bookmark: _Toc532551796]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	ETSI GS NFV-SEC 012: "Network Functions Virtualisation (NFV) Release 3; Security; System architecture specification for execution of sensitive NFV components".
[3]	3GPP TS 33.127: "Lawful interception architecture and functions".
[4]	3GPP TS 33.128: "Handover interface for Lawful Interception (LI)".
[5]	ETSI TS 103 280: "Lawful Interception (LI); Dictionary for common parameters".
[6]	ISO/IEC 27000: "Information technology; Security techniques; Information security management systems - Overview and vocabulary".
[7]	ETSI TS 102 165-1: "Telecommunications and Internet converged Services and Protocols for Advanced Networking (CYBER); Methods and protocols; Part 1: Method and proforma for Threat, Risk, Vulnerability Analysis".
[X]	ATIS-I-0000068: “Evolution to an Artifical Intelligence Enabled Network” (White Paper - September 2018)
[bookmark: _Toc532551797]3	Definitions and abbreviations
[bookmark: _Toc532551798]3.1	Definitions
[bookmark: OLE_LINK6][bookmark: OLE_LINK7][bookmark: OLE_LINK8]For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
activation/deactivation: The large time scale action (i.e. on the same order as subscription lifetimes, that encompass multiple sessions, e.g. subscribing to “call hold” service). (See also Invocation)
[bookmark: _GoBack]Artificial Intelligence: Artificial Intelligence is typically considered to be a system that performs some form of reasoning, planning or object management, using knowledge as well as perceived information that, in the past, required human intervention. (Definition from ATIS-I-0000068, White Paper "Evolution to an Artifical Intelligence Enabled Network” [X]).
capture: The action taken by the CSP to separate and copy the communications associated with a target identifier.
Content of Communication (CC): Information exchanged between two or more users of a communications service, excluding intercept related information. This includes information which may, as part of some communications service, be stored by one user for subsequent retrieval by another.
context of communication: Information needed to recreate the state known in the CSP's network of the Target Communication. For example the direction of initiation on communication (to or from), direction of data flow (to or from), direction association with the identifiers to and from addresses), actions taken by the CSP on behalf of the target or identity translations.
Communication Service Provider (CSP): The entity that owns or operates the network that provides a service to a subscriber.
delivery: The action taken by the CSP to perform the necessary correlation and processing of communications associated with a target, and delivering the result to the LEA.
de-provisioning: The action taken by the CSP, that may be in response to an interception termination request from the LEA, or automatically once the warrant period has expired, to remove from its network functions the information and reporting pertaining to the target.
detection: The action taken by the CSP to identify communications associated with a target identifier.
edge interception: Interception performed in less secure locations that could be at customer's premises e.g. H(e)NB, ProSe relays.
group identifier: A group identity provides a reference to a defined group of one or more users. The use of this group identity applies to all users in the group.
interception: The actions of Provisioning, Detection, Capture, Delivery, and De-Provisioning.
interception product: The Intercept Related Information (IRI) and/or Content of Communication (CC) generated as a result of isolating the target's communications for the purpose of delivery to the requesting LEA.
Intercept Related Information (IRI): Information or data associated with communication services involving the target identity, specifically communication associated information or data (e.g. unsuccessful communication attempts), service associated information or data, and location information.
invocation: The short, intra-session time scale action (i.e. the activation of the hold feature in the middle of a call session). (See also Activation).
Lawful Access Location Services (LALS): Action performed by a CSP of obtaining a target's location information by means of Location Services (LCS), and providing that information to an LEA.
Lawful Interception (LI): Actions taken by the CSP that include: provisioning the target identity in the network to enable isolation of target communications (separating it from other users' communications), duplicating the communications for the purpose of sending the copy to the LEA, and handing over the Interception Product to the LEA that served the CSP with the warrant. An interception is associated with exactly one warrant.
lawful interception identifiers: Target identifying details as defined in ETSI TS 103 280 [5].
LI delivery latency: The time between isolation in the Point of Interception and delivery of the Product of Interception at the LEA at the agreed point of handover.
location information: Information relating to the geographic/ physical or logical location of a target.
Mediation and Delivery Function (MDF): Functions that convert the CSP internal formats and protocols to the agreed formats and protocols for handover from the CSP to the LEA. 
party role: The role of a user identifies whether the user was for example the initiating party or the addressed party or intermediate addressed party in a communication.
production: The actions of Detection, Capture, and Delivery.
provisioning: The action taken by the CSP to insert into its network functions information that identifies the target and the specific communication services of interest to the LEA, sourced from the LEA provided warrant.
target communication: All communications, communication attempts (successful or not), and network interactions that originate from, are directed to, are controlled by, or are associated with, the target's identifiers, equipment, facilities or services, including actions taken by the network on behalf of the target, that are available in the CSP's network.
target identity: A network or service identity that uniquely identifies a target for interception from all other non-targets within one or more CSP services. One target may have one or several target identities. The target identity can be a long term subscription based identity, a short term network identity, a public available identity or an internal used (private) identity.
third party: A resource or entity which is not fully owned and fully controlled by the CSP.
warrant: The formal mechanism to require Lawful Interception from a LEA served to the CSP on a single target identifier. Depending on jurisdiction also known as: intercept request, intercept order, lawful order, court order, lawful order or judicial order (in association with supporting legislation).
**** End of Second Change****

**** Second Change****

[bookmark: _Toc532551810]6.6	Security
R6.6 - 10	Undetectability by the Target - The CSP shall perform interception in such a manner that the target is unable to detect interception is taking place, before, during, and after the interception.
R6.6 - 20	Undetectability by Other Users - The CSP shall perform interception in such a manner that no other users of CSP's services can detect that interception is taking place, before, during, and after the interception.
R6.6 - 30	Undetectability by Non-Authorized Parties - The CSP shall ensure that non unauthorized personnel or processes (including automated or Artificial Intelligence based systems) that are part of the service cannot detect that interception is taking place, before, during, and after interception.
R6.6 - 40	Undetectability across LEAs - The CSP shall perform interception in such a manner that no other LEA can detect that interception is taking place, before, during, and after interception.
R6.6 - 50	Undetectability across CSPs - The CSP shall be able to perform interception such that no CSP not obligated by the warrant can detect that interception is taking place .
R6.6 - 60	Undetectability Across Third Parties - The CSP shall be able to perform interception such that any Third Parties, not obligated by the warrant, cannot detect that interception is taking place.
R6.6 - 70	Undetectability Across Countries - The CSP shall ensure the performance of interception in one country cannot be detected in other countries.
R6.6 - 80	Interception Capability Undetectability - The CSP shall ensure that only authorized parties can have knowledge of operational use of interception capabilities, interception-related hardware and software.
R6.6 - 90	LI Failure Impact on Target Services - A failure of LI shall not impact the target's, or other users' services.
R6.6 - 100	Recordkeeping Access - The CSP's record retention policy shall ensure that LI records of the CSP's management of interception (e.g. log files) are only visible to, and accessible by, authorized personnel.
R6.6 - 110	Alteration Prevention and Detection - The CSP shall employ a mechanism (e.g. cryptographic hashing) to provide assurance that LI records of the CSP's management of interception (e.g. log files) cannot be unnoticeably altered.
R6.6 - 120	Authenticity - The delivery shall employ a mechanism to provide assurance of the authenticity of the delivered Interception Product from the CSP to the LEA.
R6.6 – 130	Confidentiality - The delivery shall employ a mechanism to provide assurance of the confidentiality of the Interception Product from the CSP to the LEA.
R6.6.- 140	Integrity - The delivery shall employ a mechanism to provide assurance that the Interception Product cannot be altered from the CSP to the LEA.
R6.6.- 150	Mutual authentication - The CSP and the LEA shall provide assurance that any communications between the CSP and LEA can mutually authenticate.
R6.6 - 160	Virtualization Security - When CSP networks are virtualized, the CSP LI implementation shall at a minimum comply with the NFV security requirements specified in ETSI GS NFV-SEC 012 System specification for execution of sensitive NFV components [2].
R6.6 - 170	Limited Security POI - Where interception cannot be implemented at a fully secure location, such that physical and logical security of the POI cannot be guaranteed, the CSP shall employ methods to reduce LI security risks.
 R6.6 - 180	Automated Network Management– The LI/LALS design and processes shall be compatible and transparent with automated network management (including Artificial Intelligence based systems). 
**** Last Change ****

