TSG SA Meeting #SP-83
SP-190234
20 - 22 March 2019, Shenzhen, China

Title:
Reply LS on User Plane Security for 5GC Roaming
Release:
R16
Source:
SA
To:
GSMA 5GJA
Cc:
SA3, SA2
Contact Person:


Name:
Alex Leadbeater


E-mail Address:
alex.leadbeater@bt.com
Send any reply LS to:
3GPP Liaisons Coordinator, mailto:3GPPLiaison@etsi.org 


Attachments:
None
1. Overall Description:

3GPP SA would like to inform GSMA 5GJA that SA has reviewed the liaison statement from GSMA 5GJA on User Plane Security for 5GC Roaming in SP-190006 and would like to provide additional guidance to GSMA 5GJA on actions being taken by 3GPP to address the issues raised by GSMA 5GJA.
Within release 15 timescales it has not been possible to add new functionality to N9 to address the issues raised by GSMA 5GJA. However, the following text has been added to TS 33.501 clause 13.3.2 to mitigate the security risk raised by GSMA 5GJA;

· “The present document does not provide a standardised solution for binding 5G SBA REST Service Operations between the PLMN V-SMF and H-SMF over N16 / N32 to GTP-U over N9 in roaming scenarios. To prevent injection or spoofing of UP traffic over N9, it is recommended to use a common firewall that can correlate HTTP/2 methods and GTP-U in order to bind and filter out any malicious traffic on N9. Use of a common firewall may place other implementation restrictions (e.g. co-location of SMF, SEPP and UPF) in order to allow use of a common firewall.”
Within the scope of release 16, 3GPP SA3 have extended their study on SBA Security Enhancements for release 16 (FS_SBA-SEC) to include binding of SBA signalling sessions to N9 sessions and to develop the necessary N9 security function to achieve this. Once SA3 have concluded their study, it is expected that SA2 and SA3 will undertake any necessary normative work to fully address the issues raised by GSMA 5GJA within release 16 timescales. SA3 consider that this may require a function equivalent to the SEPP used on N32 to be standardised on N9.
2. Actions:

To GSMA 5GJA.

ACTION: 
Kindly take the above information into account when progressing GSMA 5GJA work on 5GC Roaming.
3. Date of Next TSG-SA Meetings:
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