3GPP TSG SA Meeting #81
SP-180852
12-14 September 2018, Gold Coast, Queensland, Australia
revision of SP-18xabc
Source:
Qualcomm Incorporated, NTT Docomo, ATT
Title:
Way Forward on the Initial NAS message protection inconsistency in the 5G specifications
Document for:
Approval
Agenda Item:
15C.1
1
Discussion
SA3 have been working on providing both ciphering and integrity protection of initial NAS message, as it is not always possible to send all IEs in initial NAS message protected as for example some are needed to establish the security. This is inline with good security practice where as much information should be sent protected as possible. The integrity protection has not been controversial (note: it is similar to the method introduced in LTE) but adding the ciphering part has stalled in the working groups. 

SA3 has included the procedures for partially ciphering the initial NAS message in TS 33.501 [1] (subclause 6.4.6) after much discussion with SA2 and CT1 on the IEs that are needed in the clear to establish security and allow efficient selection of the correct AMF. There has been opposition to include the procedures in SA2 and CT1 specifications and hence the current set of specifications are not aligned across SA3, SA2 and CT1. 
The latest status of the work is SA2 have written an LS [2] to question the justification for the security. There was no consensus in SA3 on a response with 14 companies supporting the need for initial NAS protection and 6 against – see the SA3 agreed response LS [3].
There are 3 possible ways for the introduction of initial NAS protection to play out from a technical perspective

1. Introduce "Initial NAS protection" in Rel-15

2. Introduce ‘bidding down’ functionality in Rel-15 to enable later introduction of “Initial NAS protection” with minimal registration procedure impact

3. Introduce “Initial NAS protection” later but with registration procedure impact
The “bidding down” functionality allows the UEs that support initial NAS protection to include only unciphered IEs in the initial NAS message even if the UEs are communicating with an AMF that does not support initial NAS protection. This situation requires the non-upgraded AMF to proceed with security procedures and send NAS Security Mode Command. This allows UE to send complete Registration Request message in NAS Security Mode Complete. An example of how this could be achieved is by including flag in Registration Request (but of course the final decision on how to achieve the ‘bidding down’ functionality should rest with the appropriate working groups, i.e. SA3 and CT1). 
It is worth noting that in general it is hard to retrofit security features as anti-bidding down always needs to be considered. Having the feature also makes it simpler for SA2 and CT1 to introduce new IEs in later releases (and in particular late in the release) as by default these IEs are protected (see for example [4] which introduce the LADN Indication into Rel-15 without discussion in SA3 on whether this is suitable to go "in the clear"). 
2
Proposal

To resolve the inconsistent specification in Rel-15, it is proposed that SA plenary agree that 2 above is the appropriate choice for Rel-15 to enable the secure introduction of initial NAS protection in Rel-16. It is further proposed that SA plenary send an LS to SA2, SA3 and CT1 to inform them of this decision. 

Draft LS along the lines of this proposal is provided in SP-180853.
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