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Introduction:

SA1 agreed on a working agreement and subsequently on a CR (S1-180610) to clarify the support of USIMs within the 5G system. 

Vodafone fully support the idea behind it but has some concerns about the current wording of the working agreement and the CR. 

Quote of the new text from S1-180610: 

Subject to Home MNO policy as well as its service and operational needs, a legacy USIM instead of a 5G USIM may be used to authenticate a user in a 5G system to get services according to her/his subscription, without introducing undue security risks.
The text above implies that the 5G USIM and legacy USIM sound equivalent/identical in terms of security level, which is obviously not the case. 

It is Vodafone’s understanding that the current text can be easily interpreted as meaning that no new security feature could be introduced unless it could be supported on legacy USIMs. 
Therefore Vodafone proposes to add a note to the CR to clarify that new security mechanism over the Rel-14 one can be introduced to enhance the level of security.
This following note can be found in 3GPP TS22.278 section 9.2, security requirements:
Release 99 or later Releases' USIM application on the UICC is required to authenticate a user in an Evolved Packet System and hence allowing the user to get services in the Evolved Packet System according to her/his subscription.

Note:         The above requirement is applicable when providing access to the EPC via E-UTRAN.

Once authenticated via a 3GPP or Evolved Packet System, the USIM shall not be required to re-authenticate upon changing between these systems, unless specifically requested by the operator (PLMN).

Note:         It may be possible to use other applications on the UICC in order to provide authentication on the 3GPP or Evolved Packet System (e.g. for connection to IMS). In addition, in case it is desirable to improve the level of security or to add new security mechanisms for accessing the Evolved Packet System compared to the one provided in Rel-7, a revised/upgraded application on the UICC may be required.
The Vodafone proposal can be found in SP-1801xx. 

Quote for your convenience:

Subject to Home MNO policy as well as its service and operational needs, a pre-Release 15 USIM instead of a Release 15 USIM may be used to authenticate a user in a 5G system to get services according to her/his subscription.
NOTE:  Deployments need to avoid to introduce undue security risks. In case it is desirable to improve the level of security or to add new security mechanisms for accessing the 5GS compared to the one provided in Rel-14, a revised/upgraded application on the UICC may be required. Ideally, it will be possible to upgrade a pre-Release 15 UICC with the revised application, but in some cases a new UICC may be required.

Proposal:

Vodafone likes to ask SA to decide on a revision of S1-180610 to address the concerns outlined above and as a consequence Vodafone will withdraw the challenge of the working agreement.

