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2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 22.280: "Mission Critical Common Requirements (MCCoRe); Stage 1".

[3]
3GPP TS 22.281: "Mission Critical Video services over LTE".

[4]
3GPP TS 23.002: "Network Architecture".

[5]
3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".

[6]
3GPP TS 23.280: "Common functional architecture to support mission critical services; Stage 2".
[7]
3GPP TS 23.303: "Proximity-based services (ProSe); Stage 2".

[8]
3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".

[9]
3GPP TS 23.468: "Group Communication System Enablers for LTE (GCSE_LTE); Stage 2".

[10]
Void
[11]
3GPP TS 23.203: "Policy and charging control architecture".

[12]
3GPP TS 36.331: "Evolved Universal Terrestrial Radio Access (E-UTRA); Radio Resource Control (RRC); Protocol specification".

[13]
3GPP TS 29.468: "Group Communication System Enablers for LTE (GCSE_LTE); MB2 reference point; Stage 3".

[14]
3GPP TS 33.180: "Security of the mission critical service".
* * * Next Change * * * *
7.12
User authentication and authorization for MCVideo service 

NOTE:
Flow 7.12-1 is a high level user authentication and authorization flow. 3GPP TS 33.180 [14] defines the specific user authentication and authorization architecture required by the MCVideo service in order to realize the MCVideo user authentication and authorization requirements as defined in 3GPP TS 22.280 [2].
A procedure for user authentication is illustrated in figure 7.12-1. The user authentication is performed based on the procedure specified in 3GPP TS 23.280 [6].
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1. User Authentication is based on the procedure – “General user authentication and authorization 

for MC services” specified in 3GPP TS 23.280[18].

2. The MCVideo client performs the service authorization with the MCVideo server.


Figure 7.12-1: MCVideo user authentication and registration, single domain

1.
The user authentication is performed as per the general user authentication procedure specified in 3GPP TS 23.280 [6].

2.
MCVideo client performs the MCVideo service authorization for the user. Step 2 utilizes the results of step 1.
* * * Next Change * * * *
A.4
MCVideo related Group configuration data

The general aspects of group configuration are specified in 3GPP TS 23.280 [6].
Parameters specified in table A.4-1 are child parameters of the MCVideo configuration parameter specified in table A.4-1 in 3GPP TS 23.280 [6]. Parameters specified in table A.4-2 are child parameters of the MCVideo configuration parameter specified in table A.4-2 in 3GPP TS 23.280 [6]. Parameters specified in table A.4-3 are child parameters of the MCVideo configuration parameter specified in table A.4-3 in 3GPP TS 23.280 [6].

Table A.4-1: Group configuration data (on and off network)

	Reference
	Parameter description
	MCVideo UE
	MCVideo Server
	Group management server

	[R-5.12-001] of 3GPP TS 22.280 [2]
	>> Media confidentiality and integrity protection (see NOTE)
	Y
	Y
	Y

	[R-5.12-001] of 3GPP TS 22.280 [2]
	>> Transmission control confidentiality and integrity protection (see NOTE)
	Y
	Y
	Y

	[R-5.12-001] of 3GPP TS 22.280 [2]
	>> Group media protection security material (see NOTE)
	Y
	N
	Y

	[R-5.1.1.1-010] of 3GPP TS 22.281 [3]
	>> List of allowed sets of video codecs and related information in order of preference
	
	
	

	[R-5.1.1.1-010] of 3GPP TS 22.281 [3]
	>>> Video codecs
	Y
	Y
	Y

	[R-5.1.1.1-010] of 3GPP TS 22.281 [3]
	>>> List of allowed video resolution
	
	
	

	
	>>>> Video resolutions
	Y
	Y
	Y

	[R-5.1.1.1-010] of 3GPP TS 22.281 [3]
	>>> List of allowed video frame rates
	
	
	

	
	>>>> Video frame rates
	Y
	Y
	Y

	[R-5.1.1.3.2-002] of 3GPP TS 22.281 [3] 
	>> Allowed video modes
	
	
	

	
	>>> Urgent real time mode allowed
	N
	Y
	Y

	
	>>> Non-urgent real time mode allowed
	N
	Y
	Y

	
	>>> Non real time mode allowed
	N
	Y
	Y

	[R-5.1.1.3.2-002] of 3GPP TS 22.281 [3]
	>> Active video mode (urgent real time mode, non urgent real time mode, non real time mode)
	Y
	Y
	Y

	[R-5.3.2.2-002] of 3GPP TS 22.281 [3]
	>> Allowed maximum simultaneous MCVideo transmitting group members
	N
	Y
	Y

	NOTE:
Security mechanisms are specified in 3GPP TS 33.180 [14].


Table A.4-2: Group configuration data (on network)

	Reference
	Parameter description
	MCVideo UE
	MCVideo Server
	Group management server

	[R-6.4.5-001], 

[R-6.4.5-003] of 3GPP TS 22.280 [2]
	>> Authorisation of a user to request a list of affiliated members of a group
	Y
	Y
	Y

	[R-5.1.7-002], 

[R-6.2.2-001], 
[R-6.6.2.2-006], 

[R-6.8.7.2-003] of 3GPP TS 22.280 [2]
	>> Priority of the group
	N
	Y
	Y


Table A.4-3: Group configuration data (off network)

	Reference
	Parameter description
	MCVideo UE
	MCVideo Server
	Group management server

	Subclause 7.7.2.1
	>> Indication of whether the UE shall use single arbitrator approach or self arbitration approach.
	Y
	N
	Y

	[R-5.3.2.2-003] of 3GPP TS 22.281 [3]
	>> Allowed maximum number of simultaneous transmissions (N9)
	Y
	Y
	Y

	Subclause 7.1.3
	>> Default Prose Per-Packet priority (as specified in 3GPP TS 23.303 [7]) values
	
	
	

	
	>>> MCVideo group call signalling
	Y
	N
	Y

	
	>>> MCVideo group call media


	Y
	N
	Y

	
	>>> MCVideo emergency group call signalling


	Y
	N
	Y

	
	>>> MCVideo emergency group call media


	Y
	N
	Y

	
	>>> MCVideo imminent peril group call signalling


	Y
	N
	Y

	
	>>> MCVideo imminent peril group call media
	Y
	N
	Y


* * * Next Change * * * *
A.5
MCVideo service configuration data

The general aspects of MC service configuration are specified in 3GPP TS 23.280 [6]. The MCVideo service configuration data is stored in the MCVideo server.
Tables A.5-1 and A.5-2 describe the configuration data required to support the use of on-network MCVideo service. Tables A.5-1 and A.5-3 describe the configuration data required to support the use of off-network MCVideo service. Data in table A.5-1 and table A.5-3 can be configured offline using the CSC-11 reference point.

Table A.5-1: MCVideo service configuration data (on and off network)

	Reference
	Parameter description
	MCVideo UE
	MCVideo Server
	Configuration management server

	[R-5.2.2-001] of 3GPP TS 22.280 [2]
	Levels of group hierarchy for group-broadcast groups (Bc1)
	Y
	Y
	Y

	[R-5.2.3-001] of 3GPP TS 22.280 [2]
	Levels of user hierarchy for user-broadcast groups (Bc2)
	Y
	Y
	Y

	[R-5.7-002] of 3GPP TS 22.280 [2]
	Minimum length (Nc3) of an alphanumeric identifier (i.e. alias) assigned by an MCVideo administrator.
	Y
	N
	Y


Table A.5-2: MCVideo service configuration data (on network)

	Reference
	Parameter description
	MCVideo UE
	MCVideo Server
	Configuration management server

	[R-5.12-001] of 3GPP TS 22.280 [2]
	Protect confidentiality of signalling (see NOTE)
	Y
	Y
	Y

	[R-5.12-001] of 3GPP TS 22.280 [2]
	Protect integrity of signalling (see NOTE)
	Y
	Y
	Y

	[R-5.12-001] of 3GPP TS 22.280 [2]
	Use signalling protection between MCVideo servers (see NOTE)
	N
	Y
	Y

	[R-5.12-001] of 3GPP TS 22.280 [2]
	Use transmission control protection between MCVideo servers (see NOTE)
	N
	Y
	Y

	NOTE:
Security mechanisms are specified in 3GPP TS 33.180 [14].


Table A.5-3: MCVideo service configuration data (off network)

	Reference
	Parameter description
	MCVideo UE
	MCVideo Server
	Configuration management server

	[R-7.6-001], [R-7.6-002], [R-7.6-003] of 3GPP TS 22.280 [2]
	Default ProSe Per-Packet priority (as specified in 3GPP TS 23.303 [7]) values 
	
	
	

	
	> MCVideo private call signalling
	Y
	N
	Y

	
	> MCVideo private call media
	Y
	N
	Y

	
	> MCVideo Emergency private call signalling
	Y
	N
	Y

	
	> MCVideo Emergency private call media
	Y
	N
	Y

	Subclause 7.5.3.3
	Periodicity interval (in seconds) of Capability announcement (see NOTE)
	Y
	N
	Y

	NOTE:
If the value of the periodicity interval is set to zero, the capability announcement is not sent.


MCVideo client
Signalling user agent
SIP core
Identity
management server
MCVideo
server
Identity management client
1. User Authentication is based on the procedure – “General user authentication and authorization for MC services” specified in 3GPP TS 23.280[18].
2. The MCVideo client performs the service authorization with the MCVideo server.



