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********************* Start of 1st change *************************
11
Interconnection, interworking and migration security
11.1
Interconnection
11.1.1
Overview
MC Systems may interconnect as described in TS 23.379 [2], TS 23.280 [36] and TS 23.281 [37]. This allows inter-system communications to occur.

To ensure interconnection is secure, MC clients only connect to MC Servers within their own system (unless migrating). Information required by a MC client from another system is first transferred between systems. For example, group management information is transferred between Group Management Servers in Clause 10.2.7 of TS 23.280 [36], prior to distribution to MC clients. 

MC systems should protect themselves at the system border from external attackers. During interconnection, the MC system should use an HTTP proxy and IS proxy, as defined in Annex I, to enforce policies and apply security functions (such as topology hiding). Among the security functions that can be performed at both proxies are preventing any direct MC client connection over this interface. 
Figure 11.1.1-1 shows the security architecture for interconnected MC systems.

[image: image1.emf]SIP Core(s)

HTTP

Proxy

IS Proxy 

MCPTT 

Server

MCVideo

 Server

MC Service 

Server

Group 

Management 

Server

HTTP

Proxy

IS Proxy 

MCPTT 

Server

MCVideo

 Server

MC Service 

Server

Group 

Management 

Server

MC System B MC System A

CSC-16 / HTTP-3

MCPTT-10 / HTTP-3

MCVideo-10 / HTTP-3

MCX-10 / HTTP-3

CSC-16 / SIP-3

MCPTT-10 / SIP-3

MCVideo-10 / SIP-3

MCX-10 / SIP-3 Shared

SPK

Shared

SPK


Figure 11.1.1-1: Security of interworking between MC Systems

In Figure 11.1.1-1, the interface between the MC Systems shall be protected hop-by-hop using IPSec as defined in Clause 6.3.2. The SIP-3 interface between IS Proxies may be protected at the application layer using a shared SPK, as defined in Clause 9. The HTTP-3 interface between HTTP Proxies may be protected using TLS as defined in Clause 6.1.3.

Editor’s Note: 
It is for FFS how the IS Proxy and the MC Gateway are related.  

Cross-system authentication of cross-system signalling requests may be implicit or explicit, subject to the policy of each MC system. Where authentication is implicit, the HTTP Proxy and IS Proxy should prevent messages that do not have an external MC service ID in the source of the request. MC servers should enforce policy to limit the information provided to a signalling requests from external MC service IDs.

Where authentication is explicit, the signalling request shall contain an Element for Authenticating Requests, (EAR), as defined in Clause 9.6. It is recommended that an authorised identity should be used within the EAR, to convey the source’s authorisation to make the request.
11.1.2
Security procedures for interconnection
11.1.2.1
General

This clause defines security procedures that are used to support interconnection between MC systems
11.1.2.2
GMK transfer between MC systems
To allow a group to span two, or more, MC Systems, the GMK and GMK-ID needs to be transferred between the GMSs in different MC systems. The procedure follows an equivalent security procedure to that defined in Clause 7.3.3 for group regrouping. In this case, the GMK is transported within a ‘group information notify request’ as defined in Clause 10.2.7.5 of TS 23.280 [36]. 
Pre-conditions:

-
Both the primary and partner GMS have been keyed by their KMS.  

The notify group configuration procedure is shown in Figure 11.1.2.2-1.
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Figure 11.1.2.2-1: Inter-system GMK transfer
1.
The GMS in the primary MC system of the MC service group provides the notification to the GMS in the partner MC system of the MC service group. The primary GMS includes a Group Key Transport payload following the procedures in Clause 5.7, treating the partner GMS as another user within the group. Accordingly, the payload encrypts the GMK to the identity of the partner GMS and is signed using the identity of the primary GMS. The GUK-ID is derived using the User Salt generated from the partner GMS's URI.

NOTE 1: 
If the choice of initiator KMS (IDRkmsi) or receiver KMS (IDRkmsr) within the MIKEY message is unacceptable, a KMS Redirect Response may be returned to the primary GMS providing KMS information. In this case, the primary GMS may re-attempt the above procedures. 

NOTE 2:
In this case, the partner GMS may discard the GUK-ID once the GMK-ID has been extracted.
2.
Further signalling occurs as defined in TS 23.280 [36].
Upon receipt of the GMK, the partner GMS shall distribute the GMK and GMK-ID on to group MC clients as described in Clause 5.7.
11.2
Interworking 

11.2.1
General
The 3GPP security architecture supports the transfer of interworking signalling and media. 

For media sent towards the 3GPP system, the IWF shall apply 3GPP security prior to sending the media to the 3GPP system. This is performed using MC Security Gateway functionality as defined in Annex XX.

For media sent from the 3GPP system, the IWF shall remove 3GPP security prior to performing any further processing of the media. This is performed using MC Security Gateway functionality as defined in Annex XX.

Interworking media may be end-to-end protected using LMR mechanisms that are out-of-scope of this specification.  3GPP MC application security shall be applied, regardless of whether the LMR security mechanism is used. For further details of LMR end-to-end security mechanisms see Annex ZZ.

When signalling protection is used by the 3GPP MC system, the IWF shall apply the applicable 3GPP signalling protection mechanisms to the signalling packets sent towards the 3GPP system and shall remove the applicable 3GPP signalling protection mechanisms for signalling packets received from the 3GPP system. This is performed using MC Security Gateway functionality as defined in Annex XX.

When signalling protection is not used by the 3GPP MC system, the signaling packets sent towards the 3GPP system shall be forwarded by the IWF without signalling protection.


********************* End of 1st change *************************
********************* Start of 2nd change *************************
6.1.3
HTTP-3 interface security

The support of Transport Layer Security (TLS) on HTTP-3 is recommended between HTTP proxies. Where used, the profile for TLS implementation and usage shall follow the provisions given in 3GPP TS 33.310 [5], annex E.
********************* End of 2nd change *************************
********************* Start of 3rd change *************************
Annex ZZ (informative):
Non-3GPP security mechanisms
ZZ.1 General

This clause provides some details of non-3GPP security mechanisms which may be in use in the 3GPP network. The purpose of including it in this specification is to inform 3GPP vendors and system owners about the existance of such mechanisms. The definition of these mechanisms is out of scope of this document. 

ZZ.2 LMR E2EE

ZZ.2.1 General

LMR end-to-end security allows the IWF to pass protected media unmodified from the 3GPP system to the LMR system. The LMR end-to-end security mechanisms are out of scope of this document.

This clause assumes a non-3GPP (LMR) layer operating below the 3GPP layer defined in this specification at the UE, and potentially at the IWF. This layer may pass media packets to the 3GPP layer for further processing. The 3GPP layer and the non-3GPP layer act independently of each other. 

ZZ.2.2 Interworking E2EE keys and key management

ZZ.2.3 Interworking E2EE media for MCPTT 

Non-3GPP RTP or SRTP packets are generated within the non-3GPP layer of the 3GPP MC UE. The generation method of these media packets within the non-3GPP layer of the 3GPP MC UE is out of scope for this document. The non-3GPP layer may or may not apply non-3GPP security to the media.  Any non-3GPP security applied to the media packets within the non-3GPP layer is out of scope for this document.  Management of the non-3GPP E2EE interworking keys is defined in clause AA
.
Once processed by the non-3GPP layer, the packet is passed to the 3GPP application layer for further 3GPP processing.  The 3GPP application layer views the packet as an unencrypted RTP stream regardless of whether security has been applied at the non-3GPP layer.  If the interworking communication is a private MCPTT call, the 3GPP application layer applies MCPTT private call security to the media packet as defined in clause 7.2.  If the interworking communication is a group MCPTT call, the 3GPP application layer applies MCPTT group call security to the media packet as defined in clause 7.3.  Once processed by the MC application layer, the media is sent by the MC client to the IWF.

As defined in clause 11.2, the IWF is the 3GPP security endpoint for any private or group call security applied to the interworking RTP packets that is sent to, or received from, the 3GPP system.  The IWF applies SeGy security functionality to remove security from the messages sent by the 3GPP system before processing the unencrypted message.  Consequently, the IWF processes inbound interworking RTP packets prior to applying SeGy security functionality and sending them into the 3GPP system.

ZZ.2.4 Interworking E2EE media for MCData

Non-3GPP MCData Data payloads sent from a 3GPP MC UE to the IWF are generated within the non-3GPP layer of the 3GPP MC UE. The generation method of the payload within the non-3GPP layer of the 3GPP MC UE is out of scope for this document. The non-3GPP layer may or may not apply MCData security to the payload.  Any E2EE non-3GPP security applied to the payload within the non-3GPP layer is out of scope for this document.  Management of the non-3GPP E2EE interworking keys is defined in clause AA
.

For MCData messages sent by the 3GPP system, the non-3GPP layer creates the MCData Data payload and passes to the 3GPP application layer for further 3GPP processing.  The 3GPP application layer views the packet as an unencrypted payload regardless of whether security has been applied at the non-3GPP layer.  If the interworking communication is a private MCData call, the 3GPP application layer applies MCData private communication security to the payload as defined in clause 8.  If the interworking communication is a group MCData communication, the 3GPP application layer applies MCData group communication security to the payload as defined in clause 8.  Once processed by the MC application layer, the media is sent by the MC client to the IWF.

As defined in clause 11.2, the IWF is the 3GPP security endpoint for any MCData security applied to the interworking MCData message that is sent to, or received from, the 3GPP system.  The IWF applies SeGy security functionality to remove security from the MCData messages sent by the 3GPP system before processing the unencrypted message.  Consequently, the IWF processes inbound MCData messages prior to applying SeGy security functionality and sending them into the 3GPP system.

********************* End of 3rd change *************************
�Moved to informative annex


�This reference points to the normative interworking key management clause.


�This reference points to the normative interworking key management clause.
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