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Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a … 
	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item


2.2
Parent and child Work Items 
	Parent and child Work Items 

	Unique ID
	Title
	Nature of relationship

	
	
	


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship
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Justification

Quantum computing poses a long-term threat to information security. This may apply to some of the current protection measures in 5G systems. Additionally, there may be further threats to consider. These threats require study so as to ensure that 5G systems remain secure also in the future. 

This proposal builds upon discussion papers reviewed by SA3 at SA3#87 and SA3#88, as well as material on quantum safe cryptography in TR 33.899, clauses 5.17.3.2, and 5.17.4.1. The study should further draw on material elaborated by other bodies, e.g. those working on quantum-safe cryptography, such as the QSC subgroup of ETSI TC CYBER and the NIST Post-Quantum Cryptography process. 3GPP SA3 will closely cooperate with ETSI SAGE on questions of cryptographic algorithms. 
The threats will impact symmetric and asymmetric cryptographic algorithms in different ways. The present study focuses on symmetric cryptographic algorithms. In particular, the study will primarily focus on the implications of introducing 256 bit cryptographic keys and algorithms. 

The study is meant to allow an informed decision on why, when, where, and how symmetric cryptographic algorithms used in 3GPP systems could be strengthened to counter the identified threats. 
WHY: Commercial applications (e.g., critical infrastructure, financial, medical, and pharmaceutical) and government organizations may need enhanced protection for confidential information. These requirements will be assessed regarding their impact on the 5G system.  
WHEN: The study will establish a timeline for the introduction of enhanced protection measures. It is currently not clear when, e.g., quantum computers may pose a realistic threat. The establishment of a timeline should take into account the following factors: 
· the number of years that data that are sent protected in 5G (over the various interfaces) need to remain secure;

· the number of years it will take to introduce 256-bit keys in the 5G system (standardization and deployment)
· the number of years it takes to decrypt data protected with 128-bit keys, taking into account technological progress.
The study should also seek to align the security levels and timelines for introducing new asymmetric cryptographic algorithms with those for symmetric cryptographic algorithms in 5G. The reason is that the 5G system also makes use of asymmetric cryptographic algorithms, e.g. in network domain security, in untrusted non-3GPP access, and in 5G identity privacy, and it does not make sense to have different security levels for different types of algorithms in the same release of a 5G system. 
WHERE: Not all parts of the 5G system may be affected in the same way. The study should therefore investigate the impacts on UE, gNB, and core network entities separately. As an example, the study may investigate whether encryption between the UE and a gNB in an operator network (where the cleartext is available to the operator in the gNB) and encryption between the UE and a core network entity in a slice  are affected by the requirements in the same way. 
HOW: The focus of this proposed new work will include, but will not be limited to, supporting 256-bit keys and algorithms, bolstering integrity protection by increasing the size of MAC-I in 5G networks, key derivation, AKA key generation, key distribution, key refresh, negotiation of the key size, and processing of confidential CP/UP/MP information.
4
Objective

The objectives of the study are to address the questions of why, when, where, and how, as detailed in the Justification part of the present SID.

WHY: assessing of threats and potential countermeasures; comparing of countermeasures in the 5G system. 

WHEN: establishing timelines for the introduction of countermeasures, in particular the increase of key lengths to 256 bits. Aligning with the timeline for strengthening asymmetric cryptographic algorithms used in 5G systems. 

WHERE: establishing which parts of the 5G system will be affected and in which way. 
HOW: More detail is given here: 

The following are key components of the proposed migration to 256-bit session keys in the context of 5G networks that need to be examined:

•
Study addition of full entropy 256 bit keys in the 5G key hierarchy, beginning with the permanent pre-shared key.  Study modifying the derivation algorithms in order to derive child keys from the 256-bit master key instead of the 128-bit key.  
•
Integrity protection: Currently, the integrity protection MAC-I that is appended to  CP and UP messages is only 32 bits.  This study will determine whether a longer MAC is appropriate for 5G.  Note that the higher data rates achievable in 5G should be able to accommodate a reasonable MAC-I size increase without suffering significant performance degradation.  It is also to be studied whether an integrity algorithm different from the ones standardized for 5G phase 1 needs to be developed.
•
Coexistence of different size keys: In 3GPP networks, 256-bit keys in 5G will need to coexist with 128-bit keys in legacy networks or earlier 5G phases.  This entails storage of keys and separate key derivation algorithms both on the UE and in the core network.
•
Determine the desired number of 256-bit algorithms, e.g. if two 256-bit AKA key generation algorithm sets are needed.

•
Determine the desired performance aspects for the new 256-bit algorithms taking into account software and hardware aspects .
•
Key size negotiation: The security specification should be flexible so as to be easily adapted or upgraded in the future, particularly taking into consideration roaming situations.
•
Key management, key distribution and key refresh: It is studied whether the current methods for distribution and refresh of security keys are equally applicable to larger key sizes and can remain the same.
•
Encryption and integrity algorithms: accommodating 256-bit session/intermediate keys in 5G, may, in some cases, simply entail using larger-key versions of current algorithms, while in other cases new algorithms may need to be chosen altogether.  
•
Determine suitable requirements for the  needed algorithms for use with 256-bit keys and ask ETSI SAGE to provide those algorithms.
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Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Proposed Spec no. or series
	Type (see note 1) 
	Rapporteur(s)
(see note 2)
	For info 
at TSG# 
	For approval at TSG#
	Remarks

	33.xxx
	Internal TR
	Evans, Timothy, Vodafone Group, 
Tim.evans1@vodafone.com
	TSG#80
6/2018
	TSG#81
9/2018
	


Note 1:
Only TSs may contain normative provisions. Study Items shall create or impact only TRs.
"Internal TR" is intended for 3GPP internal use only whereas "External TR" may be transposed by OPs.

Note 2:
The first listed Rapporteur is the specification primary Rapporteur. Secondary Rapporteur(s) are possible for particular aspect(s) of the TS/TR. In this case, their responsibility has to be provided as "Remarks".
	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#

	
	
	


6
Work item Rapporteur(s)
Evans, Tim, Vodafone Group,  tim.evans1@vodafone.com
7
Work item leadership

SA3
8
Aspects that involve other WGs
RAN3 needs to evaluate increasing the size of MAC-I.

Collaboration with ETSI SAGE on questions of cryptographic algorithms.
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Supporting Individual Members
	Supporting IM name
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